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ABSTRACT 

Wireless Sensor networks comprises of sensor nodes that uses wireless links as medium of 

communication. These networks comprises sensor nodes ranging in number from a few to 

several hundreds or even thousands, where each node is capable of sensing, processing and 

transmitting of data to one or sometimes several sensor nodes. All the wireless sensor nodes 

are equipped with limited energy resource. The open nature of the wireless links attracts 

many security threats to the network. These attackers compromise them with the link and 

deplete the battery energy resource. One such attack is Vampire Attack. This paper explores 

resource depletion attacks, which permanently disable networks by draining node’s battery 

power.  Here we propose a new mechanism to alleviate the attack from our network. 

 

Key words: Wireless Sensor Networks, malicious Vampire nodes, PLGP tree construction, 

DoS attacks and Dos resilient, Base station. 

 

 

INTRODUCTION 

 The Wireless Sensor Networks became more and more crucial to everyday functioning of 

people of this generation. Applications include ubiquitous on-demand computing power, 

continuous connectivity and instantly deployable communication network. A WSN consist of 

spatially distributed sensor nodes ranging in number from 100 to several 1000, to monitor 

physical or environmental conditions, such as temperature, sound, pressure, etc. and to 

cooperatively pass their data through the network to a main location. Sensors are of low cost, 

resource constrained and are inexpensive. WSN deal with real world environments, high 

availability of these networks is a critical property, and should hold even under malicious 

conditions. Significant progress has been made towards making ad hoc networks secure and 

DoS resilient.  

IInn  DoS attacks the resources of the victim server are consumed by sending a big number of 
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requests to it in order to make it unable to provide appropriate services to legitimate 

clients[1].In 2006, 100,000 servers were broken down just within 10 minutes. Those were the 

victims of some DoS attacks. Some of those victims were Hotmail and Amazon companies 

[4].Using stateless authentication protocols and the client puzzles of Juels and Brainard DoS 

attacks can be prevented[3].  In WSN, battery energy is consumed mostly in transmission and 

reception of data at its radio transceiver. If that the transmitter power level can be adjusted to 

use the minimum energy required to reach the intended next hop receiver then the energy 

consumption rate per unit information transmission depends on the choice of the next hop 

node, i.e., the routing decision[5].  Routing is one of the most basic networking functions in 

mobile ad hoc networks. Hence, an adversary can easily paralyze the operation of the 

network by attacking the routing protocol [2]. An optimized link state routing protocol, 

named OLSR, for mobile wireless networks is used. This protocol employs periodic 

exchange of messages to maintain topology information of the network at each nodes [6]. 

EXISTING SYSTEM 

Wireless Sensor Networks are comprises of wireless sensor nodes equipped with limited 

energy resources. WSNs are mainly deployed in hostile environments and are used to monitor 

the changes in the deployed environment. All the changes should be informed to Base Station 

(BS), where the information is processed further. The wireless sensor node uses open space 

as communication medium to transmit the data packets. Meanwhile, the nodes are equipped 

with limited energy resources. The nodes can use the available energy for all kind of 

activities like sending, receiving of data, sensing...etc. The nodes have to optimize the energy 

consumption rate in order to maintain the prolonged lifetime of the wireless sensor nodes. 

The absence of fixed and dedicated link between the wireless nodes leads to several security 

threats to the nodes. These attacker nodes compromise themselves with the wireless link and 

access the link without knowing to the authenticated wireless link. One such attack is 

malicious vampire node attack. These attackers anonymously captures the wireless link and 

send the data packets in abnormal rate or by looping the data packets or by just dropping 

incoming data packets or by any other false methods that makes the energy of the wireless 

nodes to depleted. These vampire attackers disrupt route setup, disrupt communication, or 

preferentially establish routes through themselves to drop, manipulate, or monitor data 

packets.  In WSNs, Cryptography helps in securing the sensitive data from the risks of data 

manipulation, data fraud and sensor destruction or replacement. Secure routing attempts to 

ensure that adversaries cannot cause path discovery to return an invalid network path. But it 

fails to detect and prevent Vampire Attacks. This is addressed in the proposed system. 

 

Fig 1: A Snapshot displaying WSN deployment. 
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Fig 2: A Snapshot for showing the finding of route. 

 

 

Fig 3: A Snapshot displaying the malicious vampire node. 

 

 

Fig 4: Dropping of packets from Malicious Vampire node. 
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Fig 5: A Snapshot displaying the energy depletion in nodes. 

 

DISADVANTAGES OF EXISTING SYSTEM 

 The existing methods like Cryptography and Secure routing fails to detect and prevent 
resource consumption attacks by malicious vampire nodes. 

 Existing schemes can prevent attacks on the short term availability of a network; they 
do not address attacks that affect long-term availability. 
 

PROPOSED SYSTEM 
Here we propose a new detection mechanism to avoid energy depletion routing loop problem 

in vampire attack. When a loop is detected, the source route could be corrected and the packet 

sent on, but one of the attractive features of source routing is that the route can itself be 

signed by the source. Therefore, it is better to simply drop the packet, especially considering 

that the sending node is likely malicious. An alternate solution is to alter how intermediate 

nodes process the source route. To forward a message, a node must determine the next hop by 

locating itself in the source route. If a node searches for itself from the destination backward 

instead from the source forward, any loop that includes the current node will be automatically 

truncated. 

The Proposed System is having 5 modules as explained below, 

1. WSN Creation and Routing 

In this module, a Wireless Sensor Network  is created.  All the nodes are randomly deployed 

in the network area. Since our network is a wireless network, nodes are assigned with 

mobility (movement). 

2. Implementation of VAMPIRE ATTACKS 

In this module, the sensor nodes sense the data from environmental changes information. All 

the sensor nodes send data to SINK. A node is configured as vampire node and it drops the 

data packets which disrupts the communication between source and sink nodes. As a result, 

all the nodes lose their energy in the earliest and it completely affects the overall performance 

of the network. 
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3. Performance analysis 

In this module, the performance of malicious vampire node attack is analyzed. Based on the 

analyzed results X-graphs are plotted. Throughput, delay, energy consumption are the basic 

parameters considered here and X-graphs are plotted for these parameters. 

4. Isolation of Vampire Nodes 

In this module, the vampire nodes are isolated from the network. When the dropping of data 

packets is detected by the wireless node, the node verifies the data communication with the 

source node and confirms the attack, if source node authenticates the communication, then 

the data are forwarded. It uses PLGP [7] tree construction method to construct a path which 

isolates malicious vampire node from the data delivery path. 

5. Performance analysis and Result Comparison 

In this module, the performance of the proposed architecture is analyzed. Based on the 

analyzed results X-graphs are plotted. Throughput, delay, energy consumption are the basic 

parameters considered here and X-graphs are plotted for these parameters. 

Finally, the results obtained from this module is compared with third module results and 

comparison X-graphs are plotted. Form the comparison result, final result is concluded. 

 

DATE FLOW DIAGRAM  

 

Fig 6: Data Flow Diagram. 
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FLOWCHART 

 

Fig 7: Flowchart. 

 

RESULTS 

 

Fig 6: A Snapshot displaying the PLGP 

Tree Construction. 
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Fig 7: A Snapshot of PLGP avoiding malicious path. 

 

 

 Fig 8: A Snapshot for Packet transfer from source node. 

 

 

 

Fig 9: A Snapshot displaying the data packet transfer from source node to destination node. 
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Fig 10: A Snapshot of Data packet reception at the destination node. 

 

GRAPHS 

 

 

Fig 6: Delay graph. 

 

 

Fig 7: Energy Consumption graph. 
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Fig 8: Throughput graph. 

 

CONCLUSION 

In this paper, we defined Vampire attacks, a new class of resource consumption attacks that 

use routing protocols to permanently disable ad hoc wireless sensor networks by depleting 

node’s battery power. These attacks do not depend on particular protocols or 

implementations, but rather expose vulnerabilities in a number of popular protocol classes. 

We proposed defenses against some of the forwarding-phase attacks and described PLGPa, 

the first sensor network routing protocol that provably bounds damage from Vampire attacks 

by verifying that packets consistently make progress toward their destinations. We have not 

offered a fully satisfactory solution for Vampire attacks during the topology discovery phase, 

but suggested some intuition about damage limitations possible with further modifications to 

PLGPa. Derivation of damage bounds and defenses for topology discovery, as well as 

handling mobile networks, is left for future work. 
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