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HHAASSBBEE::  AA  HHiieerraarrcchhiiccaall  AAttttrriibbuuttee--BBaasseedd  SSoolluuttiioonn  ffoorr  

FFlleexxiibbllee,,  FFiinnee  ggrraaiinneedd  aanndd  SSccaallaabbllee  AAcccceessss  CCoonnttrrooll  iinn  

CClloouudd  CCoommppuuttiinngg..  

  

AAnnnnaappuurrnnaa11                                                      RRaannjjaannaa  BB  NNaaddaaggoouuddaarr22                                                                    JJyyootthhii  PPaattiill33  
  

11..  IIVV  sseemm  MMTTeecchh,,  DDeepptt  ooff  CCoommppuutteerr  SScciieennccee  aanndd  EEnnggiinneeeerriinngg,,  VVTTUU  RReeggiioonnaall  CCeennttrree  

GGuullbbaarrggaa,,  IInnddiiaa..  

22..  AAsssstt..  PPrrooffeessssoorr,,  DDeepptt  ooff  CCoommppuutteerr  SScciieennccee  aanndd  EEnnggiinneeeerriinngg,,  VVTTUU  RReeggiioonnaall  CCeennttrree  

GGuullbbaarrggaa,,  IInnddiiaa..  

33..  AAssssoocciiaattee  PPrrooffeessssoorr,,  DDeepptt  ooff  CCoommppuutteerr  SScciieennccee  aanndd  EEnnggiinneeeerriinngg,,  PPDDAA  CCoolllleeggee  ooff  

EEnnggiinneeeerriinngg  GGuullbbaarrggaa,,  IInnddiiaa..  

 

Abstract:  
 

Cloud computing is a very famous and emerging technology in IT enterprises. The data stored on 

cloud is huge and it is very precious. All functions are performed through networks. Thus, it 

becomes very important to have the secured use of data. In cloud computing, the ultimate 

importance of security is data security and confidentiality, and also flexible and scalable, fine 

grained access control. Attribute based encryption (ABE), allows for rare access control on 

encrypted data. In order to realize scalable, flexible, and fine-grained access control of 

outsourced data in cloud computing, in this paper, we propose hierarchical attribute-set-based 

encryption (HASBE) by extending ciphertext-policy attribute-set-based encryption (ASBE) with 

a hierarchical structure of users. The proposed scheme not only achieves scalability due to its 

hierarchical structure, but also inherits flexibility and fine-grained access control in 

supporting compound attributes of ASBE. In its key policy extract, the primitive enables senders 

to encrypt messages under a set of attributes and private keys are associated with access 

structures that specify which cipher texts the key holder will be allowed to decrypt .We propose 

the Hierarchical Attribute Set Based Encryption (HASBE) to develop a new security feature for 

various organizational platforms. It is implemented using cipher text policy by encrypting and 

decrypting the data in the cloud so that the cloud system becomes more scalable and flexible by 

enforcing data owners to share their data with data consumers controlled by the domain 

authority. 
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1. Introduction: 

CLOUD computing is a new computing that is built on virtualization, parallel and, utility 

computing, and service-oriented. Cloud, as an emerging computing paradigm, enables users to 

remotely store their data in a cloud, so as to enjoy services on-demand. Migrating data from the 

user side to the cloud offers great convenience to users, since they can access data in the cloud 

anytime and anywhere, using any device, without caring about the capital investment to deploy 

the hardware infrastructures. Especially for small and medium-sized enterprises with limited 

budgets, they can achieve cost savings and the flexibility to scale (or shrink) investments on-

demand, by using cloud-based services to manage projects, enterprise-wide contacts and 

schedules, and the like.In the last several years, cloud computing has emerged as one of the most 

influential paradigms in the IT industry, and has attracted extensive attention from both academia 

and industry. The ABE scheme provides a powerful method to achieve both data security and 

fine-grained access control. In CP-ABE scheme, private keys are labeled with sets of 

descriptive attributes. Only when the set of attributes satisfies the access structure in the 

ciphertext can the user get the plaintext. When a data owner wants to provide a document to all 

the users who have a certain set of attributes, he/she could use ABE to encrypt the document, and 

the users could decrypt the document when they have satisfied a certain set of attributes. For 

example, the headmaster wants to encrypt a document to all the professors of 45 years old in the 

computer science department, the document would be encrypted with access structure 

f\professor" AND \CS department" AND\age 45"g, and only the users who hold the private key 

containing these three attributes can decrypt the document while others cannot get any 

information from the 

ciphertext. However, the professors can be classified into different types in reality, such as, full 

professor and distinguished. It is tricky for data provider to encrypt message by using the access 

structure to achieve both fine-grained access control while reject importance of attributes. To 

solve this, we introduce hierarchical attributes to CP-ABE. 

In this paper, the universal attributes in the scheme we proposed are classified into different 

levels according to their defined in the access control system. Every user in the system possesses 

a set of attributes in hierarchy. The data owner encrypts a data to users in the system who have a 

certain set of attributes. The ciphertext contains a kind of hierarchical access structure. In order 

to decrypt the message, users' attributes in hier- 

archy must satisfy the hierarchical access structure. The notion of CP-HABE can be considered 

as the generalization of traditional CP-ABE scheme where all attributes are in the same level. 

Cloud computing holds the promise of providing computingas the fifth utility  after the other 

four utilities (water, gas, electricity, and telephone). The benefits of cloud computing include 

reduced costs and capital expenditures, increased operational efficiencies, scalability, flexibility, 

immediate time to market, and so on. The scheme provides full support for hierarchical user 

grant, file creation, file deletion, and user revocation in cloud computing. Third, we formally 

prove the security of the proposed scheme based on the security of the CP-ABE scheme by 

Bethencourt etal. and analyze its performance in terms of computational overhead. Lastly, we 

implement HASBE and conduct comprehensive experiments for performance evaluation, and 

our experiments demonstrate that HASBE has satisfactory performance. 

 

 1.1The criteria of an Hierarchical Attribute based Encryption Scheme: 
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Data confidentiality: Before uploading data  

the cloud, the data was encrypted by the data owner. Therefore, unauthorized parties including 

the cloud cannot know the information about the encrypted data.  

 

Fine grained access control: In the same, the system provides the different access right to 

individual user. The users are on the same group, but each user can be granted with the different 

access right to access data. Even if the users in the same group, users rights are not the same.  

 

Scalability: When the authorized users increase, the system can work efficiently. So the number 

of authorized users cannot affect the performance of the system. 

 

 Flexibility: Flexibility of the cloud allows companies to adjust to any problems that occur 

during day-to-day operations. It also use extra resources at peak times, to consumer demands.  
 
In this work, the universal attributes in the scheme we proposed are classified into different 

levels according to their importance defined in the access control system. Every user in the 

system possesses a set of attributes in hierarchy. The data owner encrypts a data to users in the 

system who have a certain set of attributes. The ciphertext contains a kind of hierarchical access 

structure. In order to decrypt the message, users' attributes in hierarchy must satisfy the 

hierarchical access structure. The 

notion of CP-HABE can be considered as the generalization of traditional CP-ABE scheme 

where all attributes are in the same level. 

 
It is needed to propose a secure data-sharing scheme, which simultaneously achieves high 

performance, full delegation, and scalable revocation. Our contributions are as follows: 

1. We propose a hierarchical attribute-based encryption (HABE) model, by combining the 

hierarchical identity based encryption (HIBE) system and the CP-ABE system. 

The HABE model, which incorporates the property of hierarchical generation of keys in the 

HIBE system, and the property of flexible access control in the CP-ABE system, is more 

applicable to the environment of enterprises sharing data in the cloud. 

2. We propose a HABE scheme based on the proposed model, which requires only a constant 

number of bilinear map operations during decryption, to provide high performance. 

3. We propose a scalable revocation scheme,      which  allows  to delegate most of computation 

intensive tasks in revocation to the CSPs without disclosing data contents, by applying proxy re-

encryption (PRE) and lazy re-encryption (LRE) to the HABE scheme. 

 

2. Related work: 

Attribute based encryption (ABE):- Sahai and Waters first introduced the attribute based 

encryption (ABE) for enforced access control through public key cryptography. The main goal 

for these models is to provide security and access control. The main aspects are to provide 

flexibility, scalability and fine grained access control. In classical model, and this can be 

achieved only when user and server are in a trusted domain. But 

What if their domains are not trusted or not same? 
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So, the new access control scheme that is ‗Attribute Based Encryption (ABE)‘ scheme was 

introduced which consist of key policy attribute based encryption (KP-ABE). As compared with 

classical model, KP-ABE provided fine grained access control. However it fails with respect to 

flexibility and scalability when authorities at multiple levels are considered. In ABE scheme both 

the user secret key and the cipher text are associated with a set of attributes. The cipher text can 

be decrypted by a user only if overlap occurs in a threshold number of attributes between the 

cipher text and user secret key. ABE is implemented for one-to many encryption in which 

cipher-texts are not necessarily encrypted to one particular user, it may be for more than one 

number of users. Attribute-Based Encryption (ABE) in which policies are specified and enforced 

in the encryption algorithm itself. The existing ABE schemes are of two types. They are Key-

Policy ABE (KP-ABE) scheme and Cipher text-Policy ABE (CPABE) scheme. That can be 

discussed further 

  

2.1Ciphertext-policyattribute-based 

Encryption (CP-ABE): 

 

CP-ABE (cipher text-policy attribute based encryption) is used to encrypt the data which can be 

kept confidential even if the storage server is entrusted. 

An arbitrary number of attributes expressed as strings a primary key is associated. On the other 

hand, when a party encrypts a message in this system, they specify an associated access structure 

over attributes. If the user‘s attributes pass through the cipher text‘s access structure then only 

user can be able to decrypt a cipher text. Access structures in this system are described by a 

monotonic ―access tree‖, can be described at 

Mathematical level. Where nodes of the access structure are composed of threshold gates and the 

leaves describe attributes .We note that AND gates can be constructed as n-of-n threshold gates 

and OR gates as 1-of-n threshold gates. Furthermore, we can more complex access controls such 

as numeric ranges by converting them to small access trees. 

 

2.2Key-policy attribute-based encryption: 

 

Setup: This algorithm takes as input a security parameter κ and returns the public key 

PK and a system master secret key MK. For encryption message senders uses the PK. User 

secret keys generated by using MK and are known only to the authority. 

 

Encryption: This algorithm takes as input a 

Message M, the public key PK, and a set of attributes .It outputs the cipher text E. 

 

Key Generation: This algorithm takes access structure T and the master secret key MK as input. 

To enable the user to decrypt a message encrypted under a set of attributes if and only if 

matches, the algorithm outputs SK secret key T. 

 

 Decryption: User‘s secret key SK for access structure T and the cipher text E is taken as input, 

which was encrypted under the attribute set .If and only if the attribute set satisfies the user‘s 

access structure T, this algorithm outputs M. 
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2.3Identity Based Encryption (IBE): 

 

In an identity-based encryption scheme, an arbitrary key is used as the key for data encryption 

and for decryption; a key is mapped by a key authority. 

 

2.4Hierarchical Identity Based Encryption 

(HIBE): HIBE is the hierarchical form of a single IBE. The concept of HIBE scheme helps to 

explain security. In a regular IBE (1-HIBE) scheme; there is only one private key generator 

(PKG) that distributes private keys to each users, having public keys are their primitive ID (PID) 

arbitrary strings. 

 

A two-level HIBE (2-HIBE) scheme consists of a root PKG, domain PKGs and users, all of 

which are associated with PID‘s. A user‘s public key consists of their PID and their domain‘s 

PID (in combine, called an address). In a 2-HIBE, users retrieve their private key from their 

domain PKG. Private key PK of any user in their domain can be computed by Domain PKGs, 

provided they have previously requested their domain secret key-SK from the root PKG. 

Similarly, is for number of sub-domains. 

There also includes a trusted third party or root certificate authority that allows a hierarchy of 

certificate authorities: Root certificate authority issues certificates for other authorities or users in 

their respective domains. The original system does not allow for such structure. However, a 

hierarchy of PKGs is reduces the workload on root server and allows key assignment at several 

levels. In this paper, we are going to implement scheme for access control in cloud computing 

using HIERARCHICAL ATTRIBUTE SET BASED ENCRYPTION (HASBE).HASBE extends 

the cipher text-policy attribute-set-based encryption (CP-ASBE, or ASBE for short) scheme 

proposed 

by Bobba et al. with system users having hierarchical structure, to achieve flexible, scalable, and 

access control. 

 

3. Proposed system: 

The paper contributes in multiform. Initially ,we show how ASBE algorithm is been enhanced by 

HASBE with a hierarchical structure with the better features like flexibility ,scalability and the 

common feature of fine grained access control of ASBE. 

Secondly, we demonstrate how to implement a fully fledged access control scheme for cloud 

computing based on HASBE. 

The scheme provides support for file creation, file deletion, hierarchical user grant, and user 

revocation in cloud computing. 

 

Thirdly, we prove the security of the proposed scheme based on the security of the CP-ABE 

scheme by Bettencourt et al. and analyze its performance in terms of computational overhead. 

Lastly, we implement HASBE and conduct experiments for performance evaluation, and 

experiments demonstrate that HASBE has satisfactory performance. 
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Hierarchical attribute-based encryption (HABE) is proposed by Wang et al. to achieve fine-

grained access control in cloud storage services by combining hierarchical identity-based 

encryption (HIBE) and CP-ABE. This HABE scheme also supports fine-grained access control 

and fully delegating computation to the cloud providers. 

HABE uses disjunctive normal form policy and assumes all attributes in one conjunctive clause 

are administrated by the same domain master. Thus same attribute may be administrated by 

multiple domain masters according to particular specific policies. Furthermore, if we compare 

with ASBE, this scheme cannot support multiple value assignments. And also does not support 

compound attributes efficiently. 
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Fig. 1. System model 

 

System Model: As depicted in Fig. 1, the cloud computing system under consideration consists 

of five types of parties: a cloud service provider, data owners, data consumers, a number of 

domain authorities, and a trusted authority. 

 

The cloud service provider manages a cloud to provide data storage service. Data owners encrypt 

their data files and store them in the cloud for sharing with data consumers. To access the shared 

data files, data consumers download encrypted data files of their interest from the cloud and then 

decrypt them. Each data owner/consumer is administrated by a domain authority. A domain 

authority is managed by its parent domain authority or the trusted authority. Data owners, data 

consumers, domain authorities, and the trusted authority are organized in a hierarchical manner 

as shown in Fig. 1. 

The trusted authority is the root authority and responsible for managing top-level domain 

authorities. Each top-level domain authority corresponds to a top-level organization, such as a 

federated enterprise, while each lower-level domain authority corresponds to a lower-level 

organization, such as an affiliated company in a federated enterprise. Data owners/consumers 

may correspond to employees in an organization. Each domain authority is responsible for 

managing the domain authorities at the next level or the data owners/consumers in its domain. 

In our system, neither data owners nor data consumers will be always online. They come online 

only when necessary, while the cloud service provider, the trusted authority, and domain 

authorities are always online. The cloud is assumed to have abundant storage capacity and 

computation power. In addition, we assume that data consumers can access data files for reading 

only. 

 

 

3.1Domain authority check and attribute based encryption:  

 

The cloud service provider manages a cloud to provide data storage service. For sharing with 

data consumers, data owners encrypt their data files and store them in cloud .Data consumers 
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download encrypted data files of their interest from the cloud and then decrypt them to access the 

shared data files. Each data owner/consumer is administrated by a domain authority. Parent 

domain authority manages domain authority. For managing the domain authorities at the next 

level or the data owners/consumers in its domain, responsible to each domain authority. 

 

 

3.2Shared resources and trusted authority: 

 

The top level domain authorities are authorized by the trusted authority which acts as a root of 

trust. Subordinate domain authorities or users are administered and trusted by the domain 

authority. But the Domain Authority may sometimes try to get the private key of subordinate 

domain authorities or users outside its domain. Similarly users may try to access data files either 

within or outside the scope of their access privileges, so malicious users may collude with each 

other to get sensitive files beyond their privileges. The trusted domain authority is responsible 

for generating and distributing system parameters and root master keys as well as authorizing the 

top-level domain authorities. A domain authority is responsible for transferring keys to 

subordinate domain authorities at the next level or users in its domain. A key is assigned to each 

user in the system which specifies the associated attributes for the decryption of users. 

 

4. Conclusion : 

In this paper, we introduced the HASBE scheme for the purpose of experiencing scalable, 

flexible, and fine-grained access control in cloud computing. The HASBE scheme incorporates a 

hierarchical structure of system users by applying a delegation algorithm to ASBE. HASBE 

supports compound attributes due to flexible attribute set combinations, and also achieves 

efficient user revocation because of multiple value assignments of attributes. Finally, the 

proposed scheme is implemented and conducted comprehensive performance analysis and 

evaluation, which showed its advantages and efficiency over existing schemes. 
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