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Abstract  

 

We propose to take the database security measures to the next level. We have planned to im-

plement the concept of identifying and authenticating the physical features of humans which 

access the data. In other words, we validate and restrict the access to the database according to 

the roles assigned to human beings for records accessibility, the basis of their facial features. A 

set of Eigenfaces can be generated by performing a mathematical process called principal com-

ponent analysis (PCA) on a large set of images depicting different human faces. Informally, Ei-

genfaces can be considered a set of "standardized face ingredients", derived from statistical anal-

ysis of many pictures of faces. Any human face can be considered to be a combination of these 

standard faces. 

 

Introduction 

 

 When a new employee is recruited by the bank, the Administrator shall register that employee 

by inputting his / her personal details along with the facial data wherein the employee will have 

to get his / her face captured in front of a camera in real time after only which the user id and 

password shall be generated.    

 

 One important aspect of the registration feature is, during this process, the Administrator shall 

also assign the roles or responsibilities to the employee. In this application, we have assumed 

that 4 roles could be assigned to any employee i.e. Create Customer, Edit Customer, Lock Ac-

count and Unlock Account. 

 

Keywords: Database Security, Eigenfaces, Open CV, SQL Lite. 
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Objective 

  

Through this application, we propose to take the database security measures to the next level. 

Amongst the various measures which are adopted to secure the data records, we have planned to 

implement the concept of identifying and authenticating the physical features of humans which 

access the data. In other words, we validate and restrict the access to the database according to 

the roles assigned to human beings for records accessibility, the basis of their facial features. 

 

As we know, the data is accessed and managed through functions which apply various calcula-

tive actions on the records. For ex: Data can be manipulated through, insertion of fresh data, 

modification of existing data or deletion. In order to assign these functions, we need to create 

roles for the users who may access these functions via the roles assigned to them and through 

this application, we propose to assign and authenticate these roles through the recognition of fa-

cial data. 

 

We know that the relevance of data security is in all the business verticals like Banking, Retail, 

Manufacturing, Hospitality, etc. Hence, we have chosen banking domain which holds critical and 

sensitive client data that is accessed and managed everyday by its employees. Through this ap-

plication, we shall register the new employees within the bank not only by assigning a User ID & 

Password but also through capturing and registering their facial data information in the database. 

 

In other words, when a new employee is recruited by the bank, the Administrator shall register 

that employee by inputting his / her personal details along with the facial data wherein the em-

ployee will have to get his / her face captured in front of a camera in real time after only which 

the user id and password shall be generated. 

 

One important aspect of the registration feature is, during this process, the Administrator shall 

also assign the roles or responsibilities to the employee. In this application, we have assumed 

that 4 roles could be assigned to any employee i.e. Create Customer, Edit Customer, Lock Ac-

count and Unlock Account.  

 

As the name suggests, creation of customer will involve opening of fresh bank accounts. Edit-

ing shall involve the modification of existing customer data that hold accounts in the bank. Lock 

account will lock the account of a customer after which he / she will not be able to make any fur-

ther transactions and Unlock account will unlock the locked account of a customer. Lock account 

will be used in the scenario when the customer requests for locking his bank account in the pos-

sible event of loss of debit or credit card. 

 

As these roles involve different levels of modification and accessibility to the customer data of 

the bank, it becomes extremely essential that we assign these roles carefully to the employees 

according to any specific criteria and also ensure that when a user accesses the roles, he/she must 

be thoroughly validated for same for authenticity. 

 

Therefore, we plan that once the user is successfully registered, the appropriate roles will be 

assigned to him / her and in order to access those roles, the user shall have to clear 2 levels of 
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authenticity checks. First, the user will be required to input the correct user id and password of 

his / her account. After that is successfully validated, he / she will be authenticated on the basis 

of his / her facial data which was stored in the database during registration. Hence, immediately 

after the user id and password are positively validated, the integrated camera of the PC / Laptop 

will turn ON which will capture the user’s face live for few seconds and compare it with the al-

ready stored facial data matching to the inputted user id and password. 

 

Only after the user’s face is validated and human authentication is properly done, will the user 

be allowed to log in to the system and access his / her roles which will grant him the access of 

managing the customer records / data of the bank according to the assigned roles. In this way the 

records of the database will be secured from an unauthorized access because human (physical) 

verification will come into play. So, even if the user id and password of an employee is compro-

mised, there would be no possibility that the human verification be bypassed. 

 

Technologies 

 

A. Open CV 

 

OpenCV (Open Source Computer Vision Library) is a library of programming functions main-

ly aimed at real-time computer vision, developed by Intel, and now supported by Willow Garage 

and Itseez. It is free for use under the open source BSD license. The library is cross-platform. It 

focuses mainly on real-time image processing. If the library finds Intel's Integrated Performance 

Primitives on the system, it will use these proprietary optimized routines to accelerate it. 

 

B. SQL Lite 

 

SQLite is a relational database management system contained in a C programming library. In 

contrast to other database management systems, SQLite is not a separate process that is accessed 

from the client application, but an integral part of it. SQLite is ACID-compliant and implements 

most of the SQL standard, using a dynamically and weekly typed SQL syntax that does not guar-

antee the domain integrity. 

 

SQLite is a popular choice as embedded database for local/client storage in application soft-

ware such as web browsers. It is arguably the most widely deployed database engine, as it is used 

today by several widespread browsers, operating systems, and embedded systems, among oth-

ers. SQLite has many bindings to programming languages. 

 

Unlike client–server database management systems, the SQLite engine has no stand-

alone processes with which the application program communicates. Instead, the 

SQLite library is linked in and thus becomes an integral part of the application program. (In this, 

SQLite follows the precedent of Informix SE of c. 1984) The library can also be called dynami-

cally. The application program uses SQLite functionality through simple function calls, which 

reduce latency in database access: function calls within a single process are more efficient 

than inter-process communication. 
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SQLite stores the entire database (definitions, tables, indices, and the data itself) as a single 

cross-platform file on a host machine. It implements this simple design by locking the entire da-

tabase file during writing. SQLite read operations can be multitasked, though writes can only be 

performed sequentially. 

 

D. Richard Hipp designed SQLite in the spring of 2000 while working for General Dynam-

ics on contract with the United States Navy. Hipp was designing software used on board guided 

missile destroyers, which were originally based on HP-UX with an IBM Informix database back-

end. The design goals of SQLite were to allow the program to be operated without installing a 

database management system or requiring a database administrator. In August 2000, version 1.0 

of SQLite was released, based on GDBM (GNU Database Manager). SQLite 2.0 replaced 

GDBM with a custom B-tree implementation, adding support for transactions. SQLite 3.0, par-

tially funded by America Online, added internationalization, manifest typing, and other major 

improvements. 

 

In 2011 Hipp announced his plans to add an UnQL interface to SQLite databases and to de-

velop UnQLite, an embeddable document-oriented database. Howard Chu ported SQLite 3.7.7.1 

to useOpenldap MDB instead of the original Btree code and called it sqlightning. One cited in-

sert test of 1000 records was 20 times faster. 

 

SQLite uses an unusual type system for an SQL-compatible DBMS; instead of assigning a type 

to a column as in most SQL database systems, types are assigned to individual values; in lan-

guage terms it is dynamically typed. Moreover, it is weekly typed in some of the same ways 

that Perl is: one can insert a string into an integer column (although SQLite will try to convert the 

string to an integer first, if the column preferred type is integer). 

 

This adds flexibility to columns, especially when bound to a dynamically typed scripting lan-

guage. However, the technique is not portable to other SQL products. A common criticism is that 

SQLite's type system lacks the data integrity mechanism provided by statically typed columns in 

other products.  

 

Several computer processes or threads may access the same database concurrently. Several 

read accesses can be satisfied in parallel. A write access can only be satisfied if no other accesses 

are currently being serviced. Otherwise, the write access fails with an error code (or can auto-

matically be retried until a configurable timeout expires). This concurrent access situation would 

change when dealing with temporary tables. This restriction is relaxed in version 3.7 

when WAL is turned on enabling concurrent reads and writes. 

 

SQLite has automated regression testing prior to each release. Over 2 million tests are run as 

part of a release's verification. Starting with the August 10, 2009 release of SQLite 3.6.17, 

SQLite releases have 100% branch test coverage, one of the components of code coverage. 
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C. Visual C++ 

 

Microsoft Visual C++ (often abbreviated as MSVC or VC++) is a commercial (free version 

available), integrated development environment (IDE) product from Microsoft for the C, C++, 

and C++/CLI programming languages. It features tools for developing and debugging C++ code, 

especially code written for the Microsoft Windows API, the DirectX API, and the Microsoft 

.NET Framework. 

 

Many applications require redistributable Visual C++ packages to function correctly. These 

packages are often installed independently of applications, allowing multiple applications to 

make use of the package while only having to install it once. These Visual C++ redistributable 

and runtime packages are mostly installed for standard libraries that many applications use. 

 

The predecessor to Visual C++ was called Microsoft C/C++. There was also 

a Microsoft QuickC 2.5 and a Microsoft QuickC for Windows 1.0. The Visual C++ compiler is 

still known as Microsoft C/C++ and as of the release of Visual C++ 2013, is on version 

18.0.21005.1. 

 

Face Detection using Eigenfaces 

 

A set of eigenfaces can be generated by performing a mathematical process called principal 

component analysis (PCA) on a large set of images depicting different human faces. Informally, 

eigenfaces can be considered a set of "standardized face ingredients", derived from statistical 

analysis of many pictures of faces.  

 

Any human face can be considered to be a combination of these standard faces. For example, 

one's face might be composed of the average face plus 10% from eigenface 1, 55% from eigen-

face 2, and even -3% from eigenface 3. Remarkably, it does not take many eigenfaces combined 

together to achieve a fair approximation of most faces. Also, because a person's face is not re-

corded by a digital photograph, but instead as just a list of values (one value for each eigenface 

in the database used), much less space is taken for each person's face. 

 

The eigenfaces that are created will appear as light and dark areas that are arranged in a spe-

cific pattern. This pattern is how different features of a face are singled out to be evaluated and 

scored. There will be a pattern to evaluate symmetry, if there is any style of facial hair, where the 

hairline is, or evaluate the size of the nose or mouth. Other eigenfaces have patterns that are less 

simple to identify, and the image of the eigenface may look very little like a face. 

 

The technique used in creating eigenfaces and using them for recognition is also used outside 

of facial recognition. This technique is also used for handwriting analysis, lip reading, voice rec-

ognition, sign language/hand gestures interpretation and medical imaging analysis. Therefore, 

some do not use the term eigenface, but prefer to use 'eigenimage'. 
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Figure 1. High-level functioning principle of the Eigen face based facial recognition algo-

rithm 

 

A. Eigenfaces and Eigenvalues 

An eigenvector of a matrix is a vector such that, if multiplied with the matrix, the result is al-

ways an integer multiple of that vector. This integer value is the corresponding eigenvalue of the 

eigenvector. This relationship can be described by the equation M × u = _ × u, where u is an ei-

genvector of the matrix M and _ is the corresponding eigenvalue. 

 

Eigenvectors possess following properties: 

• They can be determined only for square matrices 
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• There are n eigenvectors (and corresponding eigenvalues) in a n × n matrix. 

• All eigenvectors are perpendicular, i.e. at right angle with each other. 

 

B. Calculation of Eigenfaces with PCA 

 

In this section, the original scheme for determination of the eigenfaces using PCA will be pre-

sented. The algorithm described in scope of this paper is a variation of the one outlined here.  

 

Step 1: Prepare the data 

In this step, the faces constituting the training set  should be prepared for processing. 

 

Step 2: Subtract the mean 

The average matrix   has to be calculated, then subtracted from the original faces and the 

result stored in the variable  

 
Step 3: Calculate the covariance matrix 

In the next step the covariance matrix C is calculated according to 

 
 

Step 4: Calculate the eigenvectors and eigenvalues of the covariance Matrix 

In this step, the eigenvectors (eigenfaces) ui and the corresponding eigenvalues  should be 

calculated. The eigenvetors (eigenfaces) must be normalised so that they are unit vectors, i.e. of 

length 1. The description of the exact alg rithm for determination of eigenvectors and eigenva-

lues is omitted here, as it belongs to the standard arsenal of most math programming libraries. 

 

Step 5: Select the principal components 

From M eigenvectors (eigenfaces) ui, only M’ should be chosen, which have the highest ei-

genvalues. The higher the eigenvalue, the more characteristic features of a face does the particu-

lar eigenvector describe. Eigenfaces with low eigenvalues can be omitted, as they explain only a 

small part of characteristic features of the faces. 

   

Implementation Details  

 

We know that the relevance of data security is in all the business verticals like Banking, Retail, 

Manufacturing, Hospitality, etc. Hence, we have chosen banking domain which holds critical and 

sensitive client data that is accessed and managed everyday by its employees. Through this ap-

plication, we shall register the new employees within the bank not only by assigning a User ID & 

Password but also through capturing and registering their facial data information in the database. 
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Figure 2. Flow Diagram 

 

In other words, when a new employee is recruited by the bank, the Administrator shall register 

that employee by inputting his / her personal details along with the facial data wherein the em-

ployee will have to get his / her face captured in front of a camera in real time after only which 

the user id and password shall be generated. 

a 

Figure 3. Use Case Diagram 

 

One important aspect of the registration feature is, during this process, the Administrator shall 

also assign the roles or responsibilities to the employee. In this application, we have assumed 
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that 4 roles could be assigned to any employee i.e. Create Customer, Edit Customer, Lock Ac-

count and Unlock Account.  

 

 
Figure 4. Class Diagram 

 

As the name suggests, creation of customer will involve opening of fresh bank accounts. Edit-

ing shall involve the modification of existing customer data that hold accounts in the bank. Lock 

account will lock the account of a customer after which he / she will not be able to make any fur-

ther transactions and Unlock account will unlock the locked account of a customer. Lock account 

will be used in the scenario when the customer requests for locking his bank account in the pos-

sible event of loss of debit or credit card. 

 

 
Figure 5. E-R Diagram 
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As these roles involve different levels of modification and accessibility to the customer data of 

the bank, it becomes extremely essential that we assign these roles carefully to the employees 

according to any specific criteria and also ensure that when a user accesses the roles, he/she must 

be thoroughly validated for same for authenticity. 

 

Therefore, we plan that once the user is successfully registered, the appropriate roles will be 

assigned to him / her and in order to access those roles, the user shall have to clear 2 levels of 

authenticity checks. First, the user will be required to input the correct user id and password of 

his / her account. After that is successfully validated, he / she will be authenticated on the basis 

of his / her facial data which was stored in the database during registration. Hence, immediately 

after the user id and password are positively validated, the integrated camera of the PC / Laptop 

will turn ON which will capture the user’s face live for few seconds and compare it with the al-

ready stored facial data matching to the inputted user id and password. 

 

User Interface 

 

 
Figure 6. Login Screen of Application 

 

 
Figure 7. Error message pops up in case of an Invalid Authentication 
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Figure 8.  Sign up Page for a new employee 

 

 

 
Figure 9.  New Registered Employee is assigned an ID 
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Figure 10.  Image is stored at the time of registration 

 

 
Figure 11.  Facial Verification of the employee 

Research Methodology 

 

The research methodology which we have followed in our thesis is of type Exploratory. Before 

formulating this idea, we explored and studied about the domains like Database, Database Secu-

rity and Human Authentication methodologies. We explored about the prevalent issues in the 

domains of database security and how they can be more effectively solved using advanced tech-

niques that may involve a hybrid implementation of database security along with the concepts of 

human verification. 

 

Then, we explored and studied about the existing techniques which are used for the purpose of 

securing the records. During our research, we found that the security mechanisms are generally 

role-based in which the users are assigned some specific roles using which they can access the 

database records. Hence, we planned to inflate and extend our research beyond measures through 

which the databases can be secured by applying multi-layered security procedures through which 

the enforcement of verification and authentication is not just only at the user level but should 
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also be at the role-level which is used to access or modify the records. Thus, in our research, we 

proposed to develop a strategy which combines role mapping along with human verification in 

order to secure the database. 

 

Conclusion 

 

The bank will be able to secure the customer’s records by applying multi – level authentica-

tion. The integrity of the customer data shall be maintained because every employee will have a 

role to fulfill which will eventually ensure that only one employee works on the assigned role. 

Since the bank will apply multi – level authentication techniques, it will help the bank to secure 

and protect the data thereby enhancing its credibility and increasing the customer base. The bank 

will introduce professionalism and maturity in its processes wherein every employee shall have a 

role to fulfill which would eventually be mapped to the database records. 
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