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ABSTRACT  

 Steganography has become a popular way of hiding data and sending it securely 

without intrusion. It has been used by secret agencies worldwide. There can be many kinds of 

Covers beneath which a secret data can be hidden. Most popular is an Image being used as a 

cover. The two aspects to image steganography, namely, high level of capacity for hiding any 

secret information and high level of security in hiding the information are considered in this 

paper. In first part, IIS, an image is embedded in another image, showing that the capacity of 

the embedding system is high. This is done with the help of LSB (Least Significant Bit) and 

DWT (Discrete Wavelet Transform) based steganography. In another part, ETIS, the security 

is enhanced by combining cryptography with steganography. For Cryptography, the perfect-

cipher i.e. One Time Pad technique is used. Along with One Time pad, DWT is used for 

image steganography. These methods increase the security of a transmission multi-fold. 
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INTRODUCTION 

 

Internet security is vital these days. With increasing trend of technology and interconnection 

of systems globally, the need to secure the network has become even more pressing. There are 

many ways to secure a covert communication and two of them are Cryptography and 

Steganography. These methods have been used since ancient times and the idea of hiding 

information is not new. [1] The following prison problem, proposed by Simmons (1983) lays 

the basis of the need of cryptography and steganography. [2] 

Suppose, Alice and Bob are prisoners and Wendy is the prison warden. Alice wants to send 

some secret information to Bob but with Wendy‟s intrusion, it is not feasible. So, Alice 

encrypts the information in a way, Wendy would never suspect. To encrypt the information 

and hide from prying eyes of Wendy, Alice uses the techniques of Cryptography and 

Steganography. So, if Alice sends Bob a jumbled up message with no meaning to it, or, just 

an Image (with secret information embedded into it), Wendy will never suspect and detect any 

exchange of secret information.  
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Fig. 1. Prison Problem 

Cryptography 

“Cryptography” is a science of secret writing. It is the technique of protecting the information 

by transforming it into an unreadable format in which a message can be concealed from 

reader and only the intended recipient will be able to convert it into original text. The different 

goals of Cryptography are Confidentiality, Authentication, Non-repudiation and Data 

Integrity. [3] 

There are two types of cryptography namely: Symmetric Key Cryptography and Asymmetric 

Key Cryptography. In symmetric key cryptography same key is used both for encryption as 

well as decryption process. Whereas in asymmetric key cryptography separate keys are used, 

one for encryption process and the other for decryption process. [3] There are also other 

methods of cryptography, the One Time Pad (OTP). One Time Pad is also known as the 

Vernam-cipher or cipher-perfect, an algorithm where the plain secret text is combined with a 

random key. It is the only known method for mathematical encryption unresolved. [4]  

Steganography  

Steganography is the art of concealing information in such a way that intruders can‟t detect 

the secret information hidden in a vessel. [5] A vessel is an object that contains the secret 

information hidden into it. It could be an image, an audio, a video or any such thing. Images 

are the most popular cover objects used for Steganography. Properties like robustness and 

embedding capacity should be assessed while scheming a steganography algorithm. [6] 

There are many techniques to implement image steganography. LSB Steganography is the 

simplest of them. It is a widespread technique used to embed secret information in images. [5] 

As the name suggests, the information is hidden into the least significant bits of the pixels of 

an image. The original information in the LSB of a pixel is modified and the secret 

information in form of binary is embedded into it. Other techniques are transform domain 

techniques like DCT, DWT and FFT etc. DWT (Discrete Wavelet Transform) is the one used 

for the purpose of this paper.  

The discrete wavelet transform describes a multi-resolution decomposition process in terms of 

expansion of an image onto a set of wavelet basis function. When DWT (like HAAR, 

Symlets, Coiflets, etc.) is applied, the input image is divided into 4 non-overlapping multi-

resolution sub-bands by the filters, namely (LL1), (LH1), (HL1) and (HH1). The sub-band 

(LL1) is processed further to obtain the next coarser scale of wavelet coefficients, until some 

final scale “N” is reached. When “N” is reached, we‟ll have 3N+1 sub-bands consisting of the 
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multi-resolution sub-bands (LLN) and (LHX), (HLX) and (HHX) where “X” ranges from 1 

until “N”. [7] 

Cryptography and Steganography 

They are related to each other as they both try to prevent unauthorized access to information. 

The major difference between them is that cryptography changes the information from 

something meaningful to something meaningless in the eye of an adversary while 

steganography embeds the information making it appear like no information is hidden at all 

[8]. In both the techniques information is transformed into an incomprehensible form. But, in 

cryptography, it is not hidden whereas in steganography it‟s hidden. Both the techniques use a 

certain „Key‟ for encryption. The amount of information transmitted in cryptography is 

comparable to the amount of encrypted information. But, in steganography, the amount of 

transmitted information is much larger than the amount of encrypted information. Both are 

effective in securing data, but if combined, give additional security to the secret information. 

In the prison problem explained above, if Alice encrypts the secret information using 

Cryptography and then hides it in an image using Steganography then it will be even more 

secured and there‟s a multi-fold increase in confidentiality factor. 

PROPOSED SYSTEMS  

The proposed method is to compare two methods for image steganography. The following are 

the two methods described in this paper: 

 IIS: (Image-Image Steganography) Image embedded into image using Steganography 

 ETIS: (Encrypted Text- Image Steganography) Text embedded into an image using 

Cryptography and Steganography.  

The two parts are described below. 

1. IIS:  

In this part, an image is image embedded into another image using DWT and LSB based 

steganography. The block diagram can be shown as follows. 

Fig.2. Block Diagram for IIS 
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Steps for encryption are: (STEGANOGRAPHY) 

a) The cover image is read and DWT is applied to it. For the proposed method, HAAR 

DWT is used which is one of the simplest and efficient technique in DWT based 

steganography. 

b) The payload image is read and converted to binary form. This is done so as to embed 

the binary parts into pixels of cover image. 

c) The binary form of payload image is embedded into Cover image using LSB (Least 

significant bit) based steganography. 

d) Now, inverse DWT is applied and stego image is obtained. 

e) This image is sent to the receiver. 

Steps for decryption: (STEGANALYSIS) 

a) The stego image is read and DWT is applied to it. 

b) In next step, LSB extraction is done and binary values of the payload image are 

obtained. 

c) Now, those binary values are converted to pixel form and image is reconstructed. 

d) PSNR and MSE values are calculated. 

 

2. ETIS 

In this, a text message is embedded into the cover image. Before the embedding, the text is 

encrypted using One Time Pad Cryptography. The block diagram for this part is as follows. 

 

Fig. 3. Block Diagram for ETIS 

Steps for encryption: (CRYPTOGRAPHY AND STEGANOGRPAHY) 

a) The message to be transferred secretly and to be embedded in the cover image is read. 

b) It is encrypted using „One Time Pad Cryptography‟.(explained below) 

c) Now, cover image is read and DWT is applied to it. Here also, HAAR – DWT is used. 

d) The encrypted text is converted to binary, and those binary values are embedded using 

DWT based steganography.  
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e) Inverse DWT is applied and stego image is obtained by reconstructing the pixel values. 

Steps for decryption: (CRYPTANALYSIS ANS STEGANALYSIS) 

a) The stego image is read and DWT is applied.  

b) The encrypted form of message is retrieved from the cover image using HAAR-DWT. 

c) PSNR and MSE values are calculated. 

d) Now, the key of OTP cryptography is used to decrypt the data. 

e) The original form of message is retrieved. 

 

ONE TIME PAD CRYPTOGRAPHY- KEY GENERATION 

For OTP to be truly efficient in its use, certain rules should be followed. The key to be used in 

encryption and decryption process should be at least as long as the message or data that has to 

be encrypted. The key should be arbitrary and random. It should be used only once and should 

be destroyed after that. It should not be created by any computer function sustain its property 

of being truly random. Key and secret message text can be calculated modulo 10 (digits), 

modulo 26 (letters) or modulo 2 (binary). [9] 

Now, suppose Alice wishes to send the message "ATTACK" to Bob. Assume both have same 

set of books or notepads containing same sequence of letters and words. These books were 

somehow produced and securely issued to both in advance. Now, Alice asks Bob to look for 

'5th word of 10
th

 line of 17
th

 page‟ or anything pointing to a word or phrase which will be the 

Random Key. Then, each letter from the pad will be combined in a predetermined way with 

one letter of the message. Each letter of English alphabet is assigned a numerical value, e.g., 

"A" is 0, and “B" is 1 and so on. In this paper, the technique is to combine the key and the 

message using modular addition (mod 26). Let that key be “AYUDAR”, a Spanish word 

meaning “help”. The coding would be done as follows: 

 

Fig. 4. Encryption for OTP 

The cipher to be sent to Bob is thus “ARNDCB" which is an encrypted form. Bob uses the 

matching key page and the same process, but in reverse, to obtain the plaintext.  Here the key 
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is subtracted from the cipher text, again using modular arithmetic and the original secret 

message is obtained without Wendy suspecting to the communication. 

 
Fig. 5.Decryption for OTP 

RESULTS 

The two parts described above are implemented in MATLAB tool and results are obtained. 

1. IIS 

For part 1, COVER IMAGE is „Deepanshi.png‟ and PAYLOAD IMAGE is „lena.tiff‟.  

The payload image is embedded beneath the cover image and the following results are 

displayed. The Stego Image is the one beneath which the image is hidden. This is received at 

receiver‟s end. The image of LENA is retrieved from the Stego Image.  

The following are the cover and stego images for the COVER and their respective 

Histograms.  

 

Fig. 6. Cover and Stego images and resp. histograms for IIS 
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It can be seen that there is no visible difference between the cover and stego images. But, a 

slight difference is evident in the histograms showing the changes because of the message 

embedded in stego image. 

Similarly, the original payload image and retrieved payload image is shown below along with 

the respective histograms.  

 

Fig. 7. Payload and retrieved images and resp. histograms for IIS 

Here, the difference is clear between the two images. The reconstructed and retrieved image is 

different and hazy. This is because the pixels are not regenerated in exact fashion as they were 

originally in place. This may be due to several factors like Noise, or the efficiency of 

reconstruction technique. 

2. ETIS 

In PART 2, ETIS, the message is encrypted using One time pad and that encrypted text is then 

embedded into the cover image. The message is “BOMB THE CITY TOMORROW”. The 
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random key used for OTP is “BEAUTIFULLANDSCAPES”. The encrypted message 

received is “CSMV MPJ WTEY GREQRGSO”. 

This message is embedded using DWT into the image “deepanshi.png”. 

Following are the „cover and stego images‟ and „histogram of cover and stego image‟. 

 

Fig. 8. Cover and Stego images and resp. histograms for ETIS 

Here again, there is no such visible variation in the cover and stego images. But, in the 

histograms, a slight deviation is perceptible. The secret message is retrieved in its original 

form at the other end. 

The following is a table showing the PSNR and MSE values. The following values are an 

average of five values taken each time the MATLAB code is executed for each technique. 

Table 1: PSNR and MSE values for both the techniques. 

 IIS ETIS 

PSNR 37.18 50.10 

MSE 3.52 0.67 

It is explicit here that the PSNR values are better for text embedding with OTP and DWT 

used in combination. The Mean square error is calculated for cover and stego images in both 

the parts and is low in the „ETIS‟ part again. 
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CONCLUSION 

In this paper, two methods for image steganography are compared. In one, a secret image is 

embedded in a cover image. Whereas, in other, text is embedded in cover image but its 

encrypted first using OTP. It is shown that both methods can be used for transferring secret 

information without detection and intrusion. For high capacity, method 1 can be used which 

offers great potential for embedding an entire image into another image without anyone 

suspecting. It is also manifested that when One Time Pad cryptography is combined with 

DWT based steganography, better security is provided. In future works, the secret image can 

be encrypted first and then embedded in cover image. Also, more efficient techniques can be 

used for increasing the performance. 
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