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Abstract –EMI/EMC is an important 

factor during avionics design. Perfect 

design should take care of EMI/EMC 

performance to the maximum extent 

instead of meeting the requirement at 

marginal boundaries. Today's digital 

data lines are clocking at very high 

speed, in excess of 100 MHz with rise 

time in the sub- nano  second range. 

The effects of EMI radiation even from 

short traces are becoming significant 

and cannot be ignored. EMI 

compliance is now becoming a major 

design challenge for product 

development rather than a mere good-

to-have specification of low emission. 

This paper  is divided into two parts. In 

first part, EMI/EMC requirements are 

considered and design techniques are 

suggested for LRU level of design. The 

proposed techniques are expected to be  

useful for different avionics like 

Airborne Radars, Communications 

Systems (VHF and UHF), IFF 

Transponders, Range and Bearing 

systems, Instrument Landing systems, 

Radio Altitude meters, Doppler Radar, 

Electronic Counter measure systems, 

Power systems and control electronics. 

In 2
nd

 part EMI/EMC measurements 

techniques/ Measurement  errors due to 

signal capture and signal processing 

are discussed.    

 

Keywords-EMI/EMC,MIL–STD, PDI, 

Clock Rate, Radiation, Lightning, 

Shielding, Calibration, CMCC 

 

Part –I 

INTRODUCTION 

In the beginning of any perfect 

avionics design it is important to 

understand the cause of 

electromagnetic emission. The 

following are considered as significant 

EMI parameters which designer should 

consider from beginning stages of 

design.  

1) High powered RF transmission in 

local area: The internal and external 

causes of high powered RF 

transmission in local area should be 

worked out and need to be addressed in 

respect of EMI. 

2)Natural electrical interference 

(Electric Storms): Different reasons 

of natural electrical interference 

(Electric Storms) need to be estimated. 

Sometimes the reasons may be unseen 

and unexpected and need safety 

margin. Lightning induced EMI is one 

of such parameter which designer 

should keep in consideration.    

3)Close space transmission : This 

criteria is an important criteria  and 

need considerations. 

4)Other Electrical devices : There is a 

lot of stress on the avionics 

compactness. Therefore the physical 

installation and configuration of 

avionics and electrical characteristics 

is important. 

5)Oscillators and Digital Circuitry: 

Although operating at low power 

levels ,these can cause significant EMI. 
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Therefore careful sub –system design 

of PCBs, component selection and 

placement, appropriate shielding and 

grounding techniques are important 

factors. Separate grounds should be 

used for analog and digital circuits.  

All digital circuitry produce digital 

noise which must not be allowed to 

enter in analog power and signal paths.  

 
CLASSIFICATION OF INTERFE- 

-RENCES: Interferences can be 

classified into following categories: 

a) Circuit to Circuit Interference. 

b) Signal to signal Interference. 

c) Signal to circuit interference. 

d) Circuit to Signal interference . 

CLASSIFICATION OF CIRCUIT 

TO CIRCUIT FUNCTIONAL 

ERRORS: 

1) Oscillation Interference: Where 

feedback occurs from O/P to I/P of 

amplifiers. 

2) Drive Interference : In case where 

SMPS interferes with antenna. 

3)Harmonics Interference : Interfer -

-ence of Higher order harmonics with 

RF signal. 

4)Clock Interference : Where 

microprocessor circuits interference 

with video signal or antenna. 

5) Miscellaneous :  

a) In case when ripples of video or  

audio interference with  video and/or 

audio circuit. 

b)High frequency components 

interferes with video signal. 

 

TECHNIQUES FOR DESIGN FOR 

EMI COMPATIBLE AVIONICS: 

1) Earlier Consideration: EMI/EMC 

compatible design should be started 

from the beginning stage of design. It 

should be clearly defined that what are 

extreme boundaries and reference 

standards which are to be followed.     

2)Partition of System into critical 

and non–critical system: System 

should be thoroughly studied and 

should be classified into critical and 

non –critical parts. Both functional 

requirements as well as hardware 

placement should be taken into 

consideration. Noisy and susceptible 

circuits should be kept isolated. 

Shielding and special earthling 

provision are useful for circuits like 

noisy, high frequency, pulse circuits 

with rapid rise time, high power 

amplifiers and  SMPS. Internal  and 

external interface  paths should be 

selected  to optimise Common mode 

current control. 

3) Selection of Components 

according to Requirements for 

EMI/EMC Compatibility: Different 

packages are available for component 

depending upon requirement. 

Components which are manufactured 

as per requirements of designer  like  

transformers, coils tuneable circuits 

needs special instructions to vendors. 

Careful  and scientific study of 

materials irrespective of cost is 

important. Slow and high immunity 

logic circuits are recommended. Good 

RF decoupling should be used. 

Minimum Signal bandwidth should be 

used. Power supply is an important 

design segment in respect of EMI 

compatibility. Today most of supplies 

are SMPS for their merits of small size 

and handling vide input variations. 

However SMPS are major source of 

EMI.  Therefore special considerations 

should be paid while selecting the 

switching MOSFET for design of 

SMPS. Inverter switch, DC O/P 
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rectifiers, DC power rails, Transformer 

cores & winding techniques and 

Filtrations of I/P power supply are 

important criteria’s.  Shielding  and 

grounding of such power supplies 

should also be paid special 

considerations. Incorporation of  

watchdog circuit on every   

microprocessor  is useful.  

 

4)PCB Design:  During PCB design, 

proper signal returns should be 

ensured.  Isolation may be included  to 

define preferred current paths. 

Interference paths should be kept 

segregated from sensitive circuits. 

Ground inductance should be 

minimized  with thick gridding on 

ground plane.  Enclosed loop areas in 

high I, High dI/dt, or sensitive circuits 

should be minimized. Surface area of 

nodes in high dV/dt is also need to 

minimize. Track and components lead 

out lengths should also be minimized. 

Single sided PCBs with wires links and 

little or no surface mounts components 

are cost effective but do not have 

optimal paths for power ground and 

signal to suit EMC requirements. 

Stepping up in complexity to double 

sided PCBs using silver tracks and a 

combination of through holes and 

surface mount components at high 

density provides increased capacity at 

minimum cost but has no multilayer 

ground or power planes to suit EMC 

requirements. The EMC consequence 

of high circuit density and cross over 

tracking makes for high engineering 

efforts to achieve functionality in all 

systems. If cost is not a criteria then 

using multilayer boards with ground, 

power and signal planes are 

recommended for the use to meet the 

EMI requirements. Wire types and  

wire dressing on and surrounding of 

PCBs should also be paid a 

considerable attention.  

 

4.1)PCB Decoupling: Effective power 

distribution network (PDN) decoupling 

strategies for both power integrity (PI) 

and EMI/EMC control has become 

more important as the clock and data 

rates are  increasing from past to 

present. Issues such as the connection 

inductance associated with the 

decoupling capacitor connected to the 

power and ground-reference layer  and 

the inductance seen between the power 

and ground reference planes are found 

to greatly limit the effectiveness of 

capacitors being able to provide charge 

directly to the IC. In this situation,  it 

can be realized that capacitor location 

is at least as important as capacitor 

value. The capacitors must be placed 

as close to the device as possible in 

order to minimize inductance and 

reduce the time to deliver the charge to 

the device. Therefore, decoupling 

strategies for high-speed devices 

should typically be implemented in 

multiple stages, the first and fastest 

response from on-die capacitance, the 

second-level response from the device 

package capacitors, and finally, the 

capacitors on the PCB. This 

development, while helping with the 

PCB layout, required that the EMC 

engineer be fully aware of the details 

of the package behaviour to avoid 

unwanted package resonances. Study 

showed that a number of different 

decoupling capacitor strategies (such 

as the “deep-V” and multiple capacitor 

value per frequency decade) are 

effectively equivalent. Typically, the 
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inductance of the connection of the 

capacitor to the power and ground-

reference planes creates an inductance 

that will dominate the decoupling 

capacitor’s ability to deliver charge 

quickly and effectively. The need for 

rapid charge delivery with low 

inductance has led to the development 

and use of ultrathin, high-dielectric-

constant materials in PCBs. This 

“buried capacitance” has been shown 

to meet impedance targets while 

reducing the number of discrete 

capacitors required. Even with typical 

dielectric materials, closer plane 

spacing has increased the plane-pair 

capacitance to the point where 

capacitor location is not as critical and 

the capacitors are essentially 

recharging the planes. An alternative 

method to reduce inductance 

associated with connecting capacitors 

to the planes is to embed discrete 

capacitors within the PCB . 

 

5) Cable Assembly and Connectors: 

Signal and power cables should not be 

mixed up. Even  parallel runs of signal 

and power cables should be avoided. 

Signal cables and connectors should be 

used  with adequate screening. Twisted 

pairs are useful to nullify EMI effects 

and should be used wherever possible.  

Cables should be run  away from 

apertures in shielding, close to 

conductive  grounded structures. 

Resonant lengths should be avoided. 

This can be achieved in better way by   

dampen cables with ferrite suppressors.  

RF cables specially running to antenna 

ports  should be incorporated with gas 

filled coaxial co axial lightning 

arrestors. This type of arrestors  

operates on the principles of dielectric 

breakdown. When there is lightning,  

lightning energy is diverted directly to 

mounting plane away from co-axial 

path. As soon as the lightning ceases, 

this becomes an insulator w.r.t. ground 

and RF path in continuous for 

communication signals. Only when 

there is lightning ,RF path becomes 

open for a short duration. This cost 

effective solution can cater for 50,000 

amps and protection level up to 80% 

can be achieved. Therefore this 

solution is not effective only for EMI 

being caused by natural interference 

but also useful to save avionics from 

lightning. It should be ensured that  

cable screens are properly terminated 

to the correct type of connector. In 

case of connectors additional to design 

considerations like resistance/ milli 

volts drop, maximum current, 

maximum voltage (transients) and 

surge current, EMI related parameters 

like inter connect capacitance, 

dielectric withstanding voltage, 

maximum frequency to be 

encountered, VSWR, characteristics 

impedance,  EMI attenuation of shield 

and transfer impedance should not be 

underestimated.               

For data applications, cables carry 

digital information. General low pulse 

width logic outputs can radiate signal 

from cables (acting as antennas) which 

create intra system and inter equipment 

EMI. To overcome this problem use of 

shielded cables are recommended. End 

connectors must be screw-on type  

because snap connectors can permit 

signal leakage. All control harness 

cables can also radiate, if their weaving 

of copper braided cable sheath is not 

properly done and terminated in 

connectors.  At somewhat greater 
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initial expense, fibre-optic cables can 

be used to carry digital information. 

 

6) Grounding : It is recommended 

that ground systems should be 

designed and enforced at product 

definition stage. Ground system should 

be considered as  a return current path 

not as 0 volts reference. It should be 

ensure that adequate bonding of  

screens, connectors, filters, cable nets 

etc is made. It should be ensured that   

bonding method and materials  will not 

deteriorate in adverse environments. In 

case of lifing items clear instructions 

should be provided by designers for 

time to time mandatory  replacement 

of such items during overhauling of 

avionics. Mask paint from any 

intended conductive area. Keep earth 

leads short and define their geometry. 

Avoid common ground impedances. 

Provide a clean ground area for 

decoupling all interfaces. 

6.1) Heat Sink Grounding: With the 

increase of CPU clock rates, there has 

been a corresponding increase in 

power dissipation, requiring that heat 

sinks are used to dissipate the heat. 

These may be simple metal heat sinks 

or they can be an assembly that 

comprises a heat spreader, heat pipe, 

heat sink, and fan. Initially, these 

cooling mechanisms were  electrically 

small, and therefore, inefficient 

antennas. At 100 MHz, a quarter-

wavelength is 750 mm (30 in), very 

much larger than a heat sink; however, 

at 3 GHz only 25 mm is enough good 

to create an effective quarter-wave 

monopole. Therefore, as the energy in 

the noise spectrum went up, the 

radiation efficiency of the necessary 

heat sinks also increased. Printed-

circuit-layout requirements now must 

often include a means for bonding the 

base of the heat sink to the PC card 

reference plane in order to shunt the 

noise current from a path that includes 

this “antenna” to a more direct route to 

complete the path. Some VLSI devices 

utilize the packaging to achieve this in 

order to avoid increasing the footprint 

on the PC card; this also eases the 

break out of many traces that are 

required to and from the device. 

 

7) Filters: Mains filters should be 

optimised  for applications. Use correct 

components and filters configurations 

for  I/O lines. Good ground return for 

each filter should be ensured. Apply  

filtering to interference sources e.g. 

switches or motors. Pay attention to 

layout of filter components and 

associated wiring or tracks. For 

maintenance of EMC, filters are 

normally used at two locations. One 

type of filter is a feed through 

capacitor on the power supply lead of 

each active element. The other kind 

is low pass filters which are placed in 

series with electrical power input 

leads. Filters are normally not used at 

input output parts, because in these 

positions they can distort data. Ferrites 

are essentially a special form filtering. 

They are used to encircle leads and 

cables generally within the cabinet of 

the system. Ferrites can be integrated 

with Input/output connectors or used 

on external cables. Functionally,  

they  introduce loses into circuits to 

dissipate RF energy at the higher 

frequencies i.e. clock or its harmonise 

and logic signals which cause emission 

problems. They are not very suitable at 

low frequencies. EMI filter at power 
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input of avionics should meet the 

required specifications. For example a 

VHF/UHF communication system 

should have a line filter having low cut 

off frequency of 10 K Hz with 

attenuation characteristics of 30 dB at 

1 M Hz raising to 60 dB up to 100 

MHz .Band pass and low pass filters 

should be used with proper cut off 

frequencies to mitigate out of band 

EMI of transmitters.  

 

8)Shielding: Determine the type and 

extent of shielding required from 

frequency range of interest. Enclose 

sensitive or noisy area with extra 

internal shielding. Avoid large or  

resonant apertures in shield or take 

measure to mitigate them. Ensure that 

separate panels are  well bonded along 

seams. EMI gaskets are also useful for 

EMI particularly it has good results for 

EMI/EMC performance for 

requirements  for tests like RE 02 as 

per MIL Standards.  

 

9) Common-Mode Signals on 

Differential Pairs: The use of high-

frequency digital data signals, 

especially with lower cost lossy  

dielectrics or long distances to travel, 

required the use of differential 

signalling to improve the signal 

integrity of these high-speed signals. 

However, when small amounts of in-

pair skew occur, small amounts of rise-

/fall-time mismatch occur, and/or small 

amounts of amplitude mismatch 

between the traces of the differential 

pair occur, then a significant amount of 

common-mode noise is created . In-

pair imbalances can be caused by 

many things, including IC driver 

capacitance difference for rising and 

falling signals, looser tolerance for 

termination resistors when on-die 

termination resistors are used, signal 

path-length mismatch (both on 

package and on the PCB), and many 

other things. If the two lines of a 

differential pair are perfectly balanced, 

then there is no common-mode noise 

created. However, a few percent skew 

(relative to the bit width), or a few 

percent rise- /fall-time mismatch, while 

not affecting signal integrity, have a 

major impact on EMI/EMC. 

 

10) Testing and Evaluation for EMI 

Continually: The design should be 

checked from very preliminary stages 

and at  every modification of design, 

replacement of component with it’s 

equivalent substitute, new EMI 

requirements. It requires a good in 

fracture for EMI/EMC measurements. 

Sometimes it is not possible to afford 

for such costly infrastructure and most 

of the tests are carried out at hired 

EMI/EMC test facilities. Availability 

of such facilities in our country is still 

scare. In such situations at least 

theoretical calculations based on the 

data sheets of components and 

available tools should be made. 

Traceability from  Lab measurement at 

the end of design to each segment of 

avionics should be defined for easy 

troubleshooting and design redefining.   

 

Design Checklist Relevant to EMC: 

 

SN Factors Components 
01 Design for 

EMC 

From Beginning  

Know what  performan- 

-ce is wanted  

Know Standards 

02 Partition Determine noisy and 
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system into 

critical and 

non –critical 

sections 

susceptible circuits  

Lay critical in separate 

areas 

Select internal and 

external interface  paths 

to optimise Common 

mode current control  

 

03 Select 

components 

and circuits 

with  EMC in 

mind 

Use slow &/or high 

immunity logic   

 

Use good RF 

decoupling  

Minimise signal B/W 

,Maximise levels 

Provide power supplies 

of adequate quality 

(Noise Free)  

Incorporate a watchdog 

circuit on every every  

microprocessor   

04 PCB Layout Ensure proper signal 

returns .Include 

isolation to define 

preferred current paths.  

 

Keep interference paths 

segregated from 

sensitive circuits.  

Minimise ground 

inductance with thick 

gridding on ground 

plane.   

Minimise enclosed loop 

areas in high I, High 

dI/dt, or sensitive 

circuits. 

Minimise surface area 

of nodes in high dV/dt 

Minimise track and 

components lead out 

length   

05 Cables  Avoid parallel runs of 

signal and power cables  

Use signal cables and 

connectors with 

adequate screening  

Use twisted pairs if 

appropriate. 

Run cables away from 

apertures in shielding, 

close to conductive  

grounded structures.  

Avoid resonant lengths, 

dampen cables with 

ferrite suppressors  

Ensure  cable screens 

are properly terminated 

to the correct type of 

connector 

06 Grounding Design and enforce 

ground systems at 

product definition stage 

Consider ground system 

as a return current path 

not as 0 volts reference.  

Ensure adequate 

bonding of  screens, 

connectors, filters, 

cablenets etc. 

Ensure bonding method 

will not deteriorate in 

adverse environments.  

Mask paint from any 

intended conductive 

area. 

Keep earth leads short 

and define their 

geometry.  

Avoid common ground 

impedances.  

Provide a clean ground 

area for decoupling all 

interfaces.  

07 Filters Optimise mains filters 

for applications  

Use correct components 

and filters 

configurations for  I/O 

lines.  

Ensure a good 

ground return for each 

filter 

Apply  filtering to 

interference sources e.g. 

switches or motors  

Pay attention to layout 

of filter components 

and associated wiring or 

tracks.  

08 Shielding Determine the type and 

extent of shielding 

required from frequency 

range of interest 

Enclose sensitive or 

noisy area with extra 

internal shielding  

Avoid large or  resonant 

apertures in shield or 

take measure to 

mitigate them 

Ensure that separate 

panels are  well bonded 

along seams 

09 Test and 

evaluate for 

EMC 

continually 

As design progresses 
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Part -II 
ANALYSIS of  MEASUREMENT 

ERRORS: 

EMI/EMC measurement is an 

interesting and vast field. For  defence 

applications MIL Standards are 

followed as guidelines documents for 

Requirement for the control of 

Electromagnetic interference  

Characteristics of Sub –Systems and  

Equipments. During practical 

associating  with different EMI/EMC 

test facilities it is our experience that 

although calibration of equipments is 

paid good attention yet equipments and 

accessories like measurement 

antennas, current probes and Field 

Sensors are kept in least priority in the 

schedule calibration programme. MIL- 

STD-461 E (4.3.11) clearly indicates 

the justification and value of such 

calibration and it should not be 

underestimated. Precision in 

Measurement is very important and 

errors in measurement may give a false 

picture of performance of avionics unit 

and may lead to many intermittent 

problems at system levels. For 

example a transmitter exceeding 

EMI/EMC boundaries for different 

harmonics and spurious may disturb a 

sensitive receiver segment and lead to 

failure at threshold boundaries. Such 

situations lead to defect investigation 

of unit but at individual unit level 

testing the fault can not be simulated. 

At aircraft level such testing requires 

extreme efforts. Therefore it is always 

recommended that design of individual 

avionics item should be with additional 

margin at complex/aircraft level in 

spite of accepting marginal results. 

During  measurement the calibration of 

all the equipments should be insured 

and all correction factors should be 

well calculated and applied. 

Measurement errors are mainly likely 

to be there due to following reasons: 

a) Errors due to  antennas being used 

in EMI/EMC facility. 

b)Errors due to Sensors . 

c)Errors due to measurement 

equipments. 

d)Errors due to cables and connectors 

 

a)Error due to Antennas: Antenna 

which are used for EMI/EMC 

measurement must have correct 

calibration. Sometimes  antenna 

manufacturer recommends correction 

factor updating after a certain time 

even in calibration period. This should 

be taken care of. Antenna position also 

plays a specific role. Antenna position 

and orientation is very important in 

polarization related measurement 

because horizontal and vertical 

polarization may create a relative 

power difference up to 20dB.   

 

b) Errors due to sensors: Sensors are 

specific to frequency and power levels. 

Therefore proper sensor should be used 

for EMI/EMC measurements. Many 

manufacturers of power meters like 

Agilent/ hp recommend calibration 

with short terminal, open port and   

termination with character impedance 

at each setting change of frequency 

band. Such routine calibration should 

be carried out at each time of 

measurement. 

 

c)Errors due to measurement 

equipments: Setting of different 

equipments like of Spectrum Analyzer 

are very important.  For example, 

Incorrect setting of resolution 
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bandwidth and video bandwidth may 

result in incorrect measurements in a 

spectrum analyzer. Although most of 

spectrum analyzers are equipped with 

auto measurement features however 

for pulse related measurement 

correction factors may be required  and 

manual settings may be more precise. 

This correction may be required 

probably due to use of  “sinc function” 

as a reference signal for measurements 

in most of the equipments.    

d)Errors due to Data Processing: 

Today’s EMI/EMC measurement 

setups are extensively S/W driven. 

However  quantization and acquisition 

errors should not be underestimated. 

The S/W being used for EMI/EMC test 

facilities should be well tested for all 

positive and negative test cases and 

preferably should be cross verified 

with other standard test facility centres.  

e) Miscellaneous Points:  Additional 

to above, cables and connectors being 

used for measurements play a vital role 

during EMI/EMC measurement. 

Property of absorbing material in 

EMI/EMC chamber and it’s ageing 

effect, presence of additional 

equipments additional to DUT may 

also effect the true figure of 

measurement and hence need attention. 

Cable length being used from 

EMI/EMC chambers to measurement 

section also need consideration. 

EMI/EMC chambers need to be 

leakage proof. Electric lights, AC 

mains requirement for such facilities 

require special considerations.   

 

CONCLUSION 

EMC is an issue that has rapidly 

increased in importance in recent 

years, driven by design,  reliability, 

compactness and legal demands. There 

are differences in administrative 

compliance   processes, testing or 

administrative processes for  

certification or use of  different 

material standards in different regions 

around the world which can cause 

problems for manufacturer. The reality 

of EMI compliance requires  the 

implementation of a total EMC 

approach to the business process, with 

compliance being an integral part of  

the product life cycle. This means EMI 

must be modelled and analyzed  during 

the design process to ensure optimal 

product development. The sources of 

EMI can be man made or natural 

sources. In bulk production also it is 

important that  strict quality control of 

components is ensured and mechanical 

assembly and wiring is viewed 

critically.  Careful design of power, 

ground structure and clock distribution 

on PCB and in multilayer board can 

improve the design performance much 

towards reducing the effect of EMI,  
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