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Abstract— The main focus is on enabling, supporting 

process in the health care industry for implementing a secure, 

robust and privacy complaint system for the safe distribution 

and use of medical image. This paper presents  a fragile 

watermarking algorithm for medical images using selective 

bit plane of integer wavelet transform domain. For the 

selection of insertion planes, select the MSB plane using bit 

plane slicing, and required plane is selected using the 

key.MSB values of the selected plane are given as input to 

obtain the key value. the output of RSA algorithm is 

embedded into the selected plane and it is combined with the 

MSBs to get the watermarked Coefficients. The experiment 

result shows a very good improvement in the image quality in 

terms of PSNR. This algorithm shows excellent tamper 

detection capability and shows the exact location of the 

tamper. 

KEYWORDS— Integer wavelet transform, Bit Plane 

Slicing, RSA algorithm, fragile Watermarking, Peak Signal to 
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1. INTRODUCTION 

HE amount of digital medical images has increased 

tremendously in the Internet. The necessity of fast and 

secure diagnosis is vital in the medical field. In today’s 

scenario, the transmission of images is a daily routine and it is 

necessary to find an efficient way to transmit them over the 

net. In this paper we propose a new technique to encrypt an 

image for safe transmission. Our research deals with image 

encryption and watermarking . 

 

 Biomedical image security is an important field of 

research in medical science, which is continuously growing. 

The increasing adoption of information systems in healthcare 

has led to a scenario where patient information security is 

more and more being regarded as a critical issue. Allowing 

patient information to be in jeopardy may lead to irreparable 

damage, physically, morally, and socially to the patient, 

potentially shaking the credibility of the healthcare institution. 

Medical images play a crucial role in such context, given their 

importance in diagnosis, treatment, and research. Therefore, it 

is important to take measures in order to prevent damage and 

determine their provenance. This demands adoption of 

security mechanisms to assure information integrity and 

authenticity.  

However, the security problems have emerged seriously in 

network transferred medical image Tampering medical image 

may cause serious results in medical treatments. 

 

 With this reason, preventing medical image from forgery 

becomes very important, and a digital watermarking technique 

can be a solution in removing such a problem. This shows that 

 the demand for medical image authentication have become 

enormous. 

This paper consist of following section in such a way that 

the section 2 explains the Bit Plane slicing, section 3 explain 

the RSA algorithm, section 4 explain the Fragile 

watermarking; section 5 shows Integer wavelet Transform. 

Finally, Section 6 shows proposed scheme; Section 7 shows 

simulation results; section 8 summarises the paper. 

2. BIT PLANE SLICING 

Instead of highlighting gray level images, highlighting the 

contribution made to total image appearance by specific bits 

might be desired. Suppose that each pixel in an image is 

represented by 8 bits. Imagine the image is composed of 8, 1-

bit planes ranging from bit plane1-0 (LSB)to bit plane 7 
(MSB). 

In terms of 8-bits bytes, plane 0 contains all lowest order 

bits in the bytes comprising the pixels in the image and plane 

7 contains all high order bits. 

 
Figure 2.1: Bit Plane Slicing 

Separating a digital image into its bit planes is useful for 

analyzing the relative importance played by each bit of the 

image, implying, it determines the adequacy of numbers of 

bits used to quantize each pixel, useful for image 

compression. 

 

In terms of bit-plane extraction for a 8-bit image, it is seen 

that binary image for bit plane 7 is obtained by proceeding the 

input image with a thresholding gray-level transformation 

function that maps all levels between 0 and 127 to one level 

(e.g. 0)and maps all levels from 129 to 253 to another 

(e.g.255). 

T 

Ashish Nigam 
M.tech (P) 

DDeepptt..ooff  EElleeccttrroonniiccss  &&  

CCoommmmuunniiccaattiioonn  

EEnnggiinneeeerriinngg,,AAPPJJKKTTUU,,  LLuucckknnooww  

aasshhiisshhnniiggaamm00330099  @@ggmmaaiill..ccoomm  

 

Vratesh Kumar Kushwaha 
M.tech 

DDeepptt..ooff  EElleeccttrroonniiccss  

EEnnggiinneeeerriinngg,,PPoonnddiicchheerrrryy  

UUnniivveerrssiittyy,,PPuudduucchheerrrryy  

vvrraatteesshhkk@@  yyaahhoooo..ccoomm  

 



International Journal of Advanced Scientific and Technical Research                            Issue 6 volume 1, Jan. –Feb. 2016 

Available online on   http://www.rspublication.com/ijst/index.html                                                            ISSN 2249-9954 

©2015 RS Publication, rspublicationhouse@gmail.com Page 157 

 

3. RSA METHODOLOGY 

RSA is one of the first practical public-key cryptosystems and 

is widely used for secure data transmission. In such a 

cryptosystem, the encryption key is public and differs from 

the decryption key which is kept secret. In RSA, this 

asymmetry is based on the practical difficulty of factoring the 

product of two large prime numbers, the factoring problem. 

RSA is made of the initial letters of the surnames of Ron 

Rivest, Adi Shamir, and Leonard Adleman, who first publicly 

described the algorithm in 1977. The RSA algorithm involves 

four steps: key generation, key distribution, encryption and 

decryption. 

 
 Key Generation  

 
a) Select p and q both prime number, p is not equal to q.  

b) Calculate n = p x q.  

c) Calculate ø (n) = (p -1) x (q-1).  

d) Select integer e whose gcd (Ø (n), e) = 1; 1 < e <Ø (n).  

e) Calculate d = ℮-1 (mod Ø (n)).  

f) Public key PU = {e, n}.  

g) Private Key PR = {d, n}.  

 

 Encryption Process  

 
a) Plaintext- Message (M)  

b) Cipher text- C = Me mod n.  

 

Decryption Process  
 

a) Cipher text- C  

b) Plaintext- M = Cd mod n.  

Where M is message, p and q are prime numbers. N is 

common modulus. e and d are public and private keys.  

 

                        4.  FRAGILE WATERMARKING  

It is important to detect and localize even the slight changes of 

an image for authentication. In this case, the watermarks must 

be destroyed easily by most of attacks. These kinds of 

watermarks are known as fragile watermarks. The fragile 

watermark should have the following properties:  

(1) Detection of tampering: It is the most fundamental 

characteristic of a fragile watermark. It should detect any 

modification or forgery in a watermarked image.  

(2) Perceptual transparency: It should not visible under 

normal observation.  

(3) No requirement of the original image: It has to extract the 

watermark from the watermarked image without the original 

one.  

(4) Detection of location: It means the capability of locate the 

changed regions within the watermarked image.[2,14] 

5. INTEGER WAVELET TRANSFORM 

Wavelet domain allows us to hide data in regions that the 

human visual system (HVS) is less sensitive to, such as the 

high resolution bands (HL, LH and HH), Hiding data in these 

regions allow us to maximize the robustness while managing 

good visual quality. Integer wavelet transform make an 

integer data set into another integer data set. In discrete 

wavelet transform, the used wavelet filters have floating point 

coefficients so that when we hide data in their coefficients any 

truncations of the floating point values of the pixels that 

should be integers may make the loss of the hidden 

information which may lead to the failure of the data hiding 

system. To avoid problems of floating point precision of the 

wavelet filters when the input data is integer as in digital 

images, the output data will no longer be integer which 

doesn't 

Allow perfect reconstruction of the input image and in this 

case there will be no loss of information through forward and 

inverse transform. Due to the mentioned difference between 

integer wavelet transform (IWT) and discrete wavelet 

transform (DWT) the LL sub band in the case of IWT appears 

to be a close copy with less scale of the original image while 

in the case of DWT the resulting LL sub band is distorted. 

Lifting schemes can be used to perform integer wavelet 

transform. The following is an example showing how we can 

use lifting schemes to obtain integer wavelet transform by 

using simple truncation and without losing inevitability.[1,2] 

The Haar wavelet transform can be written as simple pair 

Wise averages and differences : 

S1, n = (SO.2n +SO.2) /2 

d1, n =SO.2n- SO.2n   (5.1) 

 

Where Si, 1, di, 1 is the nth low frequency and high frequency 

wavelet coefficients at the ith level respectively. It is obvious 

that the output of (\) is not integer, the Haar wavelet transform 

in (I) can be rewritten using lifting in two steps to be executed 

sequentially: 

dl, n= SO.2n+1 - SO.2n 

SI ,n= SO.2n+ dl .n l 2   (5.2) 

 

From (1) and (2) we can calculate the integer wavelet 

Transform according to: 

dl .n= SO.2n+ 1 - SO.2n 

SI. n = SO.2n+ (d1,n/2)   (5.3) 
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Then the inverse transform can be calculated by 

S0.2,n =S1,n-(d1,n/2) 

SO.2n+1= dl ,n+ SO.2n   (5.4) 

6. PROPOSED SCHEME 

6.1 Encryption Process 

Step 1: The medical image is transformed into the time-

frequency domain using IWT. 

Step 2: Select the Low-Low (LL) band after the first level 

IWT of an input cover image.  

Step 3: For the selection of insertion planes, MSB plane is 

selected using bit plane slicing, and select plane 

using the key.  

 

                     Figure 6.1: IWT watermark embedding process 

Step 4: Input MSB values into a hash function and get hash 

value. 

Step 5: The output of the hash function is embedded into 

the selected plane , and it is combined with the MSBs to get 

the watermarked coefficients. 

6.2 Decryption Process 

Step1: The watermarked medical image is integer wavelet 

transformed as did in the insertion procedures.  

Step2: Select bit plane of each block using the key.  

Step3: Input MSB values into a hash function and get hash 

value. 

 

Figure 6.2: IWT watermark extraction process 

Step4: Compare extracted LSBs with hash value.  

Step5: If the integer wavelet coefficients are changed by 

any attacks, the hash value will be changed.  

Step6: This change makes it possible to detect any changes 

of the corresponding coefficients and the 

corresponding locations in the spatial domain.  

 

 

7.  SIMULATION RESULTS 

The scheme was tested for different medical images i.e. 

MRI, CT-scan and X-ray images. A MRI image of size 

256x256 was taken as cover image and the MSB Plane of the 

image is taken as the watermark.  

Peak Signal-To-Noise Ratio 

PSNR is most commonly used to measure of quality of 

reconstruction of lossy compression codecs (e.g., for image 

compression). PSNR is most easily defined via the mean 

squared error (MSE). 

PSNR= 10log10 (255)2/MSE …………………………5.1 

Mean Squared Error 

 MSE of an estimator is one of many ways to quantify the 

difference between values implied by an estimator and the 

true values of the quantity being estimated.  MSE measures 

the average of the squares of the "errors." 

 

    𝑀𝑆𝐸 =
1

𝑚𝑛
  [𝐼 𝑖, 𝑗 − 𝐾(𝑖, 𝑗)]2𝑛−1

𝑗 =0
𝑚−1
𝑖=0 …………….5.2 

The proposed algorithm is checked for fidelity and the 

PSNR value of 48.49dB was obtained. 

 

 

 

       
        (a)                     (b)                   (c)                  (d) 

    
        (f)                     (g)                  (h)                  (i) 

    
        (j)                      (k)                    (l)                    (m) 

   
        (n)                     (o)                    (p) 

 

Figure 7.1: a) original image, (b)LL band using 

IWT,(c),(d),(f),(g),(h),(i),(J),(K)slices of the image,(C)LSB 

plane and (k)MSB plane (l)Encrypted image (m) watermarked 

image, (n) Difference between the original image and the 

watermarked image, (o) decryption of the watermarked 

image, (p)Extracted MSB plane. (* Images are reconstructed 

to get original image). 
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8. CONCLUSION 

A method is presented that combines encryption and 

watermarking for  safe image transaction purpose. The 

advantages of encryption algorithms, with RSA algorithm are 

used. In this method, to encrypt the image first LL band is 

selected using IWT and using bit plane slicing  MSB plane is 

selected and encrypted using Hash function and watermarked. 

Simulation results prove that the proposed approach meets 

fidelity and an appreciated PSNR value. 
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