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ABSTRACT 
A  Computer Network is an  interconnection with several nodes to share 

resources one among other. In computer networks, all the interconnected devices try 

to exchange data with each other using a data link between the nodes. The connections 

between nodes are established using either cable media or another form of media. As 

we all know that there are different types of networks that are available in real time 

environment, where each and every network differs with some or some other 

functionality, the two main types of networks that are available in the literature are 

CSA (Client Server Architecture) and other is P2P (Peer to Peer) network. Client-

Server Architecture (CSA) is one among the various types of networks, where a 

client will have only facility to send request to the server and in turn server sends 

response for that requested client. Here the roles of client and server and fixed among 

each other and they cannot interchange their roles. Since we all know that the data or 

information in the network is mainly divided into packets of equal sizes. However 

during communication there may occur some packets loss between nodes due to the 

reason like edge cut or node cut, this mainly happens due to inactiveness of some 

intermediate nodes. In this proposed paper, we for the first time observed a 

sequence of packet losses in the network in order to identify, whether the packet 

losses occurred by link errors, or by the problems like malicious packet drop and 

link error both the attacks at a time during communication. Also we proposed a 

Unique Homomorphic Linear Authenticator (UHLA) based on public auditing 

architecture that allows the detector to verify the truthfulness of the packet loss 

information reported by intermediate nodes that are available inside the network.  

Key Words:  Data Link, Packet Losses, Homomorphic Linear Authenticator, 

Malicious Drop Attack. 
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I. INTRODUCTION 
 

A Wireless Sensor Network may be an assortment of nodes organized into a network such every 

node having sensing and process capabilities. Every node has an RF transceiver, sensor, memory, high-

powered by battery. These days sensors area unit wide used in numerous analysis fields since they'll 

monitor temperature and therefore whether or not foretelling may be created easier. There are mainly 

deployed in areas with sensors connected consistent with the applications that they're being employed. 

Since they're being high-powered up by batteries, energy consumption ought to be reduced so as to 

prolong the lifetime of detector nodes. In an exceedingly network, detector nodes communicate with one 

another so results area unit obtained as a part of their hand in glove combined work. Since every node 

has to communicate with all the opposite nodes, wireless links area unit established between them. A cut 

is outlined because the failure of node. It will separate the network into disconnected methods incapable 

of communication with one another. Since they're every which way deployed, loss of property may be 

quite unfortunate as they'll result in the breakdown of entire network [1]. 

 

  
 

FIGURE. 1 REPRESENTS THE WORKING FUNCTIONALITY OF A WIRELESS 

SENSOR NETWORK 
 

From the above figure 1, we are able to determine that a wireless detector networks (WSNs) as a 

promising technology for observance massive regions at high spatial and temporal resolution. However, 

the little size and low price of the nodes that creates them enticing for widespread readying conjointly 

causes the disadvantage of low operational reliableness.The node may fail due to different problems. In 

fact, node failure is expected to be quite common due to the typically limited energy budget of the nodes 
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that are powered by small batteries [2]. Failure of a set of nodes will reduce the number of multi hop 

paths in the network. Such failures cause a subset of nodes—that have not failed—to become 

disconnected from the rest, resulting in a‖cut‖.Packet classification is an essential function in Internet 

routers that provides value-added services such as network security and quality of service (QoS) [3]. A 

packet classifier should compare multiple header fields of the received packet against a set of predefined 

rules and return the identity of the highest-priority rule that matches the packet header. 

 

Till now there are many algorithms and various architectures that have been proposed in an 

effort to identify an effective packet classification solution [4]–[6]. Most of the desirable analysis 

targeted on use of a high bandwidth and a small on-chip memory for packet classification by a proper 

partitioning of Off-Chip memory [7]. There are various metrics for calculating the packet classification 

algorithms that are developed in the literature, one among the several metrics are speed. The main metric 

that should be identified or discussed for achieving the high success rate of data transfer is processing 

speed of the packet. This processing speed is evaluated using the number of off-chip memory accesses 

required to determine the class of a packet because it is the slowest operation in packet classification. 

The amount of memory required to store the packet classification table should be also considered. 

 

 
FIGURE. 2 REPRESENT THE SELECTING PACKET DROPPING ATTACK IN A 

WIRELESS AD-HOC NETWORK 
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In this proposed application, we mainly try to develop an accurate algorithm for identifying 

selective packet drops caused by the inside attackers. As we use a word like truthful in our 

proposed thesis, so our proposed algorithm can provide a truthful and public decision algorithm 

for identifying the exact packet drops in the network. We can get high detection accuracy by 

exploiting the correlations between the exact positions of lost packet with that of previous 

packets. This is calculated by using a pre-defined function like auto-correlation function (ACF) to 

calculate the packet-loss bitmap, where a bitmap is a function which will tell about the exact status 

of each and every packet whether it is lost or received during transmission. The main idea of using 

this ACF is to calculate the accurate packet loss or received status from start of session till end of 

session. If we can able to detect the number of loss and received packets status accurately then 

we can calculate the exact count of number of successful packets transmission and number of 

exact packets loss in the network. Our proposed algorithm is very accurate in finding the cross-

statistics for making a good decision. One of the main challenges in our proposed thesis is how to 

guarantee that the packet-loss bitmaps reported by individual nodes along the route are truthful. 

 

From the above figure 2, we can clearly find out there is a network field in which we can see 

that a malicious node is selectively dropping packets from a certain node or group of nodes within the 

network. Here the malicious user may drop the packets in the middle of transmission or sometimes it 

may forward to somewhere else, where the attacker wishes to send the data. The process of sending 

the dedicated packets in a wrong path within the network from a right path is also one form of attack 

that will be occurred inside the network. In the routing process, many components take place such as 

hosts, base station, access points, nodes, routing protocols, etc. A malicious user may try to update all 

this information in order to update the routing table. It may be possible that due to this attack, some of 

the nodes get isolated from the base station. Also, a network partition may occur due to this attack. 

Packets may be dropped after the TTL expires. Packets can be forwarded to any unauthorized user. 

All of these incidents are the impact of this attack. 

 

II. RELATED WORK 

 
In this section we mainly discuss about the related work that was carried out in order to find 

out the packet droppers in an ad hoc networks. In this section we mainly discuss about various 

cuts that occur in the network during data transmission. Now let us look about these in detail. 

 

MAIN MOTIVATION 

 
Consider a wireless sensor network or wireless ad hoc network as a undirected graph 

represented with G= (V, E), Where „G‟ is represented as a graph with a set of vertices ―V‟ and a set 

of edges ―E‟ between a pair of nodes like (u, v) such that nodes u and v can exchange 

messages between each other. Here we try to assume that inter-node communication is symmetric 

in nature i.e., the key which is used for encryption at sender side should be used the same for the 

receiver side also. Generally an edge (u, v) is said to be incident on both the u and v nodes in the 

network. The nodes which are connected or having directly an edge with that node are known as the 

neighbors of node ―u‟.  
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Here we call a term like „cut‟, which is the failure of a set of nodes Vcut from G results in G 

being divided into multiple connected components [6]. We can recall one thing that in an undirected 

graph ‟G‟ is said to be perfectly connected if there is a way to go from every node to every other 

node by traversing the edges, and that a component Gc of a graph G is a maximal connected sub 

graph of G. We are interested in devising a way to detect if a subset of the nodes has been 

disconnected from a distinguished node, which we call the source node, due to the occurrence of a 

cut. 

 

Hi CUT 

 

In this section we will discuss initially with a primary cut called as HiCut. Each rule defines a 

five-dimensional hypercube in a five-dimensional space, and each packet header defines a point in the 

space, which is represented in figure 3. The HiCuts algorithm [8] recursively cuts the space into 

subspaces using one dimension per step. Each subspace ends up with fewer overlapped rule hyper cubes 

that allow for a linear search. In the construction of a decision tree of the HiCuts algorithm, a large 

number of cuts consume more storage, and a small number of cuts cause slower search performance. It 

is challenging to balance the storage requirement and the search speed. The HiCuts algorithm uses two 

parameters, a space factor (spfac) and a threshold (binth), in tuning the heuristics, which trade off the 

depth of the decision tree against the memory amount. The field in which a cut may be executed is 

chosen to minimize the maximum number of rules included in any subspace. The spfac, a function of 

space measure, is used to determine the number of cuts for the chosen field. The binth is a 

predetermined number of rules included in the leaf nodes of the decision tree for a linear search. 

 

 
 

FIGURE. 3 REPRESENT THE RULES IN DETECTION OF A HI-CUT  
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HYPERCUTS 

 

While the HiCuts algorithm only considers one field at a time for selecting cut dimension, the 

HyperCuts algorithm [9] considers multiple fields at a time. For the same example set, the decision tree 

of the HyperCuts algorithm is shown in Figure. 4. The spfac and binth are set as 1.5 and 3, respectively. 

As shown at the root node, the F1 and F2  fields are used simultaneously for cutting. Note that each edge 

of the root node represents the bit combination of 00, 10, 01, and 11, respectively, which is one bit in the 

first field followed by one bit in the second field. For the same input, the search follows the third edge of 

the root node and compares it to. The search then follows the first edge and compares to and at a leaf. 

Compared to the HiCuts algorithm, the decision tree of the HyperCuts algorithm generally has a smaller 

depth (not shown in the figures), as multiple 

fields are used at the same time in a single internal node[10]. 
 

 
 

FIGURE. 4 REPRESENT THE DECISION TREE RULES IN A HYPER CUT PLANE 

 
Recently, a new decision tree algorithm, EffiCuts, is proposed [11]. In solving the issues of 

previous decision tree algorithms, EffiCuts employs several new ideas such as tree separation and equi-

dense cut. The tree separation is to separate small rules from large rules and makes multiple decision 

trees so that fine cutting for small rules does not cause the replication of large rules. Here, a small (large) 

rule means a rule covering a small (large) subspace. While HiCuts and HyperCuts employ equal-sized 

cuts as shown in Figs. 3 and 4, the equi-dense cut is to employ unequal-sized cuts based on rule density 

in each  subspace in order to distribute rules evenly among the children. 

 

 

III. PROPOSED UNIQUE  HOMOMORPHIC LINEAR AUTHENTICATOR 

ALGORITHM 

In this section we will mainly discuss about the proposed NHLA algorithm for detecting the 

packet loss that are available within the nodes during data communication. Also we will find out the 

AUTO CORRELATION Function in the next section which will automatically identify the count of 

successful and loss packets during data transmission using a function like payload. 
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PRELIMINARY KNOWLEDGE 

 
Initially we try to design and analysis the HLA algorithm at the source side and the HLA will 

try to generate a MAC for all the several intermediate nodes like N1,N2...Nk, where K is the set of 

nodes that are available within the network. Our main motto of our proposed thesis is to identify 

the truthful detection of attack nodes during data transmission. This is identified mainly by packet 

loss that was occurred during data transfer from one node to other node. Here we used Block Based 

Detection mechanism where this mechanism will identify if there is any node behaving differently 

like change in its topology structure[10]-[13].This Block based detection will block such a error 

nodes not to send data from valid source to destination. 

 
 

 
 

 

FIGURE 3.  REPRESENT THE PROCEDURE FOR DATA COMMUNICATION BETWEEN A 

SET OF NODES AVAILABLE IN VARIOUS CLUSTERS 
 

From the above figure5, we can clearly find out A, B, C, D is the set of intermediate 

nodes which are available in the network for communication. Here „S‟ is the source node which is 

used for sending data to the destination node „D‟ through the set of intermediate nodes that are 

available within the network. Here „R‟ is the router window that was available for sending 

requests to the cluster heads C1, C2 and so on. Here C1 is the cluster head for a region which 

contains A, B, C nodes with in that region and D is the node that was available in the cluster 

region 2.Now initially source asks a query to the router R with the help of set of nearby 

intermediate node and once the query is reached, the router will then pass that query to the 

cluster head that was available for each and every cluster. Once the cluster head receives the 

query it will then view what are the nodes that are available with Free status and With No 

Attack case. So the cluster head will then choose such a intermediate node as a best node for 

sending data from specified source node to destination node. In this way the data will be send 

to the appropriate destination from a valid source. Here we used SHA1 [14] as the main 

algorithm for generating the signature for the data before we try to send to the destination 

node.  
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IV. RESULT ANALYSIS 

 
In this section we will mainly discuss about the proposed UHLA method which is mainly used 

for identifying a set of nodes or packets that are dropped within a network during data communication in 

a wireless adhoc networks. This proposed approach is mainly developed on a java programming 

language with JSE as main platform for implementing this proposed UHLA method. As we are using 

JSE as main platform, we take Java Swings and AWT as front end technologies for designing the user 

interfaces of our proposed application and we take MY-SQL as the back end database for storing and 

retrieving the valuable information to and fro from the database. 
 

 

SAMPLE WINDOW THAT REPRESENTS THE NODE FAILURE OR LINK FAILURE  
 

 

 

 From the above window we can clearly find out there are several nodes termed with node1, node2 

and so on till node 23.Where initially each and every node will be in normal state and it is indicated with 

Black color for the normal state nodes. Once if the source node tries to send the data to the valid 

destination by using several intermediate nodes then the nodes will start changing the color from black to 

green color which indicates that node was chosen for the transmission. If during the data transmission if 

any of the intermediate nodes become in active either link failure or node failure created by any external 

attacker, then we can easily identify with the help of red color indication  for that attacked node. Here in 

this application we mainly applied UHLA method in which we can able to identify the exact cause of the 

packet loss and also it will identify which  node got attacked or failed exactly from the set of nodes and it 

also collects the best available nodes from that failed location and this UHLA method will provide best 

path for sending the packets to the destination node without data loss within the network or at the 

intermediate nodes. 
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V. SYSTEM  IMPLEMENTATION 

Implementation is the stage where theoretical designs are converted into programmatically 

manner . In this application we mainly divide the application into five modules, now let us discuss 

about each and every module in detail. They are as follows: 

1. Service Provider Module 

2. Router Module 

3. Auditor Module 

4. Destination Module 

5. Attacker Module 

 

1. SERVICE  PROVIDER  MODULE 
In this module, the service provider browses the file and sends to the particular end users via 

router. And also service provider can assign energy and assign distances for the nodes in router. Here the 

service provider will divide the input file into a number of packets and then send the data to the router 

and in turn it will be send to the destination node. 

 

2. ROUTER  MODULE 

In this module, the router sends the file from source to destination (from service provider to end 

users) by selecting shortest distances between two nodes & sufficient node energy. And if node has less 

energy than file size then packet dropper in router drops the some packets from file and sends 

remaining file to the destination. And it can also do some operations like view distances, view energy, 

view files, view attackers, verify, refresh the set of nodes during data communication. 

 

3. AUDITOR MODULE 

In this module, the auditor discovers the traffic pattern, means it stores the details of dropped 

packets. It contains details of in which node packets are dropped, how many no of packets dropped, 

from which file dropped & status of packets. 

 

4. DESTINATION MODULE 

In this module, there are n no of destinations (A, B, C….). These end users only receive the file 

from service provider via router. While getting the file from service provider there may be chances of 

packets dropping, if packets are dropped then end user will gets dropped packets from point to point 

manager. The end users receive the file by without changing the File Contents. Users may receive 

particular data files within the network only.  

 

5. ATTACKER MODULE 

Attacker is one who makes changes the energy of particular nodes in router. And all attackers’ 

details stored in router with their all details such as attacker Ip address, attacked node, modified energy 

and attacked time. 
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VI. CONCLUSION 
In this paper we for the first time have implemented a new concept like Unique Homomorphic 

Linear Authenticator (UHLA) method based on public auditing architecture that allows the detector 

to verify the packet loss information very accurately and then identify the nodes that created the 

attack accurately inside the network. In order to calculate the correlation between lost packets 

within the network, it is critical to acquire truthful packet-loss information at individual nodes. So 

we used a function like bitmap which can calculate the exact and accurate status of lost packets and 

successful transferred packets at the end of data transmission. By conducting various experiments 

on our proposed scheme, the proposed UHLA is more accurate in detecting the packet drop and also 

efficient in providing counter measure for that packet loss. 
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