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ABSTRACT  

 

A location-based service (LBS) is a software-level service that uses the exact location details to 

find out the exact features and control them. As we know that LBS is mainly used for  extracting 

the information of location either in entertainment or security, which is accessible with mobile 

devices through the mobile network and which uses information on the geographical position of 

the mobile devices. In current days LBS is becoming more and more popular based on users' 

current location and the location history. In this paper, for the first time we proposed the Novel 

Spatial-Temporal provenance Assurance with Mutual Proofs (NSTAMP) scheme. NSTAMP is 

mainly designed for the ad-hoc mobile users in a distributed environment for generating the 

location proofs. In this proposed thesis, we mainly try to find out the exact location of users who 

visited certain location points. The proposed NSTAMP mainly concentrate on the principles like 

integrity and non-transferability of the location proofs and always try to protect the users' 

privacy. Here we mainly used a semi-trusted Certification Authority System to generate various 

cryptographic keys and form as a safe guard against collusion by a light-weight entropy-based 

trust evaluation approach. By conducting various experiments on our proposed approach, our 

simulation results clearly tells that our proposed approach is best in providing security against 

location proofs and proposed NSTAMP is low-cost in terms of computational and storage 

resources.  

 

Key Words:   Malicious Users, Mutual Proofs, Spatial Temporal Provenance, Location Proofs, 

Semi-Trusted Certification Authority. 
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I. INTRODUCTION 
 

Now a day‟s location-based services solely rely on users' devices to determine their 

location, e.g., using GPS. However, it allows malicious users to fake their STP information. 

Therefore, we need to involve third parties in the creation of STP proofs in order to achieve the 

integrity of the STP proofs. This, however, opens a number of security and privacy issues. First, 

involving multiple parties in the generation of STP proofs may jeopardize users' location 

privacy. Location information is highly sensitive personal data. Knowing where a person was at 

a particular time, one can infer his/her personal activities, political views, health status, and 

launch unsolicited advertising, physical attacks or harassment [7]. Therefore, mechanisms to 

preserve users' privacy and anonymity are mandatory in an STP proof system. Second, 

authenticity of STP proofs should be one of the main design goals in order to achieve integrity 

and non-transferability of STP proofs. Moreover, it is possible that multiple parties collude and 

create fake STP proofs. Therefore, careful thought must be given to the countermeasures against 

collusion attacks. 

 

The above applications require users to be able to obtain proofs from the locations they 

visit. Users may then choose to present one or more of their proofs to a third-party verifier to 

claim their presence at a location at a particular time. In this paper, we define the past locations 

of a mobile user at a sequence of time points as the spatial-temporal provenance (STP) of the 

user, and a digital proof of user's presence at a location at a particular time as an STP proof. 

Many works [1]–[3] in literation have referred to such a proof as location proof . In this paper, 

we consider the two terms interchangeable. We prefer “STP proof” because it indicates that such 

a proof is intended for past location visits with both spatial and temporal information. Other 

terminologies have been also used for similar concepts, such as location claim [4], provenance 

proof [5],and location alibi [6]. 

 
 

FIGURE 1.REPRESENTS THE FLOW OF LOCATION PROOF IN TWO STAGE 

FRAMEWORK 
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From the above figure 1, we can clearly find out that a secure location-based service 

requires a mobile user certifies his position before gaining access to a particular resource. 

Currently, most of existing solutions assume a trusted third party that can vouch for the position 

claimed by a user. However, as computation and communication capacities become ubiquitous 

with the large-scale adoption of smart phones by individuals, we propose to leverage on these 

resources to solve this issue in a collaborative and private manner. We have demonstrated that 

our protocol provides security properties such as the unforgeability and the non-transferability of 

the proofs, as well as resistance to classical attacks on such systems like mafia and terrorist 

frauds. From the above figure we can clearly find out there are two phases in the architecture: 

one is gathering phase and other is verification phase. In the gathering phase, the witness A,B,C 

and so on will share their witness to the prover and now the will check the location proofs which 

are submitted by the  corresponding witness and now the proofs are verified by the verifier at the 

verification phase. In this way we can able to securely verify the location proofs which are 

submitted by the various witness. 

 

In this paper, we propose an STP proof scheme named Novel Spatial-Temporal 

provenance Assurance with Mutual Proofs (NSTAMP). NSTAMP aims at ensuring the integrity 

and non-transferability of the STP proofs, with the capability of protecting users' privacy. Most 

of the existing STP proof schemes rely on wireless infrastructure (e.g., WiFi APs) to create 

proofs for mobile users. However, it may not be feasible for all types of applications, e.g., STP 

proofs for the green commuting and battlefield examples certainly cannot be obtained from 

wireless APs. To target a wider range of applications, NSTAMP is based on a distributed 

architecture[7],[8]. Co-located mobile devices mutually generate and endorse STP proofs for 

each other, while at the same time it does not eliminate the possibility of utilizing wireless 

infrastructures as more trusted proof generation sources. In addition, in contrast to most of the 

existing schemes which require multiple trusted or semi-trusted third parties, NSTAMP requires 

only a single semi-trusted third party which can be embedded in a Certificate Authority (CA). 

We design our system with an objective of protecting users' anonymity and location privacy. No 

parties other than verifiers could see both a user's identity and STP information (verifiers need 

both identity and STP information in order to perform verification and provide services).  

 

      The contributions of this paper can be summarized as: 

 

A. A distributed STP proof generation and verification protocol (NSTAMP) is introduced 

to achieve integrity and non transferability of STP proofs. No additional trusted third 

parties are required except for a semi-trusted CA. 

 

B. NSTAMP is designed to maximize users' anonymity and location privacy. Users are 

given the control over the location granularity of their STP proofs. 

 

C. NSTAMP is collusion-resistant. The Bussard-Bagga distance bounding protocol [9] is 

integrated into NSTAMP to prevent a user from collecting proofs on behalf of another 

user. An entropy-based trust model is proposed to detect users mutually generating 

fake proofs for each other. 
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D. NSTAMP uses a entropy-based trust model to guard users from prover-witness 

collusion. This model also encourages witnesses against selfish behavior. 

 

E. Modifications to NSTAMP to facilitate the utilization of stationary wireless 

infrastructure APs or trusted mobile users are presented. 

 

II. RELATED WORK 

 

In this section we will mainly discuss about the related work that was carried out in order 

to prove the performance of our proposed NSTAMP protocol where in this section we mainly 

discuss about the google maps as well as about the GPS. 
 

GOOGLE  MAPS 
 

Google Maps could be a desktop internet mapping service developed by Google. It offers 

satellite imaging, street maps, 360° wide  views of streets (Street View), period traffic conditions 

(Google Traffic), and route coming up with for travelling by foot, car, bicycle (in beta), or public 

transportation. Google Maps began as a C++ desktop program designed by Lars and Jens 

Eilstrup Kund Johan Victor Rasmussen at wherever two Technologies. In October 2004, the 

corporate was no heritable by Google, that reborn it into an online application. Once further 

acquisitions of a geospatial knowledge visualisation company and a real-time traffic analyser, 

Google Maps was launched in Feb 2005. The service's side utilizes JavaScript, XML, and Ajax. 

Google Maps offers associate degree API that permits maps to be embedded on third-party 

websites,[10] and offers a locater for urban businesses and different organizations in varied 

countries round the world.  

 

 
 

FIGURE 2. REPRESENTS THE LOCATION OF VIIT COLLEGE, DUVVADA BY 

USING GOOGLE MAPS 
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From the above figure 2, we can clearly find out that location of Vignan Institute of 

Information Technology, Duvvada can be viewed in the google maps by using Map View. In 

order to find the location proof visited by any user, the google maps plays a vital role in finding 

the exact location details[11]. Google geographer permits users to collaboratively expand and 

update the service's mapping worldwide. Google Maps' satellite read could be a "top-down" 

view; most of the high-resolution imaging of cities is aerial photography taken from craft flying 

at 800 feet (240 m) to one,500 feet (460 m), whereas most different imaging is from 

satellites.[12] abundant of the obtainable satellite imaging isn't any over 3 years recent and is 

updated on an everyday basis.[13] Google Maps uses an in depth variant of the map projection, 

and thus cannot accurately show areas round the poles. The current redesigned version of the 

desktop application was created obtainable in 2013, aboard the "classic" (pre-2013) version. 

Google Maps for mobile was discharged in Sept 2008 and options GPS turn-by-turn navigation. 

In August 2013, it had been determined to be the world's most well-liked app for smartphones, 

with over fifty four of worldwide smart phone house owners mistreatment it a minimum of 

once.[4] 
 

 

GLOBAL POSITIONING SYSTEM 

The Global Positioning System (GPS) may be a space-based satellite navigation system 

that's wont to show the situation and time data altogether climate, anyplace on or close to the 

world .The GPS system is principally employed in essential capabilities to military, civil and 

business users round the world. It is maintained by the United States of America government and 

is freely accessible to anyone with a GPS receiver. The GPS project was developed in 1973 to 

beat the constraints of previous navigation systems, desegregation ideas from many 

predecessors, as well as variety of classified engineering style studies from the Nineteen Sixties. 

GPS was created and realized by the U.S. Department of Defense (DoD) and was originally run 

with twenty four satellites. It became absolutely operational in 1994.Interacting with automobile 

navigation system isn't the primary task for drivers, as a result of concentrating to the system 

could cause accidents which was clearly shown in figure 3.  

 

 
 

FIGURE 3. REPRESENTS THE VEHICLE NAVIGATION SYSTEM BY USING 

SATELLITE AND CELLULAR NETWORKS 
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Several researches study the safe times that drivers enable to target displays of 

automobile navigation systems. As Per [15], this point should be but 2 seconds throughout 

driving. Then displaying maps in clear and legible kind is incredibly necessary issue in 

automobile navigation system. Maps employed in current automobile navigation systems square 

measure typically sculpturesque once paper maps and have similar visual complexness [14]. 

Thus, displaying such advanced maps on displays with restricted sizes cause to untidy and 

undecipherable maps. Hence, typically the special strategies for abstracting the extent of map‟s 

details square measure required so as to extend readability of visual steering data 

 

III. PROPOSED NOVEL SPATIAL-TEMPORAL PROVENANCE 

ASSURANCE WITH MUTUAL PROOFS (NSTAMP) SCHEME 

 

In this section we will find out the proposed NSTAMP Scheme that was used in current 

thesis in order to achieve the exact location proofs of employees in a company in a secure 

manner without losing the valuable information of users at the time of verifying the location 

proofs. 

  

PRELIMINARY KNOWLEDGE 

 

Before introducing the details of our protocol, we first present and discuss the important 

issues and design challenges involved, in order to give an intuition of our objectives of 

constructing the protocol. 

 

A. SECURITY 

 

The security of STP proofs are two fold: integrity and non-transferability . The integrity 

property requires that no prover can create fake STP proofs by himself/herself or by 

collaborating with one or more other untrusted parties in the system. The non-transferability 

property requires that no prover can claim the ownership of another prover's legitimate STP 

proofs. 

 

B. PRIVACY 

 

Anonymity: Location privacy is an extremely important factor that needs to be taken into 

consideration when designing any location based systems. Revealing both identity and location 

information to an untrusted party poses threats to a mobile users. First, a prover should be able to 

hide his/her identity from a witness. In addition, it is not only the prover's anonymity that we 

should pay attention to, a witness's anonymity should also be preserved. Since a witness who 

agrees to create an STP be revealed to the prover, either. 

 

Pseudonyms: Pseudonyms are often used to provide anonymity. Nevertheless, if the 

same pseudonym is used by a mobile user, it is possible for an adversary to link multiple 

locations of the same pseudonym. By profiling and analyzing the user's location trace, the 

adversary could reveal the identity of the user or at least significantly reduce the anonymity set. 
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True anonymity requires unlink ability [16]. Anonymity can be effectively enhanced if a 

user is assigned with multiple pseudonyms, and pseudonyms are carefully chosen when 

communicating with another party. The APPLAUS scheme adopts such an approach. However, 

this incurs high operational overhead because of the management of identities and their 

corresponding pseudonyms. It also requires a deliberate pseudonym scheduling algorithm which 

statistically eliminates the possibility of linking multiple pseudonyms or user profiling based on 

a single pseudonym. In addition, the pseudonym manager (e.g., CA) has to be completely 

trusted. Otherwise, it could be the single point of failure. If an adversary breaks into the 

pseudonym manager and obtains a copy of the pseudonym mapping, the whole system would 

break down. Therefore, we do not design STAMP based on pseudonyms. Instead, we use 

cryptographic encryption and commitment techniques to hide users' identities in the STP proof 

generation process. 

 

Location Granularity: An STP proof system needs to be flexible in terms of location 

granularity, in order to enforce location privacy and accommodate localization error. The 

location of a prover could be represented by different levels of granularity, for example, a city, a 

neighbourhood, or an exact geo-coordinate point. Though a prover needs to reveal both his/her 

identities and STP information in order to get services from a verifier, the prover does not 

necessarily trust the verifier completely. When a prover tries to claim his/her location at a 

particular time to a verifier, he/she should not be obligated to reveal his/her most accurate 

location to the verifier. Depending on the requested service, a prover should have control over 

the granularity of his/her location that is revealed to the verifier. 

 

C. THREAT MODEL 

 

In this threat model we can find the below sub items. 

 

Prover: A malicious prover seeks to create fake STP proofs without physically being 

present at a location. This includes creating fake STP proofs by himself/herself, lying to a 

witness about his/her location, tampering with the spatial-temporal information in his/her 

existing proofs, as well as stealing and using another user's STP proofs. Moreover, a malicious 

prover also attempts to obtain a witness's identity information in the entire process of STP proof 

generation. 

Witness: A malicious witness's goals include acquiring a prover's identity information 

and repudiating an STP proof that is generated by him/her. 

 

Verifier: A verifier is often a service provider or an authority that is trying to validate a 

prover's STP claim. A prover has to present both his/her identity and STP information to the 

verifier in order to get a service or simply prove his/her alibi. We assume that a verifier is trusted 

in terms of privacy leakage, that is, a verifier never leaks a prover's identity or STP information 

to any other parties. However, a prover should be able to only give a verifier his/her STP 

information that is necessary. In other words, a prover should have the control over which STP 

proofs and what location granularity of the STP proofs are revealed to a verifier. 

 

CA: We assume CA is trusted but curious, in the sense that it is only trusted in term of 

correctly performing its functions, i.e., user registration, key and credential management, and 
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trust assessment for STP proofs. Also, CA does not intentionally leak any information it stores to 

other individual users. However, CA may intend to use any information it learned to profile 

user's spatial-temporal history and thus a potential privacy abuse may happen at CA. 

 

Collusion: We specifically tackle two different collusion scenarios in this work: (1) A 

witness can collude with a prover by creating an STP proof for him/her even though one or both 

of them are not at the location as claimed in the STP proof. We name this collusion scenario as 

W-P collusion. To the best of our knowledge, there is no good solution to detect this type of 

collusion yet. (2) A prover who requires a colluding prover who is at a specific location to 

masquerade as him/her and generate a fake STP proof. Though we assume does not give his/her 

private key to , it is possible for and to have a hidden communication tunnel during the STP 

proof generation process, so that could relay messages to , signs on them and returns them to in 

real time. This kind of collusion attack is a type of Wormhole attack [17], which has been more 

commonly referred to as the Terrorist Fraud attack  in location verification. It is one of the most 

challenging attacks to protect against in location verification. Applied to our context, we name 

this collusion scenario as P-P collusion . 

 

 STAMP SCHEME 
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IV. IMPLEMENTATION  PHASE 

 
Implementation is the stage where the theoretical design is converted into 

programmatically manner. In this stage we will divide the application into a number of modules 

and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JEE as the chosen language in order to show the performance this 

proposed NSTAMP Scheme. The front end of the application takes JSP,HTML,CSS and as a 

Back-End Data base we took MY-SQL as the back end database. The application can be 

executed either on a single PC or it can be executed on multiple PC‟s all connected over a LAN. 

The application is divided mainly into following 4 modules. They are as follows: 

 

1. Prover Module 

2. Witness Module 

3. Verifier Module  

4. Certificate Authority Module 

1. PROVER  MODULE 

Prover should be able to hide his/her identity from a witness. In addition, it is not only the 

prover's anonymity that we should pay attention to; a witness's anonymity should also be 

preserved. Since a witness who agrees to create an STP proof is co-located with the prover, 

his/her identity should not be revealed to the prover. Prover needs to reveal both his/her identities 

and STP information in order to get services from a verifier; the prover does not necessarily trust 

the verifier completely. When a prover tries to claim his/her location at a particular time to a 

verifier, he/she should not be obligated to reveal his/her most accurate location to the verifier. 
 

 



International Journal of Advanced Scientific and Technical Research                        Issue 7 volume 4 July-Aug 2017 

Available online on http://www.rspublication.com/ijst/index.html                                                       ISSN 2249-9954 

©2017 RS Publication, rspublicationhouse@gmail.com Page 139 
 

2. WITNESS MODULE 

A witness is a device which is in proximity with the prover and is willing to create an 

STP proof for the prover upon receiving his/her request. The witness can be untrusted or trusted, 

and the trusted witness can be mobile or stationary (wireless APs). Collocated mobile users are 

untrusted.A witness who receives a decides if he/she accepts the request. If the request is 

accepted, the witness sends a back to the prover, after which, the two parties‟ start the execution 

of the distance bounding stage of the Bussard-Bagga protocol. This enables the witness to know 

that the party who is requesting an STP proof is within a certain range. However, the witness has 

no way to verify if the party has the private key which in fact corresponds to the committed 

identity. The zero-knowledge proof stage cannot be carried out by the witness because it requires 

the knowledge of the prover's public key. 

 

3. VERIFIER MODULE 

 
A verifier is the party that the prover wants to show one or more STP proofs to and claim 

his/her presence at a location at a particular time. When a prover encounters a verifier (the 

frequency of such encounters is specific to the application scenarios) and he/she intends to make 

a claim about his/her past STP to the verifier, the STP claim and verification phase takes place 

between the prover and the verifier. A part of the verification job has to be done by CA. 

Therefore, communication between the verifier and CA. 
 

4. CERTIFICATE AUTHORITY MODULE 

 

The CA is a semi-trusted server (untrusted for privacy protection, see Section IV-C for 

details) which issues, manages cryptographic credentials for the other parties. CA is also 

responsible for proof verification and trust evaluation. Each user can act as a prover or a witness, 

depending on their roles at the moment. We assume the identity of a user is bound with his/her 

public key, which is certified by CA. Users have unique public/private key pairs, which are 

established during the user registration with CA and stored on users' personal devices. There are 

strong incentives for people not to give their privacy away completely, even to their families or 

friends, so we assume a user never gives his/her mobile device or private key to another party. 

 

V. RESULT ANALYSIS 

 
In this section we mainly describe about the result analysis at the end of our application. 

Here we can see the Main Page that clearly represents home page which has the facility to login 

into the application. Here the employee needs to register first in order to enter into his own 

account by substituting valid username and password. If the employee enters a valid userid and 

password then only he can able to enter into his account and try to do all the operations that are 

available for his login. If the same user enters invalid id and password during login, he can‟t able 

to enter into the employee account. The below window is designed in JSP technology with CSS 

as style sheet and for login into the system, we created a login table in the My-SQL database. 
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From the below window we can clearly find out that the employee can able to  find the 

routes  from his position to the exact location where he/she want to reach and also he can share 

the location details to the admin in a secure manner. Also he can find out the number of shortest 

paths that are available from that location to the specified destination location. 
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From the above window the admin can able to login into his account by substituting a valid 

user id and password. Here the admin should enter a valid id and password in order to enter into 

his account and verify all the user location details. 

 

 
From the above window the admin can view the location details or location proofs that 

was submitted by the employees as a proof and he can view the date and time of location proof. 
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VI. CONCLUSION 
 

In this paper, we finally designed and evaluated the performance of the NSTAMP 

Protocol for verifying and identifying the location proofs in a secure manner. In this paper we 

have presented NSTAMP, which aims at providing security and privacy assurance to mobile 

users' proofs for their past location visits. NSTAMP relies on mobile devices in vicinity to 

mutually generate location proofs or uses wireless APs to generate location proofs. In this 

proposed thesis, we mainly try to find out the exact location of users who visited certain location 

points. The proposed NSTAMP mainly concentrate on the principles like integrity and non-

transferability of the location proofs and always try to protect the users' privacy. Here we mainly 

used a semi-trusted Certification Authority System to generate various cryptographic keys and 

form as a safe guard against collusion by a light-weight entropy-based trust evaluation approach. 

By conducting various experiments on our proposed approach, our simulation results clearly tells 

that our proposed approach is best in providing security against location proofs and proposed 

NSTAMP is low-cost in terms of computational and storage resources.  
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