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ABSTRACT  

 

Now a day’s wireless sensor networks (WSNs) are becoming increasingly complex with 

the growing network scale and the dynamic nature of wireless communications. There was a lot 

of approaches designed in order to measure the per-packet routing paths for a accurate and 

efficient result over a complex network. In this paper, for the first time we have implemented a 

new concept like iPath,also known as a novel Inference Path protocol in order to re-configure the 

routing topology automatically at the time of node or network failure. The main idea of 

designing this IPath protocol is to exploit high path similarity to iteratively infer long paths from 

short ones. Initially the IPath start with a known set of paths and try to perform the path 

inference iteratively until it reaches the destination node. In this proposed thesis we implemented 

a novel lightweight hash function for finding or verifying the unique information about the 

inferred paths. As an extension for the proposed thesis we try to include a graph analysis to show 

the exact working nature of the IPath protocol and also we included an external energy or 

bandwidth attacks to be created on the network during data transfer. By conducting various 

experiments on our proposed protocol, our simulation results clearly tell that this proposed 

protocol is very efficient in re-constructing the topology automatically without any intermediate 

network admin support at the time of path inference.  
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I. INTRODUCTION 
 

Routing in communication networks involves the indirection from a persistent name (or 

ID) to a locator. The primary goal of a routing protocol is to gather information, which gives 

directions on performing these indirections and how to reach a node with a specific ID. In a 

dynamic network where the network topology and the neighborhoods of nodes continuously 

change, the information the nodes use to make routing decisions should also change and remain 

up-to-date for resilient routing. 

 

One approach in routing is to use the geographical location information where forwarding 

is achieved by leveraging Cartesian properties like distance and direction as in Greedy Perimeter 

Stateless Routing (GPSR) protocol [1]. In dynamic networks, such a mechanism may be favored 

over link state protocols because the entropy of the link state is usually higher than the node 

location entropy. Still, ID-to-location indirection is a problem and nodes require an efficient 

location service which tracks down location changes in the network through receiving location 

updates from all the nodes. Updating location information in remote location servers causes 

overhead and deteriorates the capacity of the network [2]. 

 

 

 
 

FIGURE. 1. REPRESENTS THE SAMPLE ILLUSTRATION OF ROUTING IN A 
WIRELESS SENSOR NETWORKS 
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From the above figure 1, we can clearly find out that a data packet is forwarded from 
node S to D using random directional walks. The packet is successively biased in intermediate 
nodes A, B, C, and E in directions toward DA , DB, DC, and DE, respectively, which the nodes 
believe to lead to destination. The strength of the bias at each intermediate node is θA, θB ,θC , θE 
, respectively. Weak state biasing the packet at an intermediate node yields stronger in format ion 
than the previously biasing state, i.e.,θA<θB<θC<θE. 

 
The intermediate node biases the packet in the direction toward this location, and the new 

confidence value is carried by the packet. This directional walk continues until the packet 
reaches another node that contains a weak state providing information about the destination ID 
with a higher confidence value or greater accuracy of localization (i.e., stronger state) than what 
is carried in the packet. The packet’s directional walk is now biased using this information. This 
process of the walks being biased with increasing confidence continues until the packet reaches 
the destination. 

   

In this paper, we designed and analyzed iPath, a novel inference path  or path inference 

approach to re-configure routing paths at the sink side. Based on a real-world complex urban 

sensing network with all node generating local packets, we find a key observation: It is highly 

probable that a packet from node i and one of the packets from i's parent will follow the same 

path starting from i's parent toward the sink. We refer to this observation as high path similarity. 

Figure. 2 shows a simple example where S is the sink node. α1 Denotes a packet from A, and b1, 

b2,b3 denotes packets from B (A's parent). High path similarity states that it is highly probable 

that α1 will follow the same path (i.e. path (α1)-A), which means the sub path by removing node 

A from path (α1)) as one of B's packet, say, i.e. path (α1) =(A, path (b1).  

 

 

 
 

FIGURE. 2. REPRESENTS THE EXAMPLE TO ILLUSTRATE THE BASIC                 

IDEA OF IPATH 

 

The basic idea of iPath is to exploit high path similarity to iteratively infer long paths 

from short ones. iPath starts with a known set of paths (e.g., the one-hop paths are already 

known) and performs path inference iteratively. During each its iterations, it tries to infer paths 

one hop longer until no paths can be inferred. In order to ensure correct inference, iPath needs to 

verify whether a short path can be used for inferring a long path. For this purpose, iPath includes 

a novel design of a lightweight hash function. Each data packet attaches a hash value that is 

updated hop by hop. This recorded hash value is compared against the calculated hash value of 

an inferred path. If these two values match, the path is correctly inferred with a very high 

probability. In order to further improve the inference capability as well assist execution 

efficiency, iPath includes a fast bootstrapping algorithm to reconstruct a known set of paths. 
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II. RELATED WORK 

 

In this section we will mainly discuss about the related work that was carried out in order 

to prove the performance of our proposed IPath Protocol for re-constructing the network 

topology automatically at the time of node or network failure. 

 

MAIN MOTIVATION 

 
In wired IP networks, fine-grained network measurement includes many aspects such as 

routing path reconstruction, packet delay estimation, and packet loss tomography. In these 

works, probes are used for measurement purpose [3]–[6]. Trace route is a typical network 

diagnostic tool for displaying the path multiple probes. DTrack [6] is a probe-based path tracking 

system that predicts and tracks Internet path changes. According to the prediction of path 

changes, DTrack is able to track path changes effectively. Fine Comb [5] is a recent probe-based 

network delay and loss topography approach that focuses on resolving packet reordering. In fact, 

a recent work [7] summarizes the design space of probing algorithms for network performance 

measurement. Using probes, however, is usually not desirable in WSNs. The main reason is that 

the wireless dynamic is hard to be captured by a small number of probes, and frequent probing 

will introduce high energy consumption.  

 

A recent work [8] investigates the problem of identifying per-hop metrics from end-to-

end path measurements, under the assumption that link metrics are additive and constant. 

Without using any active probe, it constructs a linear system by the end-to-end measurements 

from a number of internal monitors. Path information is assumed to exist as prior knowledge to 

build the linear system. Therefore, this work is orthogonal to iPath, and combining them may 

lead to new measurement techniques in WSNs.There are several recent path reconstruction 

approaches for WSNs [9]. PAD is a diagnostic tool that includes a packet marking scheme to 

obtain the network topology. PAD [10] assumes a relatively static network and uses each packet 

to carry one hop of a path. When the network becomes dynamic, the frequently changing routing 

path cannot be accurately reconstructed.MNT [8] first obtains a set of reliable packets from the 

received packets at sink, then uses the reliable packet set to  reconstruct each received packet's 

path. When the network is not very dynamic and the packet delivery ratio is high, MNT is able to 

achieve high reconstruction ratio with high reconstruction accuracy[11]. 

 

However, as described in Section V-C, MNT is vulnerable to packet loss and wireless 

dynamics. PathZip [7] hashes the routing path into an 8-B hash value in each packet. Then, the 

sink performs an exhaustive search over the neighboring nodes for a match. The problem of 

PathZip is that the search space grows rapidly when the network scales up. Pathfinder [10] 

assumes that all nodes generate local packets and have a common inter packet interval (i.e., IPI). 

Pathfinder uses the temporal correlation between multiple packet paths and efficiently 

compresses the path information into each packet. Then, at the PC side, it can infer packet paths 

from the compressed information.Compared to PathZip, iPath exploits high path similarity 

between multiple packets for fast inference, resulting in much better scalability. Compared to 

MNT, iPath has much less stringent requirements on successful path inference: In each hop, 

iPath only requires at least one local packet following the same path, while MNT requires a set 

of consecutive packets with the same parent (called reliable packets). Compared to Pathfinder, 



International Journal of Advanced Scientific and Technical Research                        Issue 7 volume 4 July-Aug 2017 

Available online on http://www.rspublication.com/ijst/index.html                                                       ISSN 2249-9954 

©2017 RS Publication, rspublicationhouse@gmail.com Page 149 
 

iPath does not assume common IPI. iPath achieves higher reconstruction ratio/accuracy in 

various network conditions by exploiting path similarity among paths with different lengths. 

 

III. PROPOSED NOVEL IPATH (PATH INFERRENCE)     

CONSTRUCTION MODEL 

 

In this section we will find out the proposed novel IPath (path inference) protocol that 

was used in current thesis in order to automatically to re-configure the network topology if there 

was any node failure or link failure that occurred within the network during data transfer. 

  

PRELIMINARY KNOWLEDGE 

 

The design of iPath includes three parts: iterative boosting, PSP-Hashing, and fast 

bootstrapping. The iterative boosting algorithm is the main part of iPath. It uses the short paths to 

reconstruct long paths iteratively based on the path similarity. PSP-Hashing provides a path 

similarity preserving hash function that makes the iterative boosting algorithm be able to verify 

whether two paths are similar with high accuracy[14]. When the global generation time and the 

parent change counter are included in each packet, a fast bootstrapping method is further used to 

speed up the iterative boosting algorithm as well as to reconstruct more paths. 
 
ITERATIVE BOOSTING TECHNIQUE 
 

IPath reconstructs unknown long paths from known short paths iteratively. By comparing 

the recorded hash value and the calculated hash value, the sink can verify whether a long path 

and a short path share the same path after the short path's original node. When the sink finds a 

match, the long path can be reconstructed by combining its original node and the short path. 
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FAST BOOTSTRAPPING  ALGORITHM 

The iterative boosting algorithm needs an initial set of reconstructed paths. In addition to 

the one/two-hop paths, the fast bootstrapping algorithm further provides more initial 

reconstructed paths for the iterative boosting algorithm[12]. These initial reconstructed paths 

[13] reduce the number of iterations needed and speed up the iterative boosting algorithm. 

 

 

 
 

 

IV. IMPLEMENTATION  PHASE 

 
Implementation is the stage where the theoretical design is converted into 

programmatically manner. In this stage we will divide the application into a number of modules 

and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JSE as the chosen language in order to show the performance this 

proposed novel IPath protocol. The front end of the application takes Java Swings, AWT and 

Socket Programming and as a Back-End Data base we took MS-Access data base. The 

application can be executed either on a single PC or it can be executed on multiple PC’s all 

connected over a LAN. The application is divided mainly into following 3 modules. They are as 

follows: 
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1. Source Module 

2. IPath Re-Constructor Router  Module 

3. Receiver Module 

 
1. SOURCE  MODULE 

In this module, service provider or source will browses the file, it will then enter the file 

name and try to upload the data into the server.This information or data will be initially uploaded 

to the IPath reconstructor router through which that router will verify the data through a best path 

and then send to the valid destination. Service provider encrypts the data and send to the router. 

 

2. IPATH RE-CONSTRUCTOR ROUTER MODULE 

In this module, router receives the file packets from the source, if packets size is greater 

than node BW then congestion occurs and then path inference will take place in order to find an 

alternative path. It takes another node and reaches the destination and load balancing takes place. 

When congestion occurs node band width can be increased. Here in this ipath re-construction the 

data will be send through a alternate path if the bandwidth is very low compared with the 

expected bandwidth. 

 

3. RECEIVER MODULE 

 
In this module, the receiver has a facility to request the file from the server. So when he 

wants to download and access the file from the server, he needs to substitute a valid filename, Ip 

Address and also the file keys. Then only the receiver can receive the file. If the substituted 

values are found to be in correct then the user will be identified as an attacker and the attempt of 

download will be automatically blocked by the server. 

 

V. RESULT ANALYSIS 

 
In this section we mainly describe about the result analysis at the end of our application. 

Here we can see the final window that clearly represents SOURCE Window which has the 

facility to upload the file into the server. So for uploading a file into the server the source 

window should select the browse button and then it need to choose a valid text file because as we 

need to calculate the number of bytes that are available in the file and we need to generate a 

secret key for the input file and then finally need to upload the file into the server. Here when we 

try to upload a file into the server or database, it first tries to ask us to enter the Ip address of the 

server. 
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From the above window we can clearly find out that the above window is a Ipath Re-

Construction router in which node N8 got attacked due to some low energy in that nde.So the 

Ipath re-constructor router chosen a alternate path from that failure node and send the data to the 
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valid destination node which is selected by the source node. In this way if any of other nodes in 

the router  gets attacked ,then immediately the ipath re-constructor router try to generate a 

alternate  path for such a nodes and then try to send the data to the valid destination without any 

data loss. 

  

VI. CONCLUSION 
 

In this paper, we finally designed and evaluated the performance of the iPath, a novel 

path inference approach to reconstructing the routing path for each received packet. IPath 

exploits the path similarity and uses the iterative boosting algorithm to reconstruct the routing 

path effectively.  Furthermore, the fast bootstrapping algorithm provides an initial set of paths for 

the iterative algorithm. We formally analyze the reconstruction performance of iPath as well as 

two related approaches. The analysis results show that iPath achieves higher reconstruction ratio 

when the network setting varies. We also implement iPath and evaluate its performance by a 

trace-driven study and extensive simulations. Compared to states of the art, iPath achieves much 

higher reconstruction ratio under different network settings. 
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