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ABSTRACT  

 

Now a days security plays a vital role in almost all domains including 

schools,hospitals,companies,industries and so on.As security plays a vital role in each and every 

domain,still their exist several attacks in the real world environment like denial-of-service  and 

distributed DoS are among the real dangers to digital security.As the data will be stored and 

retrieved from the server, administrator can‟t able to provide complete security for the user data 

by using normal cryptography methods.So hence for the first time we proposed a  software 

puzzle based security for data which is stored and retrieved from the server.Normally  an intruder 

who want to create an denial-of-service  and distributed DoS over the local area network in order 

to gather all valuable information from the server and distribute the clients information in a 

illegal way.By introducing this new puzzle based security over the dedicated packets to be send 

between the sender and receiver,we can able to give high level of security for the data from the 

attackers and this method acts like a counter measure for the attackers in all ways compared with 

various primitive methods that are available in the literature.By conducting various experiments 

on our proposed puzzle based security over distributed environment,our simulation results 

clearly tells that our proposed approach is best in providing security for the sensitive data from 

denial of service attackers. 

 

 Key Words:   Denial of Service Attacks,Software Puzzle,Primitive Attacks,Cryptography, Code 

Obfuscation.  
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I. INTRODUCTION 
 

Currently almost all parts of the world are concentrating more and more on their security 

levels. As there was a tremendous increase of electronic devices almost each and every user try 

to store, retrieve, access the data to and fro via electronic devices. As the security plays a very 

important role even though there was a lot of hackers or intruders who try to hack or attack the 

sensitive data of others during data transmission. In recent days security plays a very vital role in 

each and every organization like banking, hotels, shopping malls, Hospitals, Schools and so on. 

As security plays a very prominent role a lot of users try to access the contents illegally and they 

want to misuse the content during transmission [1]. 
 

Generally attacks are classified into two types based on their functionality 
 
1. Physical Attack 
 
2. Non-Physical Attack 
 

The attack which is been attempted by an intruder and in turn misuse the content or 

damage the content physically from its original content is known as physical attack. In this 

physical attack the data will not be transferred from valid source to valid destination, even some 

times with an attacked content [2]. On the other side if an attack occurs just in order to make 

delay during data transfer, without changing the original content is known as non-physical 

attacks. In this category the data will not be changed or damaged but just the data will be sending 

or received to and from the source and destination with some delay. Generally identifying the 

non-physical attack is very difficult for the network admin as the hacker can create delay either 

from source node or destination node or at router level. Hence it is very crucial task for the 

network admin to identify the non physical attacker [3]. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
FIGURE 1. REPRESENTS THE TYPICAL ARCHITECTURE OF A DENIAL OF 

SERVICE ATTACK ON A TARGET SERVER 
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From the above figure 1, we can clearly identify that the dos attack which is created on a 

distributed network is termed as a distributed denial of service attack and in turn they will try to 

deny the access of valid user from the target server. These DDOS attackers always try to deny 

the access of authorized users from the target server. As we all know that more delay always 

leads to loss, so if a DOS attacker who wish to create some disturbance in transmission of data to 

and from the target server, then it will be leads to data loss. 

 

Distributed Denial of Service is one form of attack where a lot of zombie computers 

(infected computers that are under the control of the attacker) are used to either directly or 

indirectly to flood the targeted server(s), victim, with a huge amount of information and choke it 

in order to prevent legitimate users from accessing them (mostly web servers that host websites). 

In most cases, the owners of the zombie computers may not know that they are being utilized by 

attackers. In some cases, there is only a periodic flooding of web servers with huge traffic in 

order to degrade the service, instead of taking it down completely which is clearly seen from 

above figure. 

 

Generally hacker(s) sit at a remote terminal connected to a Botnet Control Centre, which 

in turn commands individual user machines, collectively called Botnet. These machines are 

compromised prior to the attack with special software that allows the hacker to exploit them. 

Subscribing to our service, you are protected from DDoS attacks, due to the fact that Bad/Attack 

traffic is directed to our protected network. It consists of a number of Points of Presence (PoP) 

that we have around the world to ensure better connectivity with your visitors, allowing us to 

receive and balance malicious traffic globally. See diagram below for schematics of one of our 

PoP's. When bad traffic reaches one of our PoP's it is being filtered and cleaned, then sent out to 

you as clean traffic. Thus, your site's accessibility is ensured throughout the duration of any type 

of DDoS Attack [4]. 

 

As we all know that DoS and DDoS are effective if attackers spend much less resources 

than the victim server or are much more powerful than normal users. In the example above, the 

attacker spends negligible effort in producing a request, but the server has to spend much more 

computational effort in HTTPS handshake(e.g., for RSA decryption). In this case, conventional 

cryptographic tools do not enhance the availability of the services; in fact, they may degrade 

service quality due to expensive cryptographic operations.The seriousness of the DoS/DDoS 

problem and their increased frequency has led to the advent of numerous defense mechanisms 

[5]. In this paper, we are particularly interested in the countermeasures to DoS/DDoS attacks on 

server computation power. Let γ denote the ratio of resource consumption by a client and a 

server. Obviously, a countermeasure to DoS and DDoS is to increase the ratio γ , i.e., increase 

the computational cost of the client or decrease that of the server.Client puzzle [6] is a well-

known approach to increase the cost of clients as it forces the clients to carry out heavy 

operations before being granted services. Generally, a client puzzle scheme consists of three 

steps: puzzle generation,2 puzzle solving by the client and puzzle verification by the server. 

 

The existing client puzzle schemes assume that the malicious client solves the puzzle 

using legacy CPU resource only. However, this assumption is not always true. Presently, the 

many-core GPU (Graphic Processing Unit) component is almost a standard configuration in 

modern desktop computers (e.g., ATI FirePro V3750 in Dell T3500), laptop computers (e.g., 
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nVidia Quadro FX 880M in Lenovo Thinkpad W510), and even smartphones (e.g., PowerVR 

SGX540 in Samsung I9008 GalaxyTM S). Therefore, an attacker can easily utilize the “free” 

GPUs or integrated CPU-GPU to inflate his computational capacity [5]. This renders the existing 

client puzzle schemes ineffective due to the significantly decreased computational cost ratio γ . 

For example, an attacker may amortize one puzzle-solving task to hundreds of GPU cores if the 

client puzzle function is parallelizable (e.g., the hashreversal puzzle), or the attacker may 

simultaneously send to the server many requests and ask every GPU core to solve one received 

puzzle challenge independently if the puzzle function is non-parallelizable (e.g. modular square 

root puzzle [7] and Time-lock puzzle [8]). This parallelism strategy can dramatically reduce the 

total puzzle-solving time, and hence increase the attack efficiency. Green et al. [6] examined 

various GPU-inflated DoS attacks, and showed that attackers can use GPUs to inflate their 

ability to solve typical reversal based puzzles by a factor of more than 600. Moreover, in order to 

defeat GPU-inflated DoS attack to client puzzles, they proposed to track the individual client 

behavior through client‟s IP address [9]. Nonetheless, if IP tracking is effective to thwart the 

GPU inflation, IP filtering can be used to defense against DoS attacks directly without utilizing 

client puzzles. In other words, their defense against GPU-inflated DoS attacks may not be 

attractive in practice. 

 

II. RELATED WORK 

 

In this section we will mainly discuss about the related work that was carried out in order 

to prove the performance of our proposed software puzzle based system to provide security for 

the data against the denial of service attacks in a distributed environment.In this section  we 
mainly discuss about the exact location where the denial of service (DOS) attack occurred in the 

network. 

 

DOS ATTACK DETECTION ON A NETWORK 
 

Generally the DOS attack can be occurred either at network end or either at host end. So 
the system should identify the attack accurately from any level [10], [11]. Generally when 
coming to the network based attacks detection, it is again classified into 2 main sub categories 
like: 
 

i. Misuse Based Detection System 
 

ii. Anomaly Based Detection System 
 

Generally the misuse-based detection systems will identify the network attacks by 
monitoring all the network activities and it looks for any matches that found with existing attacks 
that occur in the same system. In spite of having high detection rates to known attacks and low 

false positive rates, misuse-based detection systems are easily known and hacked by any new 
attacks and even variants of the existing attacks. Along with this it is also a complicated task to 

maintain the signatures database updated in the network. 

 

On the other hand the anomaly based detection systems are proposed in which the 

network is monitored continuously and if it found any node significantly deviate from the 
legitimate traffic as a suspicious objects, anomaly based detection system try to identify the 
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attacks. By doing this the user can able to detect zero-day intrusions that exploits previous 

unknown system vulnerabilities [12], [13]. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

FIGURE 2. REPRESENTS THE ARCHITECTURE OF A NETWORK BASED 

DETECTION 

SYSTEMS 
 

From the above figure 2, we can clearly get an idea about the architecture of network 

based detection systems. Generally the network based detection systems is classified into two 
categories like misuse based and anomaly based and which in turn sub-divided into various other 

types based on the type of functionality. 

 

III. PROPOSED SOFTWARE PUZZLE PACKING ALGORITHM 

 

In this section we will find out the proposed software puzzle packing algorithm  that was 

used in current thesis in order to achieve the  high level of security for the dedicated packets 

from denial of service attackers in a distributed environment. 

  

PRELIMINARY KNOWLEDGE 

 

Once a software puzzle C1x is created at the server side and compiled into the Java class 

file C1x.class, it will be delivered to the client who requests for services over an insecure channel 

such as Internet, and run at the client‟s side. Applet is a suitable delivery means because it can be 

run in browsers on many platforms such as Windows, Unix, Mac and Linux, despite not 

applicable to some mobile browsers without jail  breaking the operating system such as 

iOS.Usually, an Applet is embedded into an HTML page which is embedded with an archive 

including the software puzzle class C1x.class and a Java class init.class for activating the puzzle  
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software C1x.class 

 

<APPLET CODE=„„ini t.class‟‟ 

 

ARCHIVE = „„ini t.class, C1x.class‟‟ 

 

WIDTH=„„200‟‟ HEIGHT=„„40‟‟> 

 

</APPLET> 

 

However, not all Applets can be run at the client‟s browser with the default access policy 

such that the design for software puzzle varies with the browser‟s configurations at the client 

side. In the following, we describe two options for packing software puzzle based on the 

configuration at the client side. 
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CLASS RELOADING IN JAVA SANDBOX 

 

The instructions in C1x.class can not be directly executed at client‟s JVM because the 

software puzzle instructions have to be decryped and then replaced with the decrypted one on the 

fly. However, a Java class can not call the new instructions generated by itself. Nonetheless, it is 

legal in JVM to replace an entire class by reloading a new/recovered version. To this end, the 

server will generate another class file ini t.class as in Figure. 3 and Figure 4 for managing the 

puzzle class C1x.class. At the client side, ini t.class is used to decrypt C1x.class into a temporary 

class_C 0x.class and reload the class_C 0x.classfor one solution trial. 

 

JNI IN DEDICATED SANDBOX 

  

Java Native Interface (JNI) provides Java programs easy access to native shared libraries 

with native language suchas C/C++. In comparison with the reloadable method in Subsection IV-

A, the software puzzle implemented with native codes can achieve better obfuscation 

performance. However, JNI programming requires a dedicated execution client platform. 

 

IV. IMPLEMENTATION  PHASE 

 
Implementation is the stage where the theoretical design is converted into 

programmatically manner. In this stage we will divide the application into a number of modules 

and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JSE as the chosen language in order to show the performance this 

proposed NSTAMP Scheme. The front end of the application takes SWINGS,AWT and as a 

Back-End Data base we took MS-ACCESS as the back end database. The application can be 

executed either on a single PC or it can be executed on multiple PC‟s all connected over a LAN. 

The application is divided mainly into following 4 modules. They are as follows: 

 

1. Code Block Warehouse Construction  Module 

2. Puzzle Core Generation Module 

3. Code Protection Module  

4. Puzzle Packing Module 

1. CODE BLOCK WAREHOUSE CONSTRUCTION  MODULE 

In order to assemble the code blocks together each block has well-defined input 

parameters and output parameters such that the output from one block can be used as the input of 

the following blocks. 

2. PUZZLE CORE GENERATION MODULE 

From the code block warehouse, the server first chooses n code blocks based on hash 

functions and a secret. puzzle core C generated from AES operation blocks stored in 

warehouse.The code block ware house chooses “n” code block based on hash function and secret 
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key eg…the jth instruction block bij, where ij = H1(y, j), andy = H2(key,sn), with one-way 

functions H1(·) and H2(·), key is the server‟s secret, and sn is a nonce or timestamp. The chosen 

blocks are gathered into a puzzle core, denoted as C(·) = (bi1;bi2;···;bin). As the puzzle core C(.) 

function is not able to solve by the attacker and it can not force GPU to solve the problem in real 

time using basic GPU resource. It is possible for an hacker to generate the GPU kernel by 

mapping the CPU instructions in C0x to the GPU instructions one by one, i.e., to automatically 

translate the CPU software puzzle C0x into its functionally equivalent GPU version  

3. CODE PROTECTION MODULE 

Code Obfuscation is able to thwart the above translation threat to some extent. it is 

suitable for fortifying software puzzles which demand a protection period of several seconds 

only.Encryption contains two layers i.e the inner layer and outer layer. In the encryption outer 

layer is used to encrypt the software puzzle C0x. In the encryption inner layer uses the puzzle 

software to encrypt the challenge as data puzzle does. Therefore, after receiving C1x, the client 

has to try ˜ y. If and only if ˜ y = y, the original software  puzzle C0x can be recovered and 

further used to solve the challenges .  

4. PUZZLE PACKING MODULE 

Once a software puzzle C1x is created at the server side and compiled into the Java class 

file C1x.class, it will be delivered to the client who requests for services over an insecure channel 

such as Internet, and run at the client‟s side. 

V. RESULT ANALYSIS 

 
In this section we mainly describe about the result analysis at the end of our application. 

Here we can see the Main Page that clearly represents Puzzle generator page which has the 

facility to chose a file and try to assign a puzzle for that file and the puzzle generator will split 

the file into packets and then try to choose a valid destination and send the packets in a secure 

channel to the choosen destination node. 
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Now sender clicks on send button to send the file 
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Now the sender Choose a Valid Receiver for which the file should be send 

 

 

 

 

Ip Address of Receiver node 

 

 

Now we can find the status at the Middle ware Host that file is been send to the receiver 
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Once the file is received at the receiver node.The receiver try to substitute the values in order to 

extract the file at the receiver end 
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Now the receiver Node B Received the file successfully 

 

 

 

VI. CONCLUSION 
 

In this paper, we finally designed and evaluated the performance of the software puzzle 

system to provide security for the data from an DOS attackers in a distributed environment. In 

this proposed thesis for the first time we proposed a  software puzzle based security for data 

which is stored and retrieved from the server.Normally  an intruder who want to create an denial-

of-service  and distributed DoS over the local area network in order to gather all valuable 

information from the server and distribute the clients information in a illegal way.By introducing 

this new puzzle based security over the dedicated packets to be send between the sender and 

receiver,we can able to give high level of security for the data from the attackers and this method 

acts like a counter measure for the attackers in all ways compared with various primitive 

methods that are available in the literature.By conducting various experiments on our proposed 

puzzle based security over distributed environment,our simulation results clearly tells that our 

proposed approach is best in providing security for the sensitive data from denial of service 

attackers. 
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