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Abstract. An variant of RSA called RPrime RSA [4] proposed by Ceaser. Its de-
cryption speed is 27 times faster than the standard RSA and 8 times faster than the
QC RSA [10]. However due to the large encryption exponent, the encryption process
becomes slower than the standard RSA. In this paper, we eradicate this problem by
improving the design of RPrime RSA. Our PKC is semantically secure also.

1. Introduction

Since the mid-1970’s, when public-key cryptography was first developed, the RSA Cryp-
tosystem [11] has become the most popular cryptosystem in the world. Based on the
believed difficulty of computing eth roots modulo N , where N is the product of two large
unknown primes, it is widely believed to be secure for large enough N . Since RSA can also
be broken by factoring N , the security of RSA is often based on the integer factorization
problem, which is and continues to be a well-studied problem. Currently, it is suggested
that the bit length of N should be at least 1024 for RSA to be considered secure. Using the
best known factoring algorithms, the expected workload of factoring a 1024-bit modulus is
280 which is currently believed to be infeasible. One of the reasons that RSA is so popular
is its simplicity. Both encryption and decryption require only one modular exponentiation.
To improve the efficiency of standard RSA scheme, many variants have been proposed.
Boneh and Shacham [3] proposed a variant of RSA and gave a nice survey of all four
variants (Batch RSA, MPrime RSA, MPower RSA, Rebalanced RSA). The result given
by Boneh and Shacham [3] was further extended by Ceaser [4] and who proposed a fast
variant of RSA scheme. He called it RPrime RSA. It is in fact, a combination of MPrime
RSA [6] and Rebalanced RSA [3]. The theoretical speed up of RPrime RSA is about 4.8
times faster than the QC-RSA [10] for the moduli of 1024 bits and it is 27 times faster
than standard RSA for 2048 bit moduli. Although, RPrime-RSA speed up the efficiency
of decryption process, but due to the large encryption exponent e, the encryption speed
becomes very slow. In this paper we extend the result given by Ceasar [4] to improve the
efficiency of encryption process. In addition, our proposed cryptosystem is semantically
secure where as RPrime is not semantically secure.

Next, Semantic Security is the notion of security which means that a cryptosystem
should not reveal any useful information about the plaintext. That is, in a semantically
secure encryption system, a cryptosystem is indistinguishable from a random string. The
indistinguishability of encryptions, was first introduced by Goldwasser and Micali [7].
Under this notion of security, a semantically secure encryption system is said to be broken
if the cryptanalyst can find two messages m0 and m1, such that it can distinguish between
their cryptosystem.
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The rest of this paper is organized as follows. In next section , we first describe the
RPrime RSA method which is the combination of (MPrime and Rebalanced RSA). In
section 3, we introduce our proposed scheme and in section 4, we discuss the efficiency
and security with comparison to the RPrime RSA.

2. RPrime-RSA:

In the above para we have mentioned that Ceaser [4] introduced an efficient variant of
RSA by combining MPrime- RSA [6] and Rebalanced RSA [3]. He called this RPrime-
RSA. In this scheme, Rebalanced RSA(modified for k primes) was used for key generation
together with the decryption algorithm of MPrime RSA. Some other possibilities of com-
binations are also analyzed by him and concluded that RPrime is the better than all other
combinations. The Key generation, Encryption and Decryption process of RPrime RSA
is as follows:

2.1. Key generation: The key algorithm receives as parameter, the integer k, indicating
the number of primes to be used. The key pairs(public and private) are generated according
to the following steps:

(1) Chooses an integer s ≤ dlog n/ke .
(2) Generates k distinct random primes of dlog n/ke bits p1, p2, p3, ..., pk with gcd

(p1 − 1, p2 − 1, ..., pk − 1) = 2 and calculate n = p1, p2, p3, ..., pk.
(3) Generate k random numbers of s bits dp1 , dp2 , ....dpk

, such that gcd (dpi , pi−1) = 1
∀i = 1, 2, 3, ...k and dp1 ≡ dp2 ≡ ..... ≡ dpk

mod 2.
(4) Finds d such that d ≡ dp1 mod (p1 − 1), dp2 mod (p2 − 1), ...dpk

mod (pk − 1).
(5) Calculate e such that e ≡ d−1 mod (n).

The public keys for the receiver R are (e, n) and the private keys are (p1, p2, p3, ...pk, dp1

, dp2 , ..., dpk
).

2.2. Encryption: The encryption process for the RPrime RSA is same as that for the
standard RSA. To encrypt any plaintext M sender S computes C = M e mod n, sends the
ciphertext C to the receiver R.

2.3. Decryption: To decrypt the ciphertext C, the receiver R first calculate Mi =
Cdi mod pi for each i = 1, 2, 3, ..., k. Thus, R computes the plaintext M(= Cd (mod n))
with the help of above congruence equations via CRT. The use of CRT takes negligible
time with comparison to k exponent because of the choice of primes.

3. Proposed Cryptosystem

Now we propose a cryptosystem to improving the encryption speed of RPrime RSA [4].
The key generation, encryption,and decryption algorithms are as follows:

3.1. Key Generation: To generate key the receiver R takes an integer s ≤ dlog n/ke
and executes the following steps:

(1) Generates k distinct random primes of dlog n/ke bits p1, p2, p3, ..., pk with gcd
(p1 − 1, p2 − 1, ..., pk − 1) = 2 and calculate n = p1, p2, p3, ..., pk.

(2) Generate k random numbers of s bits dp1 , dp2 , ....dpk
, such that gcd (dpi , pi−1) = 1

∀ i = 1, 2, 3, ...k and dp1 ≡ dp2 ≡ ..... ≡ dpk
mod 2.

(3) Finds d such that d ≡ dp1mod(p1 − 1), dp2mod(p2 − 1), ...dpk
mod (pk − 1).

(4) Calculate e such that e ≡ d−1 mod (n).
Public key=< n, e > ; Private key=< p1, p2, p3, ...pk, dp1 , dp2 , ..., dpk

>.
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3.2. Encryption: To encrypt any message M ∈ Zn where Zn = {0, 1, .....n − 1}, sender
S chooses a random integer l ∈ Z∗

n where Z∗
n is the multiplicative group under modulo n

i.e set if all invertible elements under multiplication modulo n and computes
C1 = le (mod n)
C2 = M l−1 (mod n)
sends the ciphertext (C1, C2) to the receiver R.

3.3. Decryption: To Decrypt the given message R use the secret key p1, p2, ...pk, dp1 , dp2 , ...dpk

as below: R first computes lp1 = C
dp1
1 modp1, ..., lpk

= C
dpk
1 : modpk and then he computes

l from the above congruence equations via Chinese Remainder Theorem. Finally computes
M = C2 l mod n.

3.4. Example:
(1) S chooses distinct random prime integers p1=11, p2=17, p3=19, p4=23 with gcd(10,

16, 18, 22)=2. Thus, n = 11.17.19.23 = 81719.

(2) Select dp1 = 3 ; dp2 = 5 ; dp3 = 7 ; dp4 = 13 such that gcd(dpi , pi − 1)=1 ∀
i = (1, 2, 3, 4) and 3 mod 2 ≡ 5 mod 2 ≡ 7 mod 2 ≡ 13 mod 2.

(3) Find the value of d by computing d ≡ 1mod5; 2mod8; 3mod9; 6mod11 by using
CRT we get d = 6613.

(4) Finally, compute e = d−1 mod n = 27517
Public key=< 81719, 27517 > ; Private=< 11, 17, 19, 23, 3, 5, 7, 13 >.

Suppose sender S wants to encrypt the message M = 11, then first the sender S choose
the random integer l(5 ∈ Z∗

n) and compute C1 = le modn = 5052 and C2 = M l−1 modn =
16346. Hence the ciphertext (5052, 16346) is obtained.

To decrypt the given message the receiver R uses the secret key and first compute
lp1 = C

dp1
1 modp1, ..., lpk

= C
dpk
1 mod pk, i.e ; lp1 = 50523 mod 11 = 5 mod 11, lp2 =

50525 mod 17 = 5 mod 11, lp3 = 50527 mod 19 = 5 mod 11, lp4 = 505213 mod 11 = 5 mod 23
and then R get l = 5 via CRT. Finally, Receiver R recover the plaintext by computing
M = C2 l mod n = 11

4. Security and Efficiency Analysis:

4.1. Fast Computation: In the RPrime-RSA scheme [3], the encryption exponent e is
taken very large, hence the efficiency of encryption process of the RPrime-RSA cryptosys-
tem becomes very slow. In our proposed scheme, since the pairs like ( lemod n, l−1mod n)
can be computed well in advance, therefore the encryption process requires only one mul-
tiplication modulo n, where as in the RPrime-RSA one exponentiation to the power e
modulo n is required. In this way, we can say that our the encryption process is very fast
with comparison to RPrime- RSA. Next, RPrime RSA is not semantically secure whereas
our proposed cryptosystem is semantically secure.

4.2. Semantic Secure: The proposed cryptosystem is semantically secure against cho-
sen plaintext attack is as follows. In order to determine any information about the plain-
text M from the ciphertext (C1, C2), the attacker needs to have some information about
l−1(mod n), where l is randomly chosen element in Z∗

n. The only way to ascertain any
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information about the value of l−1(mod n) is to first compute l. It is not possible without
knowing the secret key d. Since to determine the value of l−1modn, it is necessary to have
complete information about l , as l is randomly chosen. Thus our scheme is semantically
secure.

4.3. Another efficiency factor: Our scheme do not require any constraint on the size of
the public key e. The security of our proposed scheme as well as that of Rebalanced RSA,
depends on the security offered by the exponent d and on the size of the used primes(as
MPrime RSA). We know that such private exponent d is large enough to become inef-
fective for the attacks of the small private exponents [2]. The attack on the small public
exponents is not the problem, due to the size of the public exponent e which is generated
by the generation algorithm. M.Jason Hinek [5] made an analysis of the partial key ex-
posure attack on the MPrime RSA and verified that for three and four primes the attack
becomes ineffective. Thus it would be same for our scheme also because primes are larger
than four. This improves efficiency of our scheme
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