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ABSTRACT  
In this paper an introduction to biometrics and the different types of biometric 

systems is presented. The advantage of each system over the other is weighed and 

finally Iris texture analysis and Face recognition is implemented to provide reliable 

and effective security in a particular environment. In this paper the practical problem 

of face recognition with variant pose, illumination and expression by 2D-to-3D 

integrated face reconstruction approach is addressed. Then the identification of 

fiducial points for the matching of the probe image with the gallery images is dealt. 

Finally, the Iris liveness detection that aims to ensure that the input image is from a 

live subject is being discussed. Now, the above concepts are applied to a real time 

banking system to prevent any access by impostors. 

 

Keywords 2D-to-3D integrated face reconstruction approach, identification of 

fiducial points, Iris liveness detection.  
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1. INTRODUCTION 

1.1 What is biometrics? 

Biometrics is the automatic recognition of a person using distinctive physical 

characteristic or personal trait that can be used to identify an individual or verify the 

claimed identity of an individual. 

1.2 Types of biometrics  

The biometrics is classified in two ways based on the unique way in which they 

identify the individual. They are: 

1. Physiological characteristics: face, fingerprint, iris, retina, palm print, hand 

geometry and vein patterns. 

2. Behavioural characteristics: signature, voice, gait and key stroke. 

1.3 Advantages of different biometric modalities 

1.3.1 Finger Print  

 

 Subjects have multiple fingers 

 Easy to use 
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 Fingerprints are unique to each finger of each individual and the ridge 

arrangement remains permanent during ones lifetime. 

 

1.3.2 Iris  

 No contact required  

 Protected internal organ, less prone to injury 

 Believed to be highly stable over lifetime 

1.3.3 Face  

 No contact required 

 Commonly available sensors (cameras) 

 Easy for humans to verify results 

 To prevent a fake face many systems now require the user to smile, blink or 

otherwise move in a way that is human before verifying. 

 Even plastic surgery cannot hinder the technique. 

Others 

Many other biometric modalities exist and in various stages of research or 

commercialization. 

1.4 Which one is the most robust? 

There is not one biometric modality that is best for all implementations. 

One of the challenges in biometric refers to the extent to which the characteristic or 

trait is subject to change over time. These changes could be due to age, illness, injury, 

chemical exposure or occupational use. 

A highly robust biometric doesn‟t change significantly over time. For example: Iris, 

which changes very little over a person‟s life time, is very robust when compared to 

any other biometric. 

A combination of these modalities can be used to enhance the security of any real 

time environment. 

 

2. FACE RECOGNITION 

Face recognition has recently received extensive attention as one of the most 

significant applications of image understanding. Facial recognition records the spatial 

geometry of distinguishing features of the face. Different vendors use different  

methods of facial recognition, however all focus on the key features of the face. This 

technique records face images through a digital video camera and analyses facial 

characteristics like the distance between eyes, nose, mouth and jaw edges. 

 2.1 2D-to-3D integrated face reconstruction  

The results indicate that face recognition accuracy on frontal face with indoor lighting 

has reached about 90% which is basically acceptable for general face recognition 

tasks. On the other hand statistical results show that face recognition among different 

pose, illumination and expression (PIE) is still far from satisfactory. The reason for 

the low face recognition is that 2D face images are greatly influenced by PIE. In order 

to deal with aforementioned problem we discuss an efficient and fully automatic 2D-

to-3D integrated face reconstruction method [1]. The only required input to the 

system is a frontal face image of a subject with normal illumination and neutral 
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expression. First frontal face detection and alignment are utilised to locate a frontal 

face and facial feature points within an image, such as the contour points of the face, 

left and right eyes, mouth and nose. After the 2D face alignment the key feature 

points are used to compute the 3D shape coefficients of the Eigen vectors. Then the 

3D face shape is reconstructed according to the feature points and a 3D face database. 

After that the face model is texture mapped by projecting the input 2D image onto the 

3D face shape. Based on these 3D face model virtual samples with variant PIE are 

synthesized to represent the 2D face image space. 

 

 
Fig 1: Overview of 2Dto-3D reconstruction method 

 

 

 

2.2 3D face geometry reconstruction 

To reconstruct a 3D face model, we use the USF Human ID 3-D database which 

includes 100 laser-scanned heads. Each face model in the database has approximately 

70,000 vertices. In this paper, the number of the vertices is reduced to about 8,900 for 

better performance. Then the vertices on the lip line are duplicated and the triangles 

around the lip line are reconstructed so that the mouth of the face model can be 

opened for lip motion and expression. 

2.3 Face recognition based on local feature analysis  

Eigenface is one of the most famous face recognition approach; it is a fast, 

Simple and effective method, but not scale and light condition invariant. Neural 

Network is another widely studied technique; however, it is suitable for small 

database only, and, considering it requires many images per person to train the 

network, its practical use is often unable. Another approach represents a face as a 

graph, whose nodes, positioned in correspondence to the facial fiducial points [2], are 

labelled with a multi- resolution description of the surrounding Gray Level image. 

This  

approach is much better than the others in terms of rotation, light and scale  

invariance, but a manual definition of appropriate grid structures and a semi-manual 

process of bunch graph acquisition is required. An approach based on the 

multiresolution technique is presented but with a new and completely automatic 

approach to localize the facial fiducial points, besides, the Gabor wavelet analysis is 
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compared to a technique based on steerable Gaussian first derivative basis filters. 

Such representations have shown similar results, above all when images of faces in 

approximately the same pose are compared. 

We build three galleries, each one containing an image per person: the frontal, right 

and left rotated face galleries. Given a new image, the system localizes the face and 

the facial features, extracts the facial fiducial points, determines the head pose and 

thus the gallery to be used for the comparison computes the face local 

characterization, and compares the face with the gallery images. We observe that 

while the fiducial point extractor uses colour information, the face analysis is done on 

the Gray levels only. Encouraging preliminary results obtained on a small database 

consisting in 300 images of 50 subjects are presented. 

 

2.3.1 Face and facial features localization 

On colour images of face foregrounds, we localize the face with a very precise skin 

map. Briefly, we characterize the skin colours, represented in the YPbPr colour space, 

with a bi dimensional Gaussian mixture model, then we identify the pixels in the 

image which have a high probability of being skin and iteratively grow the 

corresponding regions, making the expansion stop at the face borders. The algorithm 

outputs on three images are presented. Some skin map localization results. To localize 

the eyes we combine two  

different types of information: the eye chromatic characterization and the binary 

image obtained clustering into two clusters the Gray level image corresponding to the 

skin map. 

When the two eyes are found we estimate the eventual head tilt determining the tilt of 

the line passing through the center of the two eye regions. This allows to `straight' the 

head and deal in the next steps with a vertical head. In the straightened head the 

eyebrow regions are localized upon the eye regions, while the search of mouth and 

nose is circumscribed to the square under the eyes: at first we extract the shape 

information, which allows to localize the features roughly, and then we use the colour 

information to tailor the feature sub-images more precisely. This module is concluded 

with the chin description, determining the best parabola which approximates it and its 

vertex. The chin shape information is extracted applying a non-linear edge detector. 

Knowing the positions and the dimensions of the facial features, we can restrict 

significantly the parabola search area, and in particular the position of its vertex, 

obtaining a good chin approximation  

 

2.3.2 Identification of fiducial points 

In this section we describe the steps followed for the determination of the fiducial 

points. The eyes and mouth are described by two parametric models derived from the 

deformable templates proposed in with significant variations. 

Eyes In the eye sub-image the iris is first identified with the Hough transform for 

circumferences and the  

reflex, often present in it, is eliminated. Without these preliminary steps the 

deformable template finds very often wrong contours. 
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3. IRIS 

Iris recognition is the process of recognising a person by analysing the random pattern 

of the iris. The automated method of iris recognition is relatively young existing in 

patent only since 1994. 

 

3.1 Approach 

Before recognition of the iris takes place the iris is located using landmark features. 

These landmark features and the distinct shape of the iris allow for imaging, feature 

isolation and extraction. Localisation of the iris is an important step in iris recognition 

because, if done improperly, resultant noise (E.g.: eye lashes, reflections and eye lids) 

in the image may lead to poor performance. Upon imaging an iris a 2D Gabor wavelet 

filters and maps the segments into phasors (vectors). 

Iris patterns are described by an iris code using phase information collected in the 

phasors. The phase is not affected by contrast, camera game or illumination levels. 

This is one of the advantages of iris recognition. 

To perform the recognition, two iris codes are compared. The amount of difference 

between two iris codes is called the Hamming distance. It is used as a test of statistical 

independence between the two iris codes. Therefore, the key concept to iris 

recognition is failure of the test of statistical independence. 

 

3.2 Threats involved in Iris recognition  

 Eye image 

1. Screen image 

            2. Photograph 

3. Paper print 

4. Video signal 

 Natural eye: impostor 

                  1. Eye removed from body  

                  2. Printed contact lens 

 Artificial eye 

                     1. Glass or plastic etc. 

 Natural eye: user 

                     1. Forced use 

 Capture attacks 

                     1. Eye image 

                     2. Iris code template 

 

3.3 Iris liveness detection and methods 

Since intruders will introduce a large number of spoofed biometrics into system as 

mentioned above, liveness detection will enhance the performance of a multi-modal 

biometric system. Liveness detection reads claimant‟s physiological science of life.  

The different methods for iris liveness detection are: 

a. Retinal light reflection „red eye‟ effect. Light entering the eye is reflected back to 

the light source by the retina, functional human eye appears red because of the blood 

vessels behind the retina. Camera can capture this effect if it is close enough to the 

light source. 
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b. Purkinje reflections from cornea in lens [3] Natural eye: four optical surfaces 

reflect light. Position of the light source and position of the reflections can be 

calculated. 

c. 2D Fourier detection of printing artefacts 2D Fourier spectrum of natural iris and 

that of a fake iris printed on a contact lens can be used to detect the impostor.

 

 
 
Fig 2: The application of Iris texture analysis and face recognition in a banking 

system 

 

4. APPLICATION 

This paper focuses on the application of the above discussed concepts to a real time 

system. The application of biometric which provides security to a real time banking 

system is thereby presented. With the technological development the ease with which 

a person commits theft has increased subsequently.Multi authentication system which 

includes face recognition and iris texture analysis which provides access only to the 

authenticated bank employees is introduced. The samples of their iris and face images 

are taken and stored in the database. Thereby providing access only to the 

authenticated users and hence improving the security of the system. The system is 

made fool proof as it can easily identify the people in disguise. The image of the user 

is captured and using the 2D-to-3D integrated face reconstruction method different 

samples are made and matched with the templates stored in the database. As this is a 

multi authentication system the liveness of the iris is also checked. Once it is proved 

to be live subject and match is confirmed, the person is then given access to the vault. 

There is automatic dialling machine attached to this system and once the person is not 

authenticated then this dials up to the nearby police station automatically and a 

recorded message is left, thus the thief could be caught. This system provides more 

security to the banks. 
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5. CONCLUSION 

Biometrics based personal identification methods have gained more interests with an 

increasing emphasis on security. In this paper, an efficient method for personal 

identification from Iris and Facial  

Image sequences. Also the practical problem of low face recognition due to the effect 

of PIE on 2D images has also been addressed. Finally the Iris liveness test is 

discussed. Thus implementing the different layers makes a real time system such as 

the bank application a really secured one.  

 

6. FURTHER ANALYSIS 

The application of stegnography and cryptographic techniques as the other layers of 

security makes a complex real time system more secure and fool proof. 
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