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ABSTRACT: 

In order to protect network devices from unauthorized access, an IDS [10] helps to find out the 

attack by analyzing the attack and normal behavior. As the length of analyzing record is very 

large, an IDS sometimes fails to identify attacks and normal. This paper provides a fuzzy based 

divide and conquer feature ranking and selection algorithm to reduce the feature set from a large 

dataset and then reduced feature sets are used to classify on KDD dataset with the help of 

Tanagra data mining tool. Actually, the proposed algorithm selected the important feature set 

from the KDD 99 dataset having 3, 11, 240 records and each record having 41 features. The 

selected features are classified in Tanagra and provide better classification rate.      

KEYWORDS:Intrusion Detection System, KDD 99 dataset, Classification, Tanagra data mining 

tool. 

I. INTRODUCTION: 

Information sharing through the internet is risky, due to attack or theft of information. Behind all 

of these reason, security have the keys to protect the attacks or thefts. Nowadays attackers having 

the various methods to attack so that information can be gathered. An intrusion detection system 

fails sometimes to identify the attack type due to the variation and dynamic behavior of attacker. 

As a result, an intrusion detection system fails to provide better security. Besides, the dataset 

used by intrusion detection system is very large and takes time to identify attack or normal 

behavior analyzing the whole dataset without guarantee. Every dataset having some features 

related to that dataset helps an intrusion detection system to analyze dataset. Here KDD cup 99 

dataset is used to apply the proposed fuzzy based clustering algorithm. KDD dataset having 42 

features and the proposed algorithm will select the important feature from the 42 features. The 

important features are selected using the fuzzy based feature selecting algorithm by not 

considering the similar features of normal and attacks. Generally, in clustering algorithm similar 

data are grouped together. Here, the proposed algorithm grouped the features whose dataset are 

non-similar. So, it can be said that it is the reverse or opposite technique of clustering.  Actually, 

clustering algorithm is used to optimize objective criteria, but here it is shown that using the 

reverse clustering technique it is possible to select the reduced feature sets from large feature sets 

. In KDD dataset have 37 attack types which are separately grouped or selected their important 

features with respect to normal. Then selected features are classified in Tanagra [7] using various 

classification algorithm. 

The rest of the paper is organized as, section II, describing some related work, section III, 

describing about dataset and tool used, section IV, giving the proposed fuzzy based clustering 

algorithm, section V, providing experimental result, section VI, concludes the paper. 
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II. RELATED WORK: 

In 2009 [1], Anirut Suebsing and Nualsawat Hiransakolwong developed an algorithm by 

applying Euclidean Distance to select better feature subsets with using smaller storage space and 

getting higher Intrusion detection performance. Shilpa lakhina, Sini Joseph and Bhupendra 

verma proposed an algorithm [2] which will reduce feature set of kdd dataset and increased the 

classification accuracy. In this paper [3], Shailendra Singh and Sanjay Silakari proposed a 

Generalized Discriminant Analysis algorithm for feature reduction in Cyber Attack Detection 

System to overcome the problem of Linear Discriminant Analysis on non-linear dataset by 

reducing the input feature set and increasing the classification accuracy. In 2004 [4], Srilatha 

Chebrolu, Ajith Abraham and Johnson P. Thomas investigated the performance of two feature 

selection algorithms involving Bayesian networks (BN) and Classification and Regression Trees 

(CART) and an ensemble of BN and CART which provided a reduce feature set with better 

classification accuracy.  A hybrid feature selection for modeling intrusion detection systems 

implemented by Srilatha Chebrolu,  Ajith Abraham and Johnson P. Thomas [5] and identify the 

important feature. 

 

III. DATASET AND TOOL: 

 

Here KDD 99 dataset is used for implementation of the proposed algorithm. Tanagra data mining 

tool is used for classification of the selected feature using classification algorithm. 

A. KDD CUP 99: 

KDD 99 dataset have 3, 11, 029 records and each records having 41-features. KDD dataset were 

recorded from taking the data which were passing through the network in the DARPA 98 

Lincoln Lab in 1999 and then data were dumped in TCP dump format with help of a packet 

sniffer which kept all the data. Actually, for each feature the dataset having values which may be 

same or different depending on the dynamic behavior attacks. The KDD datasets are generally 

used for research work, but now-a-days it is used frequently for the improvement of performance 

of intrusion detection system by developing some new technique by many researchers and 

scientists. All the attacks are generalized as four type of attack of KDD dataset, which are given 

here: 

Denial of Service (dos):  Attackers deprived an organization or a single user from their expected 

services of resource.  

Remote to Local (r2l):  Attackers instead of having no account tries to access system by sending 

only packets.  

 

User to Root (u2r):  Attackers instead of having no access to super user can access the super user 

using local machine access privileges. 

Probe: Attackers finds the target host and collect secure information. 

 Each feature in KDD may have continuous or discreet values and provide a great experimental 

benchmark dataset for research purpose. So, the researchers have a broad area for performing 

their experiments in order to develop some technique for improvements of intrusion detection 

system.  
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B. TANAGRA DATA MINING TOOL: 

Tanagra [7] is a free data mining tool for academic and research purposes. It proposes and uses 

several data mining methods from exploratory data analysis, statistical learning, machine 

learning and databases area. It is an open source as every researcher can access to the source 

code, and can add their algorithms. The main purpose of building Tanagra tool is that, dataset 

can be possible to handle easily with GUI based facility. The other purpose of Tanagra is that a 

user or researcher can add their algorithms and compare that algorithm with respect to other 

algorithm which is in Tanagra, and then can evaluate the performance of algorithm easily. 

Tanagra supported file formats are .txt,.xls, .arff and .tdm. The input file formats of Tanagra are 

.txt, .xls and .arff which are used to download dataset in Tanagra. As a output file .tdm (tdm 

stands for text data mining) is used to save the work performed in Tanagra. The produces results 

in Tanagra do not need expert to understand. Tanagra is easy to use by using GUI with the uses 

of drag, drop and click mouse event. 

IV. PROPOSED FUZZY BASED DIVIDE AND CONQUER ALGORITHM: 

The proposed algorithm is used to find the repetition values in every attack feature sets with 

respect to normal feature sets. In data sets, there are many hidden relationship among data which 

can be found using some techniques which is suitable for that particular dataset. Here the 

proposed algorithm ranked the feature sets which do not have the more repetition values. So, for 

performing the algorithm there is needed to separate each attack and normal from KDD dataset. 

The number of file after separation will be 38, i.e. 37 attack files and one normal file with their 

41 features and different values. This algorithm is generic one, which can handle any dataset to 

find the better ranking feature sets among a large feature set. The algorithm is giving a way for 

finding the reduced, important and relevant feature set from a large dataset which reduce the 

overhead of intrusion detection system. The proposed algorithm is named as divide and conquer 

algorithm, because it is dividing the whole records in to pieces then for every pieces it is 

calculating repeated number and the number of repetition. After that the important features are 

selecting taking the deviation of the set of repetition values for every piece. 

Algorithm: 

1. Input the file containing normal records and another file containing attack records. 

2. Keep attack and normal in vectors A and N respectively, where A stands for attack records 

and N stands for normal records. Both the A and N vector have the 41 feature, i.e. A have 

(A1,A2,A3,…,A41 ) and N have (N1,N2,N3,…,N41 ). Let, Repeat_Attack[] and 

Repeat_Normal[] are the array which will store the repetition value for 41 features separately 

for attack and normal records respectively. Let, No_of_Repeat_Attack[] and 

No_of_Repeat_Normal[] are array which will contain count of repetition value for 41 

features of attack and normal respectively. 

3. Calculate repeated number for 41 feature separately for attack and normal, and store them in 

Repeat_Attack[] and Repeat_Normal[] array respectively. Similarly, calculate count of 

repetition value for 41 features separately for attack and normal records and keep them in 

No_of_Repeat_Attack[] and No_of_Repeat_Normal[] respectively. 
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4. Find the greater and lesser length records between two file i.e. normal and attack record. 

Separate the greater length records by equal length of lesser length records. Let, the greater 

length records are G and lesser length records are L respectively. Let, count_no[] will contain 

the count for every matching criteria and deviation[] will contain the set of count values for 

every features. 

5.  Compare lesser length records with the each separated record, i.e. L (L1,L2,…,L41) vs. 

G1(Gd
/
1, Gd

/
2,…, Gd

/
41) , L (L1,L2,…,L41) vs. G2(Gd

//
1, Gd

//
2,…, Gd

//
41), …., L (L1,L2,…,L41) 

vs. Gn(Gd
//

1, Gd
//

2,…, Gd
//

41), considering the following two conditions: 

a. For j1 to length of (G / L) do 

b. For i1 to 41 do 

i. If ( (Repeat_Attack[i] ≠ Repeat_Normal[i])  and  (70% of 

No_of_Repeat_Attack[i]) ≠( 70% of No_of_Repeat_Normal[i]) ) then 

ii. Count_no[k]count_no[k] +1 

iii. End if 

c. End for 

d. End for 

6. Store set of values from Count_no[] array to deviation[] array for calculating deviation of 

each set of values. Let, Solution [] be a vector which will contain selected features. 

7. Consider the feature which obeying the following considerations, and keep them in 

Solution[] vector:- 

a. Value of deviation[] =0 

b. Value of deviation[] <= 1  and  > 0 

8. Display Solution [] array which having now set of selected features. 

9. End. 

V. EXPERIMENTAL RESULT: 

The algorithm is applied on KDD 99 dataset and selected the important feature set. The 

experiment results are analysis and classified in two phases. 

 The selected features for every attack with respect to normal behavior are given in 

Table1.  

 Then the selected features are used to classify with the help of Tanagra using the 

classification algorithm. The classification rates and the results are compared with 

discriminant based analysis algorithm [8] are given in Table2. 
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a. RESULT OF FEATURE SELECTION USING DIVIDE AND CONQUER ALGORITHM: 

The proposed algorithm is selected the reduced feature set for every attack separately and are 

given in Table1. 

Table1: List of Selected feature of every attack with respect to normal using proposed algorithm. 

Attack Name Selected Feature using  Proposed Fuzzy based Divide 

and Conquer Algorithm Apache2 5,12,23,24,34 

Back 23,24 

Buffer overflow 5,6,33,34 

ftp write 3,5,6,33,34 

Guess passwd 5,33 

Http tunnel 33,34 

Imap  

Ipsweep 33 

Land 24,32,33,34,36,37 

Load module 6,33,34,36 

Mail bomb 23,24,33 

Mscan 3,4,6,24,29,31,33,34 

Multihop 3,5,6,33,34 

Named 3,5,32,33,34,36 

Neptune 23,24,29,33,34 

Nmap 32,34 

Perl 5,6,32,33,34,36,37 

Phf 4,5,6,12,33,34,36 

Pod 33,37 

Port sweep 29,36 

Process table 4,33,34 

Ps 3,5,6,33,34 

Root kit 3,5,6,12,16,33,34,36 

Saint 23 

Satan 4,23 

Send mail 3,5,6,12,33,34 

Smurf 23,24 

Snmpget 33 

Snmpguess 5,23,24,36 

Sql 33,34,36 

Tear drop 33,34,36 

Udpstorm 32,34,36 

Warez master 3,5,6, 33,34,36 

Worm 6,32,33,34 

Xlock 3,5,6,33,34 

Xsnoop 3,5,6,12,21,33,34 

Xterm 3,5,6,32,33,34,36 
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b. CLASSIFICATION RESULT OF FEATURE SETS USING TANAGRA: 

The selected feature sets which were gotten using the proposed feature ranking algorithm, are 

classified here with help of Tanagra using various classification algorithm like KNN, Naïve 

Bayen, LDA, SVM, C4.5 and ID3[9], the results are compared with discriminant based analysis 

[8] given in Table2. From the Table2, it is clearly seen that the selected feature using proposed 

algorithm is giving better classification rate than discriminant based analysis [8]. 

Table2: List of Classification rate using feature set with help of Tanagra and classification rate 

with discriminant based analysis. 

 Proposed Fuzzy based Divide and 

Conquer Algorithm 

Discriminant Based Analysis 

Algorithm 

Attack Name Classification 

rate (%) 

Misclassification 

rate (%) 

Classification 

rate (%) 

Misclassification 

rate (%) 

Apache2 99.99 0.01 99.7 0.3 

Back 99.99 0.01 99.4 0.6 

Buffer 

Overflow 

99.99 0.01 68.2 31.8 

Ftp write 99.99 0.01 33.3 66.7 

Guess 

passwd 

99.99 0.01 100 0 

Http tunnel 99.98 0.02 96.8 3.2 

Imap 99.99 0.01 100 0 

Ip Sweep 99.99 0.01 97.1 2.9 

Land 99.99 0.01 100 0 

Load Module 99.99 0.01 100 0 

Mailbomb 99.96 0.04 100 0 

Mscan 99.96 0.04 95.7 4.3 

Multihop 99.99 0.01 22.2 77.8 

Named 99.99 0.01 17.6 82.4 

Neptune 99.98 0.02 100 0 

Nmap 99.97 0.03 100 0 

Perl 99.99 0.01 100 0 

Phf 99.99 0.01 100 0 

Pod 99.99 0.01 100 0 

Portsweep 99.98 0.02 100 0 

Process 

Table 

99.99 0.01 97.2 2.8 

Ps 99.99 0.01 31.3 68.8 

Root Kit 99.99 0.01 23.1 76.9 

Saint 99.98 0.02 81.9 18.1 

Satan 99.97 0.03 99.8 0.2 
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Sendmail 99.99 0.01 35.3 64.7 

Smurf 99.99 0.01 100 0 

Snmpget 99.99 0.01 100 0 

Snmpguess 99.96 0.04 100 0 

Sql 99.99 0.01 100 0 

Teardrop 99.99 0.01 66.7 33.3 

Udpstorm 99.99 0.01 50 50 

Warez master 99.98 0.02 95.2 4.8 

Worm 99.99 0.01 100 0 

Xlock 99.99 0.01 33.3 66.7 

Xsnoop 99.99 0.01 50 50 

Xterm 99.99 0.01 76.9 23.1 

 

VI. CONCLUSION: 

In this paper, proposed divide and conquer algorithm for feature ranking and selection is applied 

on KDD 99 dataset. The selected features are important and reduced. The proposed algorithm is 

easy to understand and can be applicable for other dataset. The classification rates for every 

attack vs. normal are clearly shown that classification rate is maximized. Actually, the proposed 

algorithm found hidden relationship among the feature dataset i.e. the repetition value among 

features’ dataset. So, it is found that firstly the proposed algorithm is ranking every feature of 

attack records vs. normal records then selecting the important feature and classified with help of 

Tanagra with maximized classification rate which is better than existing feature selection and 

reduction algorithms. 
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