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ABSTRACT 

The continuous development of computer network technologies have increased the 

importance of network professional’s education and resulted in extensive researches in the 

field of computer science education. The provision of comprehensive computer networking 

laboratories is a necessary task for academic programs that teach computer networking 

courses. This paper provides an analysis of different methodologies to teaching network lab 

that could be used in educational institutions. The paper focuses in analyzing the results of 

using some of these aids in the student learning process at King Abdulaziz University. The 

results of students’ surveys, as well as the student’s results, are used to evaluate the 

usefulness of the different aids The survey results has shown that  all students appreciated the 

idea of integrating different methodologies for learning the network concepts make the course 

more valuable and interesting. 
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INTRODUCTION  

Together with the rapid technological advance in the field of computer networks and IT 

industry, the need for a large number of skilled network professionals also increased. A 

number of research projects were focused toward improvement of computer science and 

engineering education in the attempt to develop effective learning platforms, software, and 

methods. As educationalists, we must be pro-active in order to prepare our students for the 

emerging knowledge-based workforce and the new era of IT technologies. As a lab 

Instructors, we believe this requires the active use of teaching methodology in classroom. 

Students are naturally enthusiastic about learning in fascinating ways, so finding ways to 

channel that energy into learning is a great opportunity for all teachers. 

All computing curriculum have at least one or more computing network courses. The ACM 

SIGCOMM Workshop [1] on Computer Networking: Curriculum Designs and Educational 

Challenges discuss curriculum design and teaching practices in the field of computer 

networks. 

The College of Computing and Information Technology FCIT, at King Abdulaziz University 

KAU, is divided into 3 specialized disciplines: Computer Science, Information System, and 

Information Technology. Each discipline includes one or more network courses. Different 

approaches were followed in three departments at KAU to figure out the best approach to 

enhance the learning experience of computing students through standardized teaching 

modules and environment.  

Many literatures such as [2] state that although theory and knowledge delivered via lecture is 

must, it is often the practical and technical knowledge that distinguishes between a good 

graduate and an excellent and sought after graduate. 

Computer networking laboratories are a necessary component for institutions / programs that 

teach computer networking related topics. Since for most students, learning dramatically 
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improves with hands-on experience, a good networking lab is an asset for teaching networks. 

However, building such a lab is usually a challenge [3]. An adequately designed laboratory 

should allow for easy management and flexibility in the type of experiences that can be 

performed in it [4]. 

The hands-on networking lab, in addition to the computers, requires networking equipment 

such as routers, switches and networking media etc. The equipment needs to be updated 

regularly for the students to be able to apply the skills they learn in the lab directly in the 

workforce. [3]  

In the workshop on Computer Networking: Curriculum Designs and Educational Challenges 

[1], the participants had agreed on the need to have laboratories implemented with 

connectivity elements, to teach networks lab. Moreover, IEEE ACM , as well as in the 

different organizations participating in the Workshop on Computer  Networking agree with 

the idea that teaching computer networks should be divided into 60% theory and 40% 

practice. [5] 

According to [6], a networking laboratory can be build by using either of the approaches: 

physical, virtual, simulated or combination of the three depending on which one better suits 

academic goals and needs and considering the issues like cost, space, power, availability, 

remote access, course requirements etc. Figure 1 shows three major types of networking 

laboratory structures and by no means are they mutually exclusive nor is this an exhaustive 

list of laboratory types [4]. 

 

 
 

Fig 1: Laboratory Design Approaches [4] 
 

Therefore, it is important to teach theory and practice to engineering students, being more 

relevant in Information and Communications Technologies (ICT), the engineer has to deal 

directly with both network software and hardware. 

 The main point of discussion in this paper is: “Is it necessary to do lab practices beside the 

theoretical lectures” and “how the practical session of Computer networks lab can be made 

effective by using different teaching aids?” 

 

TRADITIONAL TEACHING METHODS FOR NETWORK LAB 

Before going further and detailing different approaches followed at KAU, it is best to 

describe some traditional approaches used in teaching computer network lab. 

 

1- Lab Lectures 

This is traditional instructional strategy used to deliver Network concepts, designs and 

operations. Though this is very effective method in which many tools such as described 
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below can be used to make the lecture interesting, large number of group can be addressed 

together and also students can be controlled, but the disadvantage is that students find it 

tedious as they find it similar to theory lecture, it is difficult to gauge student’s level of 

understanding in the topic, student tend to forget the information quickly, and also they lack 

the confidence of working in real environment. Many varieties may be combined teaching 

using lab lectures such as: 

 Use of White Board 

The white board is a low-tech but very effective tool in education. With a white board, 

teachers and students collaborate to design networks and teachers present terms and concepts 

to the class. Since the students can interrupt the presentation any time by asking questions, 

white boards are used to clarify the points. Furthermore for longer presentations, the key 

points are written on the board to make them visible throughout the presentation. [7]  

 Creating Presentations 

The teachers create presentation with a software program such as PowerPoint to use during 

the lesson which might include pictures, graphs and animations to make presentations more 

attractive and effective.[8][9] 

 

2- Classroom Management Software  

Classroom management software transfers the contents of the teacher’s computer screen to 

the student computers. The teacher can use additional software features for an interactive 

lesson which goes beyond simple screen sharing. [8] 

 

3- Network Laboratories 
A good network teaching laboratory is essential to support student learning in a Network 
course. A traditional networking lab, in addition to the computers, requires networking 
equipment such as routers, switches and appropriate connections. The equipment needs to be 
updated regularly for the students to be able to apply the skills they learn in the lab directly in 
the work force. Unfortunately, traditional networking labs are a fairly scarce resource. For 
institutions with limited budgets, it may be impractical to purchase all the devices necessary 
for each student. This effectively restricts the kind of assignments given to the students. [10] 
 

4- Software and Hardware Tools 
Different techniques are used to teach networks and how networks operate, which requires an 

understanding of concepts and processes that are both complex and abstruse. The tools that 

can be used to demonstrate, simulate, or visualize networks and network behaviors lend 

themselves very readily to teaching in this area. Some tools, such as network or packet 

analyzers, , WebLan-Designer, INetwork and  other simulators, are expressly for the purposes 

of teaching and learning and are generally used to create a specific environment which 

enables the student to interact as if in the real situation [11][12][13][14]. 

 

Different lab activities can be developed using network software and hardware tools to 

enhance the teaching and learning of data communications concepts.  

 

NEW TRENDS IN TEACHING COMPUTER NETWORK LAB 

Various tools (software/hardware) and innovative methods are being developed in 

enhancement of the teaching and learning various aspects of computer networking and 

computer hardware fundamentals. Among different approaches to teach network lab are 

included task based learning, network simulators, use of networking physical laboratories, 

videos, pictures and presentations, virtual lab, and commercial packages. 
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1- Project/Task Based Learning  
Research on active learning and cooperative groups have shown that students grasps more 

and have more tendency towards obtaining and realizing soft skills like leadership, 

communication and team work[2]. Students can be divided into groups of 2-3 students. 

Different tasks are assigned to each group. The students do the research work to build their 

basics for the assigned task, gather the hardware and software requirements, present their 

work, implement the task, show their results and prepare the document. Students can also be 

encouraged to help each other so as to broaden their experiences. Also they may face 

questions from other students which make them learn about audience by creating the 

document for a specific audience [8]. 

 

2- Videos, pictures and presentations  
Optimum student learning could be achieved by using videos and pictures to illustrate 

different concepts of networking. To make it more beneficial to students, simple exercises 

can be set immediately which require them to use and practice the skills demonstrated. 

Beside videos and pictures, presentations could be used to effectively display the information 

in graphs, drawings, tables and organizational charts which make the presentation more 

interesting. [15] 

 

3- Commercial packages  
Different commercial packages are available which could be followed for teaching/outline 

Network lab course and its practices. e.g. Cisco CCNA, CompTIA Network+, Comp TIA 

Security etc. Following we review the most used two packages. Cisco Academy is a 

comprehensive educational program that teaches students to design, build, troubleshoot and 

secure computer networks. The CISCO Networking Academy Program is a partnership 

between CISCO Systems, education, business, government and community organizations 

around the world to develop and deliver innovative ICT courses, improve effectiveness and 

accessibility of the program. As a Cisco Academy, an educational institute can offer its 

students the opportunity to study the Cisco Certified Network Associate (CCNA) using the 

latest Cisco equipment and supported with highly skilled and motivated staff using latest 

online CCNA curriculum and online virtual learning environment provided by Cisco through 

their academic program. [16] 

The CompTIA Authorized Partner Program for Academy Partners offers a robust educational 

program designed to assist academic institutions, nonprofit organizations, and government 

retraining agencies in enhancing the learning experience for students preparing for an IT 

career. It helps students acquire the necessary knowledge, skills, and credentials for a 

successful IT career path. This includes resources to help students choose potential paths of 

employment, and education on opportunities for long-term career growth. The program 

includes information, tools, and resources designed to help school administrators and 

instructors plan, prepare, and deliver an effective IT curriculum. [17] 

 

4- Simulators 
Network simulation software play an effective role in helping student understand networking 

concepts since computer networking concepts are difficult to be assimilated due to the 
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complex processes involved which are not immediately visible. Also they stimulate students’ 

interest in learning computer related modules. [18] 

Software simulators are cost-effective, easy to maintain and upgrade, easy to secure and 

provide flexible learning environment. Different Network simulators are available in market 

for simulating different network environments. In [18][19], the work is presented through 

their investigation that the use of Network simulator software help students learns the 

introductory  networking concepts, advanced networking concepts, network designs, network 

performance principles and gain practical experience. 

 

5- Physical Laboratories  
A good network teaching laboratory is essential to support student learning in a Networks 

course. Laboratories based on a physical infrastructure provide many advantages including, 

real interfaces, results and interactions that can mimic those found in real world 

environments. Among the challenges to setup these facilities are the allocation of physical 

space, their cost to build and maintain. 

By this method, students are given practical experience for Computer Networks by using 

proper tools and methods. The students are given lab sheets, containing step by step 

instructions to guide the students through performing the lab tasks. In this way, students learn 

to deploy, interconnect and configure devices - as the one they would find in their future 

working environment. 

In [2][3][4], discussions and proposals show that learning by doing will leave much more 

impact on students as oppose to the normal way of discharging knowledge through lectures.  

 

6- Virtual labs 
A virtual networking lab is one that uses virtualization software to create virtual images of 

the software and hardware components of a network. The use of virtualization for laboratory 

implementation involves using limited amounts of physical systems (mainly computers) and 

creating virtual instances of operating systems and networking hardware including routers in 

them. Virtual labs can be seen as a compromise between a completely physical infrastructure 

design and a simulation based design. An appealing aspect of virtual labs is that one can 

increase the size of the lab by adding limited amounts of new physical hardware and 

instantiating in them new network hosts/devices [6]. 

Table 1: Comparison between Different Methodologies. 

Methodology Initial cost 
Reoccurr-ing cost 

items 

Operational 

requireme-nts 

Space / 

Power 

Task based learning Moderate Software updates, 

Hardware updates 

Preparation and 

Design 

Moderate 

Videos, pictures and 

presentations 

Low None  Preparation and 

design 

Low 

Certification 

Packages 

Moderate/high  Software licenses Licenses Low 

Simulators Moderate   Software licenses Academic 

licenses   

Low 

Physical 

laboratories 

High Hardware updates Maintenance 

required 

High  
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There are many references [3][4][6]featuring the virtual lab as the most effective and flexible 

method to allow students to focus on more complex problems. Also it is observed that using a 

virtual laboratory solve three issues High upfront costs, Space constraints, Cost of 

maintenance and monitoring. Table 1 compares different teaching methodologies from some 

perspectives. 

 

TEACHING EXPERIENCE IN KAU 

This paper is based on the teaching experience in the Information System, Information 

Technology and Computer Science Departments at KAU. This experience motivated the need 

for some of the innovation, which is described in this paper, together with a report of results 

obtained so far, some lessons learned and future work. 

 

1- Computer Network Courses at KAU  

The Computer Network courses are taught at the graduation level in the three departments in 

one or more semesters: Information System, Information Technology and Computer Science, 

at KAU, Jeddah. The course is a mixture of formal classroom lecture on fundamentals of 

Computer Networks and use of network laboratory.  

The Computer Network course is taken in one semester in IS department as Fundamental to 

Computer Network, two semesters in IT department and three  network courses in CS 

department.  

This paper focuses on the fundamental computer network course in three departments. The 

lab session for the Computer Networks course CPIS370, CPIT370, CPCS371 includes the 

tasks, covering topics such as Network Interface Card installation, Network media and 

Constructing UTP cables, brief introduction to Network Devices, IP Addressing and 

Subnetting (FLSM and VLSM), building Wired network using switches, building wireless 

Adhoc and Infrastructure network (configuring Access Point), basic configurations on 

network devices in different LAN scenarios etc. 

 

2- Teaching Methodologies /strategies applied at KAU 

Among the laboratory design approaches, combination of physical and simulated approaches 

is used at KAU. To deliver, administer and teach the computer network lab session, a 

combination of different methodologies was used on undergraduate students for the course 

CPIS 370, CPIT 370, and CPCS 371 in the departments at FCIT in KAU. 

The general approach used to deliver the concepts in three departments was through 

presentations, pictures and hands-on experience by interacting with network tools and 

devices.  

 

 IS department approach: Beside general approach; videos (demonstrating the procedure and 

concepts) and task-based learning methodology are used to make the lab session more 

valuable, efficient and motivating. 

 IT department approach: Additional approach used for IT group students is use of Simulator 

“Packet Tracer” for advance networking concepts. 

 CS department approach: Simulator “Packet Tracer” was used a supplementary aid in the 

lab session beside the general approach. 
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The framework for the effective lab session followed at KAU is shown in figure 2. The 

framework constitutes of different methodologies used in a sequence to make the lab session 

motivating, beneficial and successful to students.  

 

 

 

 

 

 

 

 

 

 

RESULTS AND DISCUSSIONS 

Our analysis of the effectiveness of our teaching methods relies on the conducted survey 

results and students lab outcomes. The survey was conducted to check the student’s 

satisfaction and their level of understanding the concepts and their confidence of working in 

real environment.  

Our sample consists of 30 students in IS group, 10 students in CS group, and 15 students in 

IT group. Teaching methodology for each group is discussed in the subsection above. A 

survey questions are shown in the tables 2, 3, 4 conducted at the end of the semester 2nd May 

2012 to measure the effectiveness of the utilizing multiple aids on the students. The survey 

included questions to elicit their feedback on the lecture aid, laboratory exercises, the 

mapping between the lecture and the lab and the overall impact of these modules on their 

learning.  

Table 2: Survey Questions (General) 
S.No Questions Grading Level 

1 Does the class lecture give comprehensive picture of the computer 

networks concepts? 

a. Excellent 

b. Average 

c. Poor 

2 How would you evaluate the lab session contributing in understanding 

the course? 

a. Excellent 

b. Average 

c. Poor 

3 How you would evaluate hands-on practical exercises support 

theoretical knowledge?  

a.  Excellent 

b. Average 

c. Poor 

4 To what extend do you believe that practical information through Power 

Point presentations and pictures is enough for understanding computer 

network concepts? 

a. Excellent 

b. Average 

c. Poor 

5 How physical interactions with hardware tools and devices and lab 

activities enhance learning various aspects of computer networking and 

gaining confidence of working in real environments? 

a. Excellent 

b. Average 

c. Poor 

6 Do you believe to make lab session interesting by integrating different 

teaching methodologies for next semesters? 

a. Excellent 

b. Average 

c. Poor 

7 Did you like the experience of using variety of tasks in the network lab? a. Excellent 

b. Average 

c. Poor 

Presentations, Pictures

(Introduction to topic) 

Videos (more clear picture of the concept)

(followed by simple exercises)

Hands-on experience

(Labsheets provided, including step by step 
instructions) 

Projects optional

( Group based projects by the end of the semester)

Fig 2: Effective Lab Session 

Framework 
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Table 3: Survey Questions (IS Department) 
S.No Questions Grading Level 

1 Do you believe that through videos the concepts are more 

comprehensible? 

a. Totally Agree 

b. Partly agree 

c. Disagree  

2 Does project / task based learning help in obtaining soft skills like 
leadership, communication and team work and broaden your 

experience? 

a. Totally Agree 

b. Partly agree 

c. Disagree 

3 Do you believe that methodology used for lab session gives you 

confidence in working in real environment? 

a. Totally Agree 

b. Partly agree 

c. Disagree 

 

Table 4: Survey Questions (IT, CS Department) 
S.No Questions Grading Level 

1 Is network simulation program Packet Tracer effective in learning 

relevant networking concepts such as Device Interfaces and 

configurations, routing concepts etc?   

a. Totally Agree 

b. Partly agree 

c. Disagree 

2 Do you believe that use of simulator helps in designing different 

network topologies? 

a. Totally Agree 

b. Partly agree 

c.  Disagree 

3 Do you believe that methodology used for lab session gives you 
confidence in working in real environment? 

a. Totally Agree 

b. Partly agree 

c. Disagree 

 

As shown in graph 1, almost all students agree that practical session contributes a lot in 

learning network concepts and also it supports theoretical knowledge. Also 100% students 

believe that integrating different methodologies for learning the network concepts make the 

course more valuable and interesting .They appreciated idea of different approaches adapted 

in teaching network lab course. 

The results in graph 2 has depicted that though presentations and pictures play an essential 

role in a brief introduction to topic  or task to do in lab but still they have to be supported by 

other methodologies to get real advantage of network lab session. Also, they appreciate 

working with physical interaction with real network devices. 

 

 

Graph 1: Importance of Network Lab in learning Network course 
 

 

Graph 2: Common teaching methodology used in three Departments 

0

20

40

1 2 3 6 7

n
o

 o
f 

re
sp

o
n

se
s

Question #

Importance of Network Lab

Excellent

Average

Poor

0

50

4 5

n
o

 o
f 

re
sp

o
n

se
s

Question #

Presentation, pictures and hand-on practice based lab

Excellent

Average

Poor



International journal of advanced scientific and technical research                        Issue 2 volume 5, October 2012          

Available online on   http://www.rspublication.com/ijst/index.html                                              ISSN 2249-9954 

 Page 117 
 

Graph 3 illustrates students’ response for using particular teaching aid i.e. Simulator beside 

general aids in CS and IT department at KAU. Students agree that using simulator for 

working on different network devices, their interfaces and configurations on routers for 

routing protocols and devices security etc was a good experience. They could design different 

network topologies as well which is not possible with limited no of routers and switches in 

lab. But it was noticed that these students have less confidence in working on real network 

devices. 

Graph 4 shows the students’ response for using videos and project based learning as an extra 

teaching aid in lab session. Students believe that videos give comprehensible picture of the 

concepts and way of performing task.  Moreover project based learning has broaden their 

experience and they have obtained soft skills like leadership, communication and team work. 

Also student agree that methodology used in lab session has given them good confidence in 

working in real environment. 

Graph 5 has shown the average marks for students in all three Departments. 

 

 

Graph 3: Specific teaching aid in IT and CS Department 
 

 

Graph 4: Specific teaching aid in IS Department 
 

 
 

Graph 5: Students Average Marks for IS, CS, IT departments 

 

 

0

10

20

1 2 3

n
o

 o
f 

re
sp

o
n

se
s

Question #

Simulator based Lab

Total agree

partly agree

disagree

0

10

20

30

1 2 3

n
o

 o
f 

re
sp

o
n

se
s

Question #

Video, Tasks / Project based Lab

Total agree

partly agree

disagree

7.4

7.5

7.6

7.7

IT IS CS

A
ve

ra
ge

 M
ar

ks

Department

Students Marks

Avg Marks



International journal of advanced scientific and technical research                        Issue 2 volume 5, October 2012          

Available online on   http://www.rspublication.com/ijst/index.html                                              ISSN 2249-9954 

 Page 118 
 

CONCLUSIONS 

Network course is one of the most important fundamental courses in the computing curricula. 

Applying effective and motivated methodologies for learning network courses lab is crucial 

for the students' understanding and background. Faculty of Computing and Information 

Technology FCIT at King Abdulaziz university KAU follows teaching methodology that 

distinguish between its three departments: Computer Science CS, Information Technology 

IT, and Information Systems IS. We conduct our study in this paper to show the impact of 

this methodology on the students studying the computer network course. Our results show 

that the students find the lab session is effective, beneficial and remarkable way of learning. 

Also students believe the physical interaction with network devices and working on more 

scenarios/ exercises as an excellent experience and most important aid that truly gives them 

confidence in working in real environments. CS and IT students who are more eligible to 

work in real environment such as network installation and maintenance did not believe in 

simulation as teaching method, while IS students convinced with simulator as good teaching 

aid at network lab session. Student's marks reflect their responses.  
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