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ABSTRACT 

The purpose of this article is to focus upon how and why law enforcement machinery fails to 

regulate the pornographic content that is available on Internet.  The main aim of this writing 

is to discuss the possible modes to combat the evil of cyber porn. The article starts with brief 

discussion as to definition of internet. The term cyber crime is analyzed in view of author’s 

thoughts.  Emphasis is made on cross cultural ethical norms which are not found similar 

across the globe, and which hampers the proper regulation of internet. The article then 

discusses the legal position in United States and also discusses some landmark US Supreme 

Court cases. Lastly, certain suggestions are marked upon to help our coming generation.  
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INTRODUCTION 

"Where the wheel is an extension of the foot, and the television is an extension of the eye, the 

Internet becomes an extension of the self." [1] 

 

As the civilization enters into the new millennium, the words of 19th century have suddenly 

taken a new meaning. The world is undergoing a remarkable technological change. This 

change is creating complex social, economical, and legal challenges over which no 

government is able to exercise complete control. As the civilization develops new questions 

and problems crops up. In democracy it is never expected that law should remain static. It has 

to change with the changing needs of the society. Law must respond to the cry of the 

community that it there to serve the needs of the people. But this change is not an overnight 

process. It is a gradual process of metamorphosis, and law must keep pace with the changing 

needs of the society. With the dawn of Internet the world has become a global village 

whereby present law enforcement machinery is not adequate to deal with the new challenges. 
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Internet which is the fastest mode of communication basically consists of vast matrix of 

computers that are interconnected with each other and which facilitates the individual to 

communicate at global level at the cheapest cost. Its impact and influence on our daily lives is 

immeasurable. It has changed the way we communicate with another person. Irrespective of 

caste, race, economic background, gender, and age, the Internet provides everyone, a 

platform through which they can advance their ideas, without facing the bias or prejudice of 

others. The world has truly become a smaller place to live.  

 

The 21
st
 century is now facing with a new from of crime called cyber crime. Cybercrime is 

probably the most commonly used terminologies of the modem times. The term ‘cyber crime’ 

is a misnomer. This term has not been defined clearly and thus it may be said that cyber 

crimes are the smaller part of the conventional crimes where either the computer is an object 

or subject of the conducting such crime. Thus any criminal activity that uses a computer 

either as an instrument, target or a means for propagate further crimes comes within the ambit 

of cyber crime.The birth of Internet and its rapid growth has led to the evolution of new 

forms of transnational crime known as Cyber crimes. The beauty of the Internet lies in the 

fact that it ignores the geographical boundaries. A person by sitting at any nook and corner of 

the world can communicate with other person without disclosing his identity. The Internet 

and its unprecedented rapid growth, has raised many socio legal challenges for governments 

around the globe. Unfortunately, many of the attributes of the Internet like, low-cost, easy to 

use, fastest means of communication etc. has made an attractive medium for fraudulent 

scams, child sexual exploitation, website hacking, introducing viruses and many more. 

Conventional law, which provides dispute resolution machinery, fails in this cyber jungle. 

 

'Cyber pornography' [2] has become the most controversial topic arising from the use of 

Internet in the recent years. Its availability on the Internet has caused a growing area of 

concern among the government, and law enforcement bodies. There is no settled legal 

definition of pornography in a multi-national environment such as Internet [3]. Cultural, 

moral and legal variations all round the world makes it difficult to define 'pornographic 

content'. The advancement in Internet technology has made access to pornography virtually 

unlimited. Before the Internet, one wishing to purchase the pornographic material had to go 

to a place which provides such material. Due to this, government could regulate children's 

access to pornography. It also provided the government with an enforceable method of 

ensuring that pornographic material was not sold.  
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However with the development of the Internet and its specific nature, the regulation of 

pornographic material has become more difficult. Children’s can access pornographic 

materials from their homes or even from cyber cafes. Anyone with a scanner and a modem 

can post obscene photographs, which are available to millions of people. Indeed, each day 

additional sites dedicated to pornography are created. Internet has its origin in the United 

States Department of Defense [4]. It was created as a ‘decentralized’ medium of 

communication from the very beginning. The reason to keep it decentralized was, if part of 

the country were destroyed by a nuclear war, the computer system that contains war planning 

would still be functional. In very short period, the usefulness of the Internet became known 

and it led to what we know today as information super highway or the World Wide Web [5].  

 

PORNOGRAPHY AND ITS NATURE  

 

In any country where freedom of expression is regarded as important, whether or not it is 

constitutionally guaranteed, it is expected that some balance must be maintained between 

freedom of speech and expression and the right of government to restrict. Therefore, in the 

context of obscenity (and after internet, particularly child pornography), the government has 

been time and again putting ‘restrictions’ by enacting various enactment. 

  

It is also felt that since as there are no universally accepted ethical standard of morality, it 

becomes difficult to lay down any uniform definition of this term. Pornography is hard to 

define but easy to recognize, but the same is not true in case of obscenity. The literal meaning 

of the term ‘pornography’ is, describing or showing sexual acts in order to cause sexual 

excitement through books, films etc. The Little Oxford Dictionary defines pornography as- 

"an explicit presentation of sexual activity in literature, films, etc". The Concise Oxford 

Dictionary defines Pornography as - "the explicit description or exhibition of sexual activity 

in literature, films etc. intended to stimulate erotic rather then aesthetic feelings." 

 

Different countries have evolved different laws to curb pornography, but the current design of 

the Internet makes it difficult for nations to control such redundant content. Internet provides 

a platform through which one can express his ideas, thoughts, and expressions. This 

information will flow across the borders from one part of the world to another part just at the 

click of mouse. It is here where we can see the clash between the spiritual east and the 

materialistic west. Today live sex and child pornography [6] has become a billion dollar 
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business.  The reason why cyber pornography is difficult to regulate is, because of the 

difference of opinion as to the acceptable standards and limits of morality in different 

countries.  

 

It is worth mentioning that certain aspects of cyber pornography are different from other 

cyber crimes like hacking, implementing viruses, credit card frauds etc. Unlike cyber crimes 

like hacking, which affect the creditability of the Internet, cyber pornography promotes the 

use of the Internet. How much of the cyber pornography should be restricted or permissible 

are contentious issues.  

 

Legal provisions relating to regulation of obscenity are laid down in almost all the countries. 

Some enactment talks about obscene material available in the forms of "book, pamphlet 

paper, writing, drawing, painting... or any other object", where as some enactment also covers 

the availability of such material in "electronic form" along with conventional modes of its 

availability. No matter in which form or words the provisions are drafted, but the purpose 

remains the same i.e. regulation. The roots of laws to regulate the obscenity goes back to the 

decision of the Queens Bench in the case of R v.Hicklin [7]  wherein the test for obscenity 

was evolved for the first time. 

  

POSITION IN THE UNITED STATES 

 

The most important development in the United States to regulate cyber pornography was 

passing of the Communications Decency Act (CDA). The CDA was valued a lot as it made 

‘sending of indecent material by the use of Internet to others a criminal offence. This law 

however had to pass through a long rope of criticism.  

 

Unfortunately, the act was found violating the freedom of speech and expression as laid down 

in First Amendment on the basis of the suit filed by the American Civil Liberties Union.  

It may be noted, that this decision was pertaining to indecent material/pornography and not 

for obscene content. Thus, indecent speech is protected under the first amendment but not 

obscene speech. This was confirmed in 1957 in case of Roth v. US [8]. Roth v. US had its 

inspiration from landmark case of R v. Hicklin . The case came out with a particular test 

which was considered as the significant factor for deciding whether particular content is 

obscene or not. However, this test was more confusing. It was in 1973 that the US Supreme 
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Court came out what three prong test in the landmark case of Miller v. California [9] that 

cleared the fog that gathered around the definition of obscenity.  

The test had three parts:  

 the average person finds the work which appeals to the larger interest  

 the work depicts or describes an offensive sexual conduct   

 the work lacks literary artistic value  

 

WHY IS CYBER PORNOGRAPHY DIFFICULT TO REGULATE? 

 

For regulating cyber pornography one has to understand the unique nature of the Internet. 

Internet is basically a global network, connecting millions of computers around the world. No 

single organization controls this network. It is a decentralized self maintained system that 

links the computers around the world. Internet websites are a publishing forum created by 

website creator and which consists of texts, images or sounds. Users can connect themselves 

with the computer of the creator of the website.  

 

Once this happens, an end user can move freely by clicking on a links provided on the 

webpage itself. Each website is connected to the Internet and it becomes reachable to every 

one who is connected with internet, any where in the world. Since there is no centralized 

agency, the task of blocking the content becomes nearly impossible.  

 

SUGGESTIONS FOR REGULATING CYBER PORNOGRAPHY: 

 

(A). Creation of Adult Oriented Top-Level Domain Names 

One of solution to curtail cyber pornography is to generate new type of adult oriented top-

level domain name [10] (TLDs). For example, internet addresses - ‘www.yahoo.com’, the 

'yahoo’ is the second-level domain name and 'com' is the top-level domain. As the internet 

was originally designed for the use of military only, very few computers were connected to 

the network. As the number of users grew the system became burdensome. 

 

Gradually more new top and second-level domain names were accepted. For example, top-

level domains such as ".edu." ".gov," ".org" etc. [11] was created.  Now, the possible solution 

to curb cyber pornography exists in creating some new top-level domain names such as 

".xxx" or ".sex".  
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These TLDs will make the task of filtering the objectionable content very easy. The filtering 

software will target only those web pages that bear such adult oriented top level domain 

names. The potential registrants of the web pages whose webpage contains such 

objectionable material must be forced to opt for such TLDs.  

 

(B) Credit Card Verification 

Second approach to curb the nuisance of cyber porn is the use of credit cards so as to verify 

the age of the viewer. In this method the operators of the web sites has to ask for the credit 

card number before allowing access to such pornographic material. 

 

Thus the age of the viewer could be verified and minors can be prevented for access to such 

objectionable content. This method however seems less effective as it would do little to 

regulate the cyber pornography itself.  

 

(C)Parental Control 

The third possible method is installation of the various filtering software's such as NetNanny, 

Cyber Patrol [12] etc which would filter the objectionable content. However, one limitation 

to this approach is that, the filtering device would not be able to wisely distinguish between 

objectionable and unobjectionable material. For e.g. if a word 'breast' is typed, the filtering 

device will block all the material that contains the word 'breast', even if the site deals with 

breast cancer.  

 

This method has a greater chance of its effectiveness if the first mode of regulation is 

effectively implemented.  

 

We still may adapt following methods: - 

1. The liability of the Internet Service Providers should be more accurately laid down. They 

must introduce more advance filtering devices that can filter the objectionable content. 

2. The owners of the cyber cafe must have a license to start cyber café. They must be required 

legally to install such software’s which can filter the objectionable content. Private cabins in 

the cyber café should be absolutely banned. 

3. Owner of the cyber café must insist the surfers to fill out lengthy a form that calls for 

providing information such as their addresses, telephone numbers and other details. All of 

these should be made available to the police if required. 
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CONCLUSION 

Looking to the nature of the Internet it is submitted that legislations alone are not going to 

help us more to combat the cyber crimes. The nature of the Internet plays very vital role here. 

Due to its global accessibility, disregard of geographical boundaries and its decentralized 

nature nothing much can be done. We know that traditional law enforcement mechanism rests 

on the pillar of jurisdiction, which respects the geographical boundaries. But in case of 

Internet it is fully reverse. Again difference of moral values plays its own role. The only 

possible solutions are, (a). The strongest technological backbone and, (b) The potential net 

surfers (more specifically, children’s) be educated pertaining to the harmful effects of such 

content. A time is now that calls for better cyber locks for our computers and computer 

networks. 
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