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ABSTRACT 

 

 This  paper  describes  the  architectural  design  of  three  Java  based  mobile  agent 

frameworks viz. Aglets, Concordia and Voyager. The architectural design and mobility features 

of these frameworks are outlined in this review paper. We believe that today Java is the language 

for mobile agent frameworks and so we discuss the details of these three popular Java based 

mobile agent frameworks.  
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INTRODUCTION 

In the current trend towards heterogeneous networks, which are composed by several different 

platforms, the mobility of binary code is problem hardly to overcome. An answer can be found in 

Java programming language, which combines the object-oriented programming style with the 

use of intermediate format called bytecode, which can be executed on each platform that hosts a 

Java virtual machine (JVM).  

Java is strongly network oriented and provides some support for mobility of code from the 

dynamic class loading to the definition of applets. Java implements a form of weak mobility, by 

serializing objects and sending them to another JVM. The serialization mechanism permits to 

maintain the values of the instance variables, but it cannot keep track of the execution flow.  

The following section describes in detail the architectural design and mobility features of Aglets, 

Concordia and Voyager.  

 

AGLETS 

Aglets were developed by IBM Tokyo Research Laboratory and are now open source. An Aglet 

is a composite Java object that includes mobility and persistence and its own thread of execution. 

Aglets uses a call-back model based on the Java event delegation model. Various  action  and  

mobility  interfaces  are  supported  by  Aglets  framework  which determine what to do when a 

specific event happens.  

 

An Aglet interacts with its environment through an AgletContext object. Aglets are always 

executed in AgletContexts.  To interact with each other, Aglets go through AgletProxy objects. 

An AgletProxy object acts as an interface of an Aglet and provides a common way of accessing 

the Aglet behind it. In a way, an AgletProxy object becomes the  shield  that  protects  an  agent  

from malicious  agents.  Fig.1 shows the Aglet interaction model.  
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Fig.1 : Aglet interaction model 

 
 
Architecture overview 

The Aglets architecture consists of two layers, and two APIs that define interfaces for accessing 

their functions [1][2] viz., runtime layer and the communication layer. Fig. 2 show the Aglet 

architecture with the two layers and sub-components.  

 

 
Fig 2: Aglet architecture 

 

The Aglets runtime layer  

The  Aglets  runtime  layer  implements  Aglets  interfaces  such  as  AgletContext  and  

AgletProxy it also consists of a core framework and subcomponents. The core framework  

provides  mechanisms  fundamental  to  Aglet  execution  i.e., 1)  Serialization  and  de-

serialization  of  Aglets 2)  Class  loading  and  transfer  3)  Reference  management  and garbage 

collection.  

 

The  subcomponents  are  designed  to  be  extensible  and  customizable  because  these services 

may vary depending on requirements or environments.  
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Persistence Manager  

The PersistenceManager is responsible for storing the serialized agent, consisting of  the  Aglet's  

code  and  state  into  a  persistent  medium  such  as  a  hard  disk. Persistence manager do not 

keep a copy of agent before dispatching and hence the system is susceptible to loss of agent over 

broken network.  

 

Cache Manager  

The CacheManager is responsible for maintaining the bytecode used by the Aglet and its transfer 

when an Aglet moves, the CacheManager caches all bytecode even after the corresponding class 

has been defined.  

 

Security Manager  

The  SecurityManager  is  responsible  for  protecting  hosts  and  Aglets  from malicious entities. 

A very preliminary form of security is supported by Aglets framework.  

 

The communication layer  

The  Aglets  runtime  itself  has  no  communication  mechanism  for  transferring  the serialized  

data  of  an  Aglet  to  destinations.  Instead,  the  Aglets  runtime  uses  the communication API 

that abstracts the communication between agent systems [2]. This API defines methods for 

creating and transferring agents, tracking agents, and managing agents in an agent-system and 

protocol-independent way.  

The current Aglets uses the Agent Transfer Protocol (ATP) as the default implementation of  the  

communication  layer.  ATP  is  modeled  on  the  HTTP  protocol,  and  is  an application-level  

protocol  for  transmission  of  mobile  agents.  To enable remote communication between 

agents, ATP also supports message-passing. Aglets use ATP for agent transfer and RMI for 

message exchange.  

THE COMMUNICATION LAYER ARCHITECTURE  

The following figure shows the architecture of the communication layer. 

 
Fig.3: Architecture of communication layer 

 

Message  

The message method is used to pass a message to an agent identified by a agent-id  

and to return a reply value in the response.  Although the protocol adopts a request/reply form, it 

does not lay down any rules for a scheme of communication between agents.  
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Fig.4 :Agent transfer protocol 

Unlike normal Java objects, which are automatically released by garbage collector, an Aglet 

object, since it is active, can decide whether or not to die. Aglet programmers are responsible for 

releasing allocated resources such as file descriptors or DB connections, because these may not 

be released automatically.  

 

CONCORDIA 
Concordia  is  a  framework  for  mobile  agent  system  developed  and  supported  by 

Mitsubishi Electric Information Technology Center, USA. Concordia is a complete Java based 

framework for network-efficient mobile agent applications which extend to any device 

supporting Java.  

 

 
Fig.5 Concordia's architecture 
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Architectural overview 

A Concordia system, at its simplest, is made up of a Java virtual machine sitting on any machine, 

a Concordia Server, and at least one agent. The Concordia server and agent are Java program, the 

Concordia Server manages the agent, including its code, data, and movement.  

 

For an agent to move from one server to another the Concordia server inspects the Itinerary  

object, created and owned by each agent. That destination is contacted and the agent’s  image  is  

transferred,  where  it  is  again  stored  persistently  before  being acknowledged. In this way the 

agent is given a reliable guarantee of transfer.  

 

After being transferred, the agent is queued for execution on the receiving node. Its security 

credentials are transferred with it automatically and its access to services is under local 

administrative control at all times. In all cases, the Concordia agent is autonomous and self-

determining in its operation.  

 

Architectural components  

The Concordia system is made up of numerous components, each of which integrates together to 

create the full mobile agent framework[3]. The Concordia Server is the major  building  block,  

inside  which  the  various  Concordia  Managers  reside.  Each Concordia component is 

responsible for a portion of the overall Concordia design, in a modular and extensible fashion.  

 

Agent   Manager    

The   Agent   Manager   provides   the   communications infrastructure using the TCP/IP stack 

for agent transmission. It abstracts the network interface in order that agent programmers need 

not know any network specifics nor need to program any network interfaces. The Agent 

Manager Server also  manages  the  life  cycle  of  the  agent,  providing  it  with  agent  creation, 

destruction, and provides an environment in which the agents execute.  

 

Administrator 

The  Administration  Manager  manages  services (Agent Managers,  Security  Managers,  Event  

Managers,  etc)  and  supports  remote administration from a central location, so only one 

Administration Manager is required in the Concordia network.  

 

Security Manager 

The Security Manager is responsible for identifying users, authenticating their agents, protecting 

server resources and ensuring the security and integrity of agents, authorizing the use of 

dynamically loaded Java classes and their accumulated data objects as the agent moves among 

systems.  

 

Persistence Manager 

The Persistence Manager is completely transparent and maintains the state of agents in transit 

around the network. As a side benefit, it allows for the checkpoint and restart of agents in the 

event of system failure.  
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Event Manager 

The Event Manager handles the registration, posting and notification of events to and from 

agents. The Event Manager can pass event notification to agents on any node in the Concordia 

network thus supporting agent collaboration.  

 

Queue Manager 

The Queue Manager is responsible for the scheduling and possibly  retrying  the  movement  of  

agents  between  Concordia  systems  which include maintenance of agent and persistence of 

agent state.  

 

Directory Manager 

The Directory Manager provides naming service in the Concordia network. The Directory 

Manager may consult a local name service or may be set up to pass requests to other, existing 

name servers.  

 

Service Bridge 

The Service Bridge provides the interface from Concordia agents to the services available at the 

various machines in the Concordia network. It comprises a set of programming extensions to 

provide access the native API’s as well as interfacing these to the Directory Manager and 

Security Manager.  

 

Agent Tools Librar 

The ATL is a library which provides all the classes needed to develop Concordia mobile agents. 

The Concordia mobile agent framework pays much attention on security and reliability. Role-

based  access  control  is  realized  to  protect  resources  and  mobile  agents.  So unauthorized 

mobile agents can not access resources and unauthorized users can not  

inspect agent's contents. Concordia also utilize symmetric and public key cryptography to  

protect agents during their transmission as well as when being stored on disk. Concordia  

server can authenticate each other by exchanging digital certificates. It uses two-phase  

commit protocol to transmit agents from one node to another. In case of server or  

network failures, agents can be recovered through using persistence manager. Concordia  

also has an agent debugger which helps tracking the progress of an agent throughout the  

network.  

 

VOYAGER 

Object Space’s Voyager is a full-featured Java ORB architecture designed to support the  

development of powerful distributed computing systems.  The product uses the Java  

virtual machine to load classes at runtime to create mobile objects and autonomous  

agents. Voyager provides a complete and seamless distributed computing framework, that  

supports remote invocation, remote pass by value, distributed events, naming services,  

object  mobility,  autonomous  agents,  runtime  object  extensions,  object  activation, distributed  

security,  distributed  garbage  collection,  distributed  timers,  advanced messaging, 

multicasting, and replaceable networking protocols. Voyager ORB is a highperformance object 

request broker that supports CORBA, RMI, DCOM. Its innovative dynamic proxy generation 

removes the need for stub generators. Voyager ORB includes a universal naming service, 

DCOM support, activation framework, publish/subscribe and mobile agent technology[4] [5].  
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Architectural overview  

The Voyager framework provides all of its features with only a few abstractions, a very small 

API, and no need for interface definition languages (IDLs) or management of stubs or proxies.  

Voyager works from interfaces defined in pure Java and automatically generates and distributes 

whatever stubs or proxies it needs at runtime.  

 

Voyager uses introspection to discover the features of whatever class users want to make  

distributable (at runtime). It then generates any required wrapper classes on-the-fly by  

writing the bytecode to memory and registering the just-created classes with the JVM.  

Voyager lets users deploy code to a single location by leveraging Java's class-loading  

mechanism; it supports flexible and custom security by embracing standard Java security;  

it supports pass-by-value and object mobility by leveraging Java serialization  

Universal architecture 

 

Voyager offers a universal architecture that isolates user code from the intricacies of 

communications and messaging protocols.  Fig.6 depicts Voyager’s universal architecture. 

 

In a Voyager system message calls made to a proxy are forwarded to its object. If the  

object is in a remote program, the arguments are serialized using the standard Java  

serialization mechanism and de-serialized at the destination. The morphology of the  

arguments is maintained. By default, parameters are passed by value. However, if an  

object’s class implements com.objectspace.voyager.IRemote or java.rmi.Remote, the object is 

passed by reference instead. An appropriate proxy class will be generated  

dynamically if needed. Voyager also provides oneway, sync, and future messages.  

 

Multicast and Publish-subscribe features are provided by Voyager ORB, a Java message can be 

multicast to a distributed group of objects without requiring the sender or receiver to be modified 

in any way. The publish-subscribe facility supports server-side filtering and wildcard matching 

of topics.  

 

Features supported  

The Voyager ORB simplifies and unifies access to the most common industry standards. There 

are several aspects of Voyager that are universal:  

 

Communications 

The universal communications architecture allows Voyager programs  to  be  both  a  universal  

client  and  a  universal  server  by  supporting simultaneous bi-directional communication with 

other CORBA, RMI, and DCOM programs.  

 

Messaging 

The universal messaging layer allows different types of messages such as synchronous, oneway, 

and futures to be sent to an object regardless of its location or object model.  

 

Naming 

The universal naming service allows access to the many commercially available naming services 

through a single API.  
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Fig.6 : Universal architecture of Voyager 

 

Directory 

The universal directory is a single directory that can be accessed and shared by all clients, for 

example, an RMI server can bind an object into a universal directory using the native RMI 

registry API and a CORBA lient can  lookup up the same object using the CORBA naming 

service API.  

 

Gateway 

The universal gateway allows Voyager to automatically bridge protocols between clients and 

servers that are not written using Voyager.  

 

Dynamic Aggregation 

Facility to attach secondary objects, or facets, to a primary object at runtime. Classes don't have 

to be modified in any way for instances to act as facets or to be extended by them.  

 

Remote Invocation 

In object-oriented programming, remote invocation refers to the ability to invoke methods on 

remote objects (objects that exist in a different machine) as if they were local.  Remote  

invocation  is   implemented  through proxies,  which  provide  a  facade  that  hides  the  mess  

of  the  underlying  stub generations.  

 

Activation 

The activation framework allows objects to be persisted to any kind of  database  and  

automatically  re-activated  in  the  case  that  the  program  is restarted.  
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Security 

An  enhanced  security  manager  is  included,  as  well  as  hooks  for installing custom sockets 

such as SSL. 

 

CONCLUSION 

This  paper  describes  the  architectural  design  of  three  Java  based  mobile  agent frameworks 

viz. Aglets, Concordia and Voyager. The architectural design and mobility features of these 

frameworks are outlined in this review paper. Java is one of the best language for mobile agent 

frameworks and so we discuss the details of these three popular Java based mobile agent 

frameworks. Each mobile agent have its own advantages over particular situation whereas some 

has disadvantageous for same condition. 
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