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______________________________________________________________________________ 

Abstract: Random numbers are the most important aspect of data security in the present era. A 

random number is a number whose value cannot be predicted and is dependent on an event. 

Since all logical random number generators work on a mathematical formula it is possible to 

calculate the number generated in the n
th

 iteration. Thus such numbers, which are not truly 

random, are called pseudo random numbers. In our technique we calculate the number of 

microseconds elapsed from the user’s Time of Birth till execution of the program. The 

humungous diversity in the times of birth of any number of users coupled with the constantly 

changing present time results in an infinite number of unpredictable seeds for our random 

number generator. Moreover, even if a particular user runs the program multiple times, the 

output will be different because every iteration will consume at least 1 microsecond (due to 

human working time) which, in turn, will change the seed for the next iteration. This enables an 

unprecedented amount of uniqueness. 
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______________________________________________________________________________ 

 

I. INTRODUCTION 

 

A random number[1] is a number whose value is not certain and is dependent on an event. A 

random variable X on a sample S is a rule that assigns value to each outcome of S. Let us 

consider an example- S = Rolling a fair dice once. Here let X = {Six comes as an output}.Thus 

random numbers in this case are {1,2,3,4,5,6}. Random numbers are of two types – Discrete 

Random Numbers and Continuous Random Numbers.  The random numbers generated through 

an algorithm are Pseudorandom numbers[2]. They typically exhibit statistical randomness  while 

being generated by an entirely deterministic causal process. They are useful for testing and fixing 

software. 

A Random Number Generator[3][4] is a computer program or a physical device designed to 

generate a sequence of numbers or symbols that satisfy the properties of random number. The 

randomness of random numbers have led to the development of  

several different methods for generating random data For example – In generating primary key 

for a database, shuffling in any music player. This technique existed in ancient times also which 

included dice, coin flipping, the shuffling of playing cards, and many other techniques.  

Several algorithms for random number generation exist, but often fall short of the goal of true 

randomness though they may  

http://en.wikipedia.org/wiki/Statistical_randomness
http://en.wikipedia.org/wiki/Number
http://en.wikipedia.org/wiki/Randomness
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http://en.wikipedia.org/wiki/Shuffling
http://en.wikipedia.org/wiki/Playing_card
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meet with varying success. In this algorithm we present a new technique of generating a random 

number using time elapsed in microseconds from user’s date and time of birth till he/she presses 

enter for generating a random number as a seed. The probability of repeating of number 

decreases to a great extent because even if date of birth of different users are same but time of 

birth are not same and if date and time of birth are also similar but the time of pressing enter 

differ. Thus probability of repeating of number is negligible.  

 

II. PROBLEM STATEMENT 

 

Random Numbers are the most important aspect of data and network security. In this paper our 

main aim is to create a random number generator that uses user’s information to generate a 

pseudo random number. We will be focusing on the point that there are no or extremely less 

repetitions.  

 

III. SOLUTION 

 

In this Random Number Generator the language which is to be used is C#. C#[5][6] is a multi-

paradigm programming language containing strong typing,  imperative,  declarative, functional,  

procedural,  generic,  object-oriented  programming techniques. It was developed by 

Microsoft within its .NET initiative C# is one of the programming languages designed for 

the Common Language Infrastructure. In our technique we use user’s date and time of birth as 

input and calculate time elapsed according to universal time with the help of predefined 

functions like DateTime.UtcNow. 

DateTime[7] is a value type that is used to store, examine, and manipulate dates and times. It 

stores its value in a property named Ticks, which holds the number of 100-nanosecond intervals 

since 12:00 A.M. on January 1, A.D. 1. This class uses the Gregorian calendar for interpreting 

and manipulating dates.  

The DateTimeclass[8] has a wide range of methods for manipulating, examining, and formatting 

dates and times. Further the TimeSpanclass is used to represent a period in time and can 

represent any number of days, hours, minutes, and seconds. The result of subtracting two 

DateTimeobjects is a 

TimeSpanwhich is used as a seed for our random number generator.Dates and times are 

represented by two classes System.DateTimeandSystem.TimeSpan. These classes contain many 

functions to let us examine, manipulate, and format date and time values. In our technique we 

assign type of seed as Unsigned Integer type of 64 bit which facilitates that we can make use of a 

larger number as seed for generating our random number. We create an object for DateTime and 

pass year, month, date, hour and minutes of user’s choice and get a seed which is large number 

of 64 bits. 

For generating the random number we use the basic formula- 

 

 

 

In the above formula X, S, A, B, M belongs to the set of Natural numbers. Typically, c and m are 

chosen to be relatively prime and A such that for all X belongs to N; SA mod M ≠ 0.  X denotes 

the random number that is produced. S denotes the seed which is generated by calculating the 

X = ((( S * A ) + B )%M) 

 



International Journal of Advanced Scientific and Technical Research                       Issue 3 volume 5,Sep.-Oct. 2013                  

Available online on   http://www.rspublication.com/ijst/index.html                                                   ISSN 2249-9954 
 

R S. Publication, rspublicationhouse@gmail.com Page 165 
 

time elapsed from user’s date and time of birth till he presses enter in microseconds. For a good 

random number the most important thing is the seed which is the basic element of the above 

formula[9].  A denotes a predefined large random number also called as “master” random 

number which is multiplied with the seed. B is another predefined large random number which is 

added to the product and M is also a predefined large random number which is used for 

calculating the remainder of the result obtained. The quality of random number is determined by 

it’s randomness.  In the above formula if we substitute A as 0 then the formula works 

inefficiently because the seed is directly added to B which lowers the quality random number 

produced. Similarly if we substitute B as 0 then we have a special case of Park- Miller Algorithm 

or Lehmer Algorithm. The seed is just multiplied with a large number and the remainder is 

calculated which also lowers the quality random number produced. The maximum number of 

numbers the formula can produce is the modulus M. This technique basically takes input as 

integer type and passes it as arguments to the DateTime class which creates an object of the 

input. If the user enters the same date and time of birth then too the time elapsed will be different 

from the current time. 

Workflow Diagram 
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IV. ANNLYSIS 

 

When we create a random number generator the first thing that comes to our mind is that What 

makes a good random number generator?Arandom number generator is good if it passes several 

well established statistical tests[10]. 

 
THEORETICAL TESTS 

The most difficult and most important topics in the theoretical assessment of random number 

generators are correlation analysis and, for cryptographic RNGs, the analysis of 

theirunpredictability[11]. Previous studies  have shown that theoretical tests for random number 

generators allow very reliable predictions of the performance of the samples produced with a 

generator in empiricaltests[12].  

 

The formula used in our research is the basic formula for random number generation. 

 

 

 

 

In the above formula X, S, A, B, M belong to the set of Natural numbers. 

Let us consider an example – Date of birth of a user is 1
st
 September 1992 and the time of birth is 

5:30 AM. On calculating the random number on 11 September 2013 at 4:36 PM the seed for this 

iteration will be 663572161273 and random number will be 1638 . Here the seed calculated is 

the microseconds elapsed from time of birth till the present time. 

The importance of theoretical correlation analysis for numerical practice is beyond question. 

 

EMPIRICAL TESTS 

 

Sometimes theoretical support for random number generators is not enough. 

Theoretical assessment of random number generators cannot guarantee good performance of the 

samples in numerical practice, it can only give a (remarkably reliable) forecast of what will 

happen. 

Empirical evidence is indispensable. 

Every empirical test is a simulation[13]. If selected with care, then a particular test will cover a 

whole class of simulation problems. Nothing can be deduced from the results of an empirical test 

if the practitioner uses completely different parameters in his own simulation problem. In 

contrast to theoretical tests, empirical tests treat the random number generators as black boxes 

and do not directly analyze the underlying algorithm. This makes it possible to observe the 

performance for smaller and larger parts of the period. 

 

V. APPLICATIONS 

 

This technique can be efficient in providing a social security number to each and every citizen of 

the country and maintaining a huge database. This social security number act as basic identity of 

any citizen and can be accepted in any department of the country like income tax department, 

X = ((( S * A ) + B )%M) 
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Passport department, etc. This technique can be used in generate a unique primary key for that 

database. 

This technique can be very efficient in the field of Cryptography[]. Use of unpredictable random 

numbers in cryptography is that it underlies most of the schemes which attempt to provide 

security in modern communications for example confidentiality, authentication, online 

commercial activities, etc. Random number is the best way in selecting a key for any encryption 

algorithm because it decreases attack vulnerability. This technique provides an unbreakable 

encryption algorithm.     

 

VI. CONCLUSION 

 

This is a very effective technique to generate a pseudo random number by using a seed that is 

nearly impossible to predict. This makes the generated number almost truly random. Moreover, 

the use of universal time instead of the machine’s local time makes it consistent irrespective of 

geographical location. 
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